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IMPORTANT! READ INSTRUCTIONS BEFORE STARTING!

Be sure that these instructions are carefully read and understood before any
operation is attempted. Improper use of this device in some applications may result
in damage or injury. The user is urged to keep this book filed in a convenient
location for future reference.

These instructions may not cover all details or variations in equipment or cover
every possible situation to be met in connection with installation, operation or
maintenance. Should problems arise that are not covered sufficiently in the text, the
purchaser is advised to contact Bristol Babcock for further information.

EQUIPMENT APPLICATION WARNING

The customer should note that a failure of this instrument or system, for

whatever reason, may leave an operating process without protection. Depending

upon the application, this could result in possible damage to property or injury to
persons. It is suggested that the purchaser review the need for additional backup
equipment or provide alternate means of protection such as alarm devices, output
limiting, fail-safe valves, relief valves, emergency shutoffs, emergency switches, etc.

If additional information is required, the purchaser is advised to contact Bristol Babcock.

RETURNED EQUIPMENT WARNING

When returning any equipment to Bristol Babcock for repairs or evaluation,

please note the following: The party sending such materials is responsible to ensure
that the materials returned to Bristol Babcock are clean to safe levels, as such levels
are defined and/or determined by applicable federal, state and/or local law
regulations or codes. Such party agrees to indemnify Bristol Babcock and save
Bristol Babcock harmless from any liability or damage which Bristol Babcock may
incur or suffer due to such party's failure to so act.

ELECTRICAL GROUNDING

Metal enclosures and exposed metal parts of electrical instruments must be
grounded in accordance with OSHA rules and regulations pertaining to "Design
Safety Standards for Electrical Systems," 29 CFR, Part 1910, Subpart S, dated: April
16, 1981 (OSHA rulings are in agreement with the National Electrical Code).

The grounding requirement is also applicable to mechanical or pneumatic
instruments that include electrically-operated devices such as lights, switches, relays,
alarms, or chart drives.




Thank you for choosing ControlWave!

We hope you will find ControlWave to be the best solution for your process automation needs.

From the start, Bristol Babcock designed this unit to merge the simplicity and modularity of a
programmable logic controller, with the full communication and programming capabilities of a
remote process controller. The result - the Control\Wave-series of Process Automation
Controllers, are true PLC/RTU hybrids, incorporating the best features of both types of devices.

ControlWave features a low-power, modular design, which supports all five IEC 61131-3
programming languages: ladder logic (LD), sequential flow chart (SFC), function block diagram
(FBD), structured text (ST), and instruction list (IL). A full suite of PC-based configuration
wizards and programming tools is provided, as well as a rich library of Bristol Babcock function
blocks that may be used for various process control applications.

Before You Begin

This guide is intended to help you get redundancy 'up-and-running' with a minimal amount of
effort. It does NOT, however, tell you everything you need to know about setting up and
configuring ControlWave hardware and software. We have included references throughout this
book to other places in the documentation set, where you can get more details on a particular
subject.

Throughout your configuration activities, please be aware of the following items:

Shock Hazard! Always follow accepted safety guidelines. As with all electronic devices,
improper installation, grounding, or usage can cause an electrical shock. If you have any doubts
about how to install, ground, and use this product safely, please consult a qualified electrician.

Electrostatic Discharge (ESD) - Sensitive electronic devices such as this can be damaged by
electrostatic discharge. Please follow accepted ESD guidelines.

If You Need Help...

If you're having problems setting up and configuring your ControlWave, please call our
ControlWave Application Support team at (860) 945-2394 or (860) 945-2286 for assistance.
Help is available Monday through Friday 8:00 AM to 4:30 PM Eastern Time, excluding
holidays, and scheduled factory shutdowns.
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IMPORTANT:
This document is intended to describe the main steps necessary to configuring
ControlWave redundancy. It does NOT include everything you need to know about
configuring a ControlWave controller.

The following is assumed:

e The OpenBSI Network Edition and ControlWave Designer software kits have been
installed on your PC. If this is not the case, please see Chapter 2 of the Open BSI
Utilities Manual (document# D5081) for details on the installation procedure.

e Some familiarity with ControlWave software configuration.







The Concept of Redundancy

The Concept of Redundancy

Redundancy is a mechanism employed to prevent the loss of control over a process, and to
minimize the loss of data, which can occur, if any single part of a control system should fail.
Redundancy is recommended for plants or processes where a loss of control could result in
damage or injury.

All methods of ControlWave redundancy involve having a duplicate standby unit that is able to
take over in the event there is a failure in the primary unit. The process of transferring control
from the primary to the backup is referred to as fail-over. A fail-over condition typically falls
into one of two categories:

Hardware failures - These could occur from a variety of causes:

loose cable

improper configuration, e.g. board not seated properly
power supply failure (no power for CPU)

individual board or component breakdown

Software failures - Possible causes include:

application program running in the CPU 'crashes’, as indicated by an 'FF' code on the display
all tasks are suspended for more than a user-configurable number of milliseconds

a task watchdog occurs (this option can be user enabled/disabled)

user-created logic for detection of a particular failure (e.g. local 1/0) is activated, triggering a
switchover viaa REDUN_SWITCH function block.

e user-created logic for detection of a particular failure in an I/0 Expansion Rack, triggering a
switchover via the ERSTAT _x_FAILOVER_O system variable.

When redundancy is used, these sorts of failures trigger a watchdog relay, and cause a fail-over
from the on-line unit that failed to a standby backup unit. The standby unit has been configured
to be an exact duplicate of the on-line unit (except for the A/B switch setting and IP addresses)
so it can now assume full control over the process previously controlled by the failed unit, and
becomes the new on-line unit.

The redundant units that make up the primary and standby pair are referred to as the “A” unit,
and the “B” unit.

ControlWave redundancy only handles a single point of failure i.e. either the “A” set of
CPU/power supply/ or 1/O can have a failure, or the “B” set of CPU / power supply or I/O can
have a failure. A failure of the “A” CPU, and the “B” power supply, however, would disable the
entire control system.



The Concept of Redundancy

Redundancy Options Available

IMPORTANT

Throughout this manual, we will refer to the redundant units that make up the primary and
standby pair as the “A” unit, and the “B” unit. This term is used whether the units in
question refer to the “A” and “B” units in a ControlWave Redundant Controller, the “A”
and “B” ControlWave Process Automation Controllers, or “A” and “B” ControlWave /O
Expansion Racks.

The ControlWave family of products offers three distinct types of redundancy. The choice of
which type(s) of redundancy you need is dictated by the needs of your particular application.
Your system may even include a mixture of the different types of redundancy.

Control Redundancy - CPU and Power Supply

Control Redundancy provides protection in the event a single failure occurs in either the
Central Processing Unit (CPU), or the Power Supply (PSSM) of a ControlWave controller.

Unit “A”  Unit “B”
CPU& CPU&
PSSM PSSM CCRS

Bristol Babcock Eristol Babcock u

ControlWave
Redundant
Controller

ControlWave 1/0
Expansion Rack
(shared by both

Unit “A” and Unit “B”)
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The Concept of Redundancy

Control redundancy is accomplished using the ControlWave Redundant Controller plus one or
more ControlWave 1/0 Expansion Racks. 1/0 Expansion Racks are required because the
ControlWave Redundant Controller does NOT support any local 1/0 boards.

Alternatively, Control redundancy can be accomplished using two separate ControlWave Process
Automation Controllers in conjunction with a ControlWave 1/0 Switcher. Because this particular
configuration also allows for Local I/0 Redundancy, we will show a picture of it later, in the
‘Local 1/0 Redundancy’ section.

In either case, whenever the on-line ControlWave CPU receives a download of a new
ControlWave project file (boot project), that project is immediately transmitted to the Standby
ControlWave unit, and stored. This is known as a side-load, and typically occurs through an
Ethernet connection between the “A” and “B” units, which may either be specifically dedicated
for that purpose, or may also be used for Ethernet communications with other devices on the
network. Once the side-load occurs, the boot project is loaded into memory in the Standby but
kept in the 'Stopped' state.

On-line unit receives
download of a new
ControlWave project
file (boot project)

Standby receives a
side-load of the new

i boot project from the
On-line CPU On-line unit Standby CPU

Unit A > Unit B

The on-line ControlWave CPU is the only unit executing the project, communicating with 1/0
boards and controlling the plant or process. The Standby CPU sits idle except for receiving
updates from the on-line unit.

The updates from the on-line unit to the standby unit occur at the end of each task execution
cycle, unless:

¢ there have been no changes to process 1/0 output variables -and-
e the minimum update time* has not expired

! The minimum update time is a configured value that may be used to limit the amount of traffic between the on-line
unit and the standby unit. Every time an update occurs the minimum update timer is restarted. Unless process I/O
output changes occur, any changes occurring during the time prior to expiration of the configured update timer will
not trigger an update to the standby unit. Instead, they will be held until expiration of the timer, and the end of a
task execution cycle. The timer value is set via the _RDN_MIN_UPD system variable.

11



The Concept of Redundancy

Updates between the on-line unit, and the standby unit, may consist of multiple update messages,
followed by a ‘commit’ message. Until the commit message is received, the update messages are
not applied to the standby. This ensures that if the on-line unit fails before it sends the ‘commit’
message, that a partial update, e.g. incomplete data, is not used. Instead, the standby will discard
the incomplete update data, and start up using the last complete update that ended with a commit
message.

In general, data is only transferred from the on-line unit to the standby unit if it has changed.
Among the types of data transferred are:

e Any changed process I/O output variables

All variables marked as RETAIN in the user's project

Any data in the static memory area (begins at address 3.100000)

Certain function block parameters that are retained

Changes to certain port configuration information such as on-line baud rate changes, etc.
Changes to user account definitions (usernames, passwords)

Any newly generated alarms plus any changed alarm states from alarm function blocks
Historical data (audit records, archive files)

On-line unit is currently
running the project to

control the process Standby sits idle, except
or plant, receiving data for receiving updates from
via I/O boards, etc. the on-line unit.
On-line CPU ' Standby CPU
unitA At the end of Unit B

each execution
cycle, changes
are copied to

the Standby, to
keep it up-to-date

If a failure occurs at the on-line unit, a watchdog relay is triggered, and control is switched to the
Standby CPU. The Standby CPU now becomes the new on-line unit.

12



The Concept of Redundancy

FAILED CPU
Unit A

NEW On-line CPU
Unit B
(formerly the Standby unit)

Unit "A" suffers a component failure. Control is automatically
transferred to the "B" unit. The "B" unit becomes the NEW
on-line unit, and starts up its boot project.

The "B" unit is up-to-date to the point of the last COMPLETE
update received from "A" unit. (Typically, that would have
been the last execution cycle of the "A" unit, prior to its failure.)

Local I/O Redundancy

Local I/0 redundancy provides protection in the event a single failure occurs in either the Central
Processing Unit (CPU), Power Supply, or 1/0 boards in one of two ControlWave Process
Automation Controllers serving together as a redundant pair.

This redundant configuration would require two (2) ControlWave Process Automation
Controllers, plus a ControlWave 1/0O Switcher.

ControlWave Process
Automation Controller
“Unit B”

ControlWave
I/O Switcher

ControlWave Process
Automation Controller
“Unit A”

Connections to
7 —— field inputs/outputs

Iy
g >
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The Concept of Redundancy

With respect to failures of the CPU and power supply, everything would be handled exactly as
described previously in the ‘Control Redundancy - CPU and Power Supply’ section.

Detection of 1/O failures, however, is handled differently. The ControlWave series controllers
cannot automatically detect an 1/0 failure based on data alone. The user must devise logic within
their ControlWave project to determine when a fail-over should occur, and then use a
REDUN_SWITCH function block, in their ControlWave project to trigger the actual fail-over.
When the fail-over occurs, 1/0 is automatically switched from the on-line unit to the backup
standby unit, which becomes the new on-line unit.

The logic for whether or not a given failure is sufficient reason to force a fail-over to the Standby
unit is based entirely on the user’s own criteria for what constitutes a serious failure. When
activated, this logic serves as a trigger to the REDUN_SWITCH function block, which forces the
fail-over.

Among the items which users might want to consider when making a determination of a local
1/O fail-over could be:

e Comparisons of data from the 1/O board in question, with data collected independently from
some separate source.

e Board status codes that can indicate whether or not a board is present, or for analog boards,
whether a conversion operation failed. See the ‘I/O Mapping’ section of the ControlWave
Designer Programmer’s Handbook (document# D5125) for more information on these
codes.

e User-defined timeouts or out-of-range calculations.

e Current status of 1/0 boards in the standby unit, i.e. is the standby able to take over. This
information is accessible via system variables.

/O Expansion Rack Redundancy

1/0 Expansion Rack redundancy provides protection in the event a single failure occurs in either
of two ControlWave 1/0 Expansion Racks serving together as a redundant pair.

This redundant configuration would require two (2) ControlWave 1/0O Expansion Racks, a
ControlWave 1/0 Switcher, and a Host ControlWave unit, since the 1/0 Expansion Racks cannot
execute a ControlWave project, they just handle 1/0 operations.

Typically, the host ControlWave would be a ControlWave Redundant Controller.

14



The Concept of Redundancy

Unit “A”  Unit “B”
CPU& CPU&
PSSM pssm CCRS

& Controlwave 1/0
. Expansion Rack
: “Unit B”

- ControlWave
~ 1/O Switcher

Connections to
field inputs/outputs

LELLELLL

ControlWave Redundant
Controller provides Control
Redundancy, and also serves
as ‘Host’ to pair of redundant
I/O Expansion Racks.

I~ ControlWave 1/0
| Expansion Rack

VLU LU UL UnitA

This type of configuration allows Control Redundancy, via the dual CPUs and power supplies of
the ControlWave Redundant Controller, plus 1/0O redundancy via the dual ControlWave 1/0
Expansion Racks, and ControlWave 1/0 Switcher.

Alternatively, the host could be a single ControlWave Process Automation Controller, in which
case this segment of the network would have NO CPU or power supply redundancy, but would
have 1/0 Expansion Rack Redundancy.

& Controlwave 1/0

ControlWave Process Automation :- Expansion Rack

Controller serves as ‘Host’ to pair e L L L L 'II “Unit B”
of redundant I/O Expansion Racks. T - ControlWave
There is NO CPU or power supply I/O Switcher

redundancy in this configuration.

Connections to
field inputs/outputs

: ControlWave 1/0
. Expansion Rack
“Unit A”

Uuyyguyyyyy

Another possible configuration would be to use a pair of ControlWave Process Automation
Controllers, in conjunction with their own dedicated ControlWave 1/O Switcher, as the host. In
general, this type of configuration would only be used in situations where a single ControlWave
Process Automation Controller does not have sufficient local 1/0O capacity for a given
application, and so additional /O is needed, via I/O Expansion Racks. This system incorporates
Control Redundancy, plus Local I/0 Redundancy, and I/0 Expansion Rack Redundancy. In this
particular set up, because there are two separate ControlWave 1/0 Switchers, the “A” and “B”
units of each one are considered independent of each other, therefore, the control system could
still function even if, for example, the “A” 1/0 Expansion Rack failed, and the “B” Process
Automation Controller also failed, because the “B” 1/0 Expansion Rack could be used with the
“A” Process Automation Controller.

15



The Concept of Redundancy

§ ControlWave Process
b | Automation Controller
webEEEEEEE UM°

' | ControlWave

|| 1/0 Switcher

Connections to
field inputs/outputs
for LOCAL I/O ONLY

' | ControlWave Process
| Automation Controller
: “Unit A”

= ControlWave /0
|Expansion Rack

wmbEEEEEEE  U°
' | ControlWave
|| 1/O Switcher

X | Connections to
| ;‘ field inputs/outputs

§: Controlwave I/0
| Expansion Rack

| ] 8 “Unit A”
Uy yuyyyy unit

No matter which of these configurations you use, detection and handling of 1/O failures in the
1/0 Expansion Rack is handled by user-defined logic, in the host controller.

The 1/0 Expansion Racks cannot automatically detect an 1/0O failure based on data alone. The
user must devise logic within their ControlWave project to determine when a fail-over should
occur. See the ‘Local 1/0 Redundancy’ section for a list of possible 1/0 failure criteria.

If the user determines that a fail-over is necessary, it must be triggered by a user write to the fail-
over variable on the ER_STAT board. (NOTE: The ER_STAT board is not an actual physical
1/0 board, but a virtual board that maintains data related to the 1/0 Expansion Rack.) When the
fail-over occurs, 1/0 is automatically switched from the on-line rack to the backup standby rack,
which becomes the new on-line unit.

The logic for whether or not a given failure is sufficient reason to force a fail-over to the Standby
unit is based entirely on the user’s own criteria for what constitutes a serious failure. When
activated, this logic serves as a trigger to the ER_STAT fail-over variable, which forces the fail-
over.

NOTE: Non-1/O-related hardware failures which trigger the watchdog relay, for example, a
power failure at the on-line 1/O Expansion Rack, will also force a fail-over to the standby unit.

16



Setting up Redundancy Hardware

Major Types of ControlWave Redundancy Hardware

There are four (4) major pieces of ControlWave hardware that are useful in various redundant
ControlWave configurations. We will list each type here, and then provide a brief overview how
it works, and how it is set up, or provide references to where setup information is available.

Which types of hardware you use will depend upon which form(s) of redundancy you are
incorporating into your system: Control Redundancy, Local 1/0 Redundancy, or 1/O Expansion
Rack Redundancy. The four types of redundancy hardware are:

ControlWave Redundant Controller
ControlWave Process Automation Controller
ControlWave 1/0 Expansion Rack
ControlWave 1/0O Switcher

ControlWave Redundant Controller

If you have a system which uses Control Redundancy ONLY, you will need a ControlWave
Redundant Controller (See ‘Control Redundancy - CPU and Power Supply’, earlier in this
manual.) The ControlWave Redundant Controller can also be used as the host controller, in a
system using 1/0 Expansion Rack Redundancy (See ‘1/O Expansion Rack Redundancy’, earlier
in this manual.)

CPU and
The ControlWave Redundant Controller Sg’vye?’;ﬂpp,y power supply
consists of a single chassis holding a pair N ‘B”
of ControlWave central processing units
(CPUs) and power supplies, linked
together by a CPU and Communications
Redundancy Switch (CCRS) module.
The ControlWave Redundant Controller
has no local 1/0; 1/O resides in one or
more ControlWave 1/0 Expansion
Racks, and is shared between the two
CPUs. Only the on-line CPU
communicates with the 1/0).

17



Setting up Redundancy Hardware

Redundant pair of ControlWave CPUs

They share the SAME node name in NetView
but each has a DIFFERENT IP address

ON-LINE STANDBY
Unit "A" — CCRS Unit "B"
IP address a.b.c.d The switch IP Address e.f.g.h
. . allows the o
_On-llne unit is currently automatic Standby sits idle
in control of the process fail-over from as a backup. It
or pl_ar_1t, commu_nlcatmg, one unit to waits to take
receiving data via I/O the other. It over should the
boards, etc. also can be on-line unit fail.
used to 'force’
a manual
fail-over.
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Setting up Redundancy Hardware

Setting Up the ControlWave Redundant Controller

This configuration involves unpacking the ControlWaveRED hardware, making proper ground
connections, connecting a communication cable to the PC workstation and setting switches. The
basic steps are outlined, below. For detailed information on a particular step, please consult the

referenced hardware manual.

1. Remove the unit from its carton and install it at its assigned work site. (see Section 2.3.1 of
Cl-ControlWaveRED).

2. Install a ground wire between the Chassis Ground Lug and a known good Earth Ground (see

Section 2.3.1.1 of CI-ControlWaveRED).

Units are shipped from the factory with CPU switches set for redundant operation, and the
backup battery disabled. If the switch settings have been changed, please set them correctly
according to the following instructions.

Setting CPU Module DIP Switches on each CPU:

For Switch Bank SW1:

Switch Must be | Notes:

Number set to:

SW1-1 ON This enables the Watchdog circuitry, which is required.

SW1-2 ON This unlocks soft switches, which is required.

SW1-3 ON This forces soft switches to be used, which is required.

SWi-4 See For firmware versions earlier than 4.2: Had to be set ON to

Notes disable updump. For Version 4.2 or newer: Can be set either

ON (to disable updump), or OFF, to enable updump. Neither
switch position has an effect on the normal operation of the
unit, since updump mode is not activated unless the user
operates the RUN / REMOTE / LOCAL key switch, in a
particular sequence, to trigger the updump.

SW1-5 ON This must be set to ON so that RETAIN memory can be
used.(Required)

SW1-6 OFF This enables redundant operation, which is required.

SW1-7 See This switch must be set either ON or OFF based on whether this

notes is the "A" CPU (which resides in Chassis slot 2) or the "B" CPU
(which resides in Chassis slot 4):
e SW1-7 must be ON if this is the "A" CPU (in Chassis slot 2)
e SW1-7 must be OFF if this is the "B" CPU (in Chassis slot
4)
SW1-8 ON This enables the boot project, which is required.

19




Setting up Redundancy Hardware

For Switch Bank SW3:

For Switch Bank SW3, all switches should be left in their default position of 'OFF' except for
SW3-4 which must be set to 'ON' to enable the backup battery. This is because units are
shipped from the factory with the backup battery disabled, to reduce the drain on the battery.
To enable the backup battery remove the “A” CPU Module from chassis slot 2, and set
switch SW3-4 to ON, then re-install it in chassis slot 2. Next, remove the “B” CPU Module
from chassis slot 4, and set switch SW3-4 to ON. Then re-install it in chassis slot 4. (see
Section 2.3.3. of CI- ControlWaveRED).

e ler |
Reset =it =1S
Switch i Port 80
g Display
Comm.
Port 1 (J2) ®< Run/
Remote/
®

@
Lithium Local
Battery NElER
3.6V % 5
950mA-hr R
1 AA Cell E )

= Key Switch
e
Comm. @
Port 2 (J3) ‘o
©
(O —

Ethernet
Port 1 (J4)

Enlarged detail
of CPU switch
banks

(CAPITALIZED entry

Leave all SW3
CPU switches
in default 'OFF'
position, except

indicates ON position) for #4
Bootproject ENABLE / disable--H-{ T oo ‘
» UNIT A/ unit B -H ~ [ I~ {ENABLE/disable battery backup

Redundancy DISABLE / enable-| L Jo recovery mode ENABLE/disable
static memory RETAIN / initialize--_ |0 Z N["TUnused
Updump DISABLE / enable L 1 _|¥ o1 J=7Unused
Soft switches USE / ignore - ™
Soft switches write UNLOCK / lock ~ SW3 (CAPITALIZED entry

indicates ON position)

Watchdog circuit ENABLE/disable-& I~ S\Nl

! J

Most SW1 switches should be 'ON',

but SW1-6 MUST be ‘OFF’ to enable

redundancy, and SW1-7 must be set
"'ON' if this is the "A" CPU, or
_'OFF' if this is the "B" CPU.
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Setting up Redundancy Hardware

4. Install Watchdog Relay/MOSFET Switch wiring to each PSSM Module (see Section
2.3.4.1.3 of CI-ControlWaveRED).

Typical Configurations

+12Vdc Bulk Supply #1 Pos. Term. B (1] +VIN

+12Vdc Bulk Supply #1 Neg. Term. Shared +12Vdc Power Supply

d | | -VINF
Chassis Ground =5 |5 CHASSIS

+24Vdc Bulk Supply #1 Pos. Term. Q1 +VIN

Q +VINF
+24Vdc Bulk Supply #1 Neg. Term. S -VIN Shared +24vdc Power Supply
S -VINF
Chassis Ground S5 CHASSIS

5. Connect Bulk DC Power to each of the ControlWaveRED’s PSSM Modules, but don't apply
power at this time (see Section 2.3.4.1 through Section 2.3.4.1.2 of CI-ControlWaveRED).

6. Install the Bezels so that each one covers its associated PSSM and CPU Modules (see
Section 2.3.6 of CI-ControlWaveRED).

7. Connect the special serial communications cable between the four serial communications
ports on CPU Module A and Connector J5 on the front (left) of the CCRS Module. Then
connect the other special serial communications cable between the four serial communication
ports on CPU Module B and connector J6 on the front (right) of the CCRS Module.
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A/ B Enabled switch

CPU & Power supply CPU & Power Supply CPU & Communications
A B Redundancy Switch (CCRS) Module
Bristol Babcock Bristol Babcock @ @
i if18) (5 UNITA POWER SYSTEM  UNITB 2
e oN-LINE O aQ Qs O on-LINE
STATUS
R T . ral O O ea
J 2 4 1B

/\

Run / Remote/ Local
switch

=

U ]
=i}
I

Y
4|0
B

U

o~ izl

5:.#} = Serial Comm. Port Designation

[]= Ethernet Comm. Port Designation

(o]

8. Connect COMM Port 2 of the CPU & Communications Redundant Switch Module (CCRS)
to one of the communication ports on your PC or laptop. (For more information on
communication ports see Section 2.3.3.2 of CI-ControlWaveRED).

e Plug one end of an RS-232 null modem cable? into one of your PC communication ports.

e Plug the other end of the RS-232 null modem cable into Serial Communication Port 2
(COM2) of the ControlWaveRED's CCRS Module.

10. Set the CCRS Module's A/B Enabled key switch to the "A" position.®

11. Set the RUN/REMOTE/LOCAL switch on both CPU A and CPU B to 'LOCAL".

% For a wiring diagram of an RS-232 null modem cable, see Figure 2-8 in the Cl-ControlWave manual.

® We have chosen 'A' for purposes of this example, however, you could have chosen 'B', and substituted 'B" in
subsequent steps which mentioned 'A'".
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12.Connect an Ethernet cable between one of the Ethernet Ports on CPU Module A and an
Ethernet Hub. Connect another Ethernet cable between the same Ethernet hub and the
Ethernet Port on CPU Module B with the same designation, i.e. Ethernet Port 1 (E1),
Ethernet Port 2 (E2) or Ethernet Port 3 (E3). Alternatively, you can omit the hub, and
connect a Point-to-Point 10Base-T Ethernet cable directly between the two ports.”

13. Apply power to the ControlWaveRED by setting the power switch on the “A” unit to the '1'
position. (The power switch is located behind the bezel door). When the power up sequence
is completed, the status display should either be blank, or show *“00”. “00” appears if there is
no project loaded; if it is blank, it means a project is already loaded and running. For a full
descriptgon of possible running status codes, see Table 2-9 in the Cl-ControlWaveRED
manual.

At this point, you can proceed to connect devices to any unused serial and Ethernet ports(s) as
required by your particular application.

4 For more information on the Point-to-Point 10Base-T Ethernet cable, see Figure 2-13 in the CI-
ControlWaveRED manual.

® Table 2-9 in CI-ControlWaveRED shows the normal status codes you are most likely to see. Table 3-3 of the same
manual covers Power On Self-Test (POST) status codes, most of which are not seen unless there is an error prior to
completion of the power up. One POST code you may encounter is 86" which indicates that the unit has been set
for recovery mode (switch SW3-3 is ON) to allow a field upgrade of system firmware.
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ControlWave Process Automation Controller

The standard ControlWave Process Automation
Controller, when used in pairs of two (2), with
an 1/0O Switcher, is required in any system using
Local 1/0 Redundancy. (See ‘Local 1/0
Redundancy’ earlier in this manual.) The
ControlWave Process Automation Controller
can also be used as the host controller, in a
system using 1/0 Expansion Rack Redundancy
(See “1/0 Expansion Rack Redundancy’, earlier
in this manual.)

ControlWave Process Automation Controller

When used in Local 1/0 Redundancy, both ControlWave controllers will share the same node
name in NetView; only their IP addresses and the position of CPU switch SW1-7 will be
different. For instructions on how to set up the ControlWave Process Automation Controller,
please see the following manuals:

Manual # Manual Title Description
Cl-ControlWave | ControlWave Process Provides full instructions on setting up the
Automation Controller ControlWave controller hardware.
D5084 ControlWave Quick Setup This document provides an overview of the
Guide configuration process, with emphasis on
software setup.

The CPU switch settings are especially important when setting up the ControlWave Process
Automation Controller. For redundant operation you must set switch SW1-6 and SW1-7 as
shown in the table, below:

For these switches on the Set as follows:

ControlWave Process Automation

Controller:

SW1-6 This must be set OFF to allow redundant operation.
SW1-7 This switch must be set either ON or OFF based on

whether this is the "A" controller or the "B" controller
of this redundant pair.

e SW1-7 must be ON if this is the "A" controller
e SW1-7 must be OFF if this is the "B" controller.
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ControlWave I/0O Expansion Rack

A ControlWave 1/0 Expansion Rack is
required whenever a ControlWave
Redundant Controller requires 1/0, because
the ControlWave Redundant Controller has
no on-board local 1/0. In addition, at least
two (2) 1/0 Expansion Racks are always
required in a system using 1/O Expansion
Rack Redundancy. (See “1/0 Expansion
Rack Redundancy’, earlier in this manual.)

ControlWave 1/0 Expansion Rack (distinguishable from
ControlWave Process Automation Controller by lack of a key
switch)

For instructions on how to set up the ControlWave 1/0 Expansion Rack, please see the following
manuals:

Manual # Manual Title Description

CI-ControlWaveEXP | ControlWave 1/0 Provides full instructions on setting up the
Expansion Rack ControlWave 1/0 Expansion Rack hardware.

D5122 ControlWave 1/0 This document provides an overview of the
Expansion Rack Quick | configuration process, with emphasis on
Setup Guide software setup.

The CPU switch settings are especially important when setting up the ControlWave 1/0
Expansion Rack. For redundant operation you must set switch SW1-6 and SW1-7 as shown in
the table, below:

For these switches on | Set as follows:

the 1/0 Rack:
SW1-6 This must be set OFF to allow redundant operation.
SW1-7 This switch must be set either ON or OFF based on whether this is the

"A" 1/0O rack or the "B" 1/0 rack of this redundant pair.

e SWI1-7 must be ON if this is the "A" rack
SW1-7 must be OFF if this is the "B" rack
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ControlWave I/O Switcher

NOTE: The full name for this device is the ControlWave Redundant I/O and Communications
Switch Unit, and it is abbreviated as CWREDIO, but we will refer to it simply as the
‘ControlWave 1/0O Switcher’, or just the ‘1/O Switcher’.

Fo o Ta Ta Ta Ta s als’

[

3
1 JAlMWAALALALALALY
E'“j@'@bl_]f\[]r\[]f\[]f\[|]f\[]r\[]f\[]f\['i

The ControlWave 1/0 Switcher can be used with ControlWave 1/0 Expansion Racks to provide
1/0 Expansion Rack Redundancy. When used in this way, a host (master) controller must exist,
which could be a ControlWave Process Automation Controller, or a ControlWave Redundant
Controller.

The ControlWave 1/0 Switcher can also be used together with two ControlWave Process
Automation controllers to provide Control Redundancy and Local I/0 Redundancy.

Full instructions on setting up the 1/0 Switcher are included in the ControlWave Redundant 1/0
and Communications Switch Unit manual Cl-ControlWaveREDIO.

We will provide a brief overview of the major configuration steps, with references to where in
the hardware manual, you can find additional information.
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Overview of I/O Switcher Hardware Configuration

This involves unpacking the I/0 Switcher hardware, mounting the chassis, configuring and
installing the various hardware modules, installing interconnect cables between each
ControlWave Process Automation Controller or each ControlWave 1/0 Expansion Rack and the
I/0 Switcher, wiring 1/0O terminations, making proper ground connections, and wiring the
ControlWave Power Supply/Monitor Modules (PSMMs) to bulk power supplies.

In the discussion, below, the “A” and “B” ControlWave units refer to the redundant pair of
ControlWave Process Automation Controllers or ControlWave 1/0 Expansion Racks, which are
having I/O controlled via the ControlWave 1/0O Switcher.

To install and configure the ControlWave 1/0O Switcher follow steps 1 through 10 below:

1. Remove the Chassis from its carton and install it at its assigned work site (see Section 2.3.1 of
manual CI-ControlWaveREDIO).

2. Remove the power supply modules and the control module from their cartons and install them
into their designated slots (see Figure 2-6 of manual Cl-ControlWaveREDIO). There are two
power supply modules (called PSSM), and one Redundancy Control Module (called IORCM).

3. Connect the Redundant Control\Wave Communication Cables as follows:

Connect one end of Cable A to Comm. Ports 1 through 4 of the “A” ControlWave unit, and
the other end to Comm. Interface Connector J5 of the Redundancy Control Module (IORCM)
on the ControlWave 1/O Switcher.

Connect one end of Cable B to Comm. Ports 1 through 4 of the “B” ControlWave unit and the
other end to Comm. Interface Connector J6 of the Redundancy Control Module (IORCM) on
the ControlWave 1/0O Switcher.

4. Connect network communications cables to the Redundancy Control Module (IORCM) as
follows (see Section 2.3.1.3 of manual CI-ControlWaveREDIO):

Comm. Port 1 =J1 - RS-232
Comm. Port 2 = J2 - RS-232
Comm. Port 3 =J3 - RS-232 or RS-485 (factory configured per order)
Comm. Port 4 = J4 - RS-232 or RS-485 (factory configured per order)

5. Remove the I/0 Switch Modules (IORSM) from their cartons and install them into their user
assigned positions in the Chassis. There are from one to eight I/O Switch Modules, which
reside in slots 2 through 9 and mate with Backplane Connectors P4 through P11 respectively.
Install 1/0 wiring to each one (see Section 2.3.2 of manual CI-ControlWaveREDIO).
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6. Install a ground wire between the Chassis Ground Lug and a known good Earth Ground (see
Section 2.3.1.1 of manual CI-ControlWaveREDIO).

7. Install switchover control wires (not provided) between IORCM pluggable terminal block
connectors TB1 and TB2 to connector TB1 on the PSSMs of both the “A” and “B”
ControlWave units (see Section 2.3.3.3 of manual CI-ControlWaveREDIO).

8. Remove the Power Supply Panel Cover and connect Bulk DC Power to the pluggable terminal
block connector TB1 on each of the two PSMMs (see Sections 2.3.3.1 & 2.3.3.2 of manual
Cl-ControlWaveREDIO). Note: It is recommended that the pluggable terminal block (TB1)
associated with each PSMM not be connected until the entire system has been wired and
configured. When ready turn both PSMMs to their ON position via SW1 ( ‘I’ pressed) on each
PSMM.

9. Install the Power Supply Panel Cover removed in step 8. This item is screwed into place (see
Section 2.3.4 of manual CI-ControlWaveREDIO).

10.Configure each of the “A” and “B” ControlWave units associated with 1/0 Switcher and
apply power to them by setting the Power Switch on their PSSM Modules to the ‘I’ position.

Note: Both the “A” and “B” ControlWave units must be identical (except for IP addresses and

the position of CPU switch SW1-7) and must be equipped with Rev. B or higher CPU Boards
that are running with ControlWave firmware (Rev. 4.10 or higher).
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Establishing Communications

Communications between the PC and the ControlWave hardware (Controller, Redundant
Controller, or 1/0 Expansion Rack) can be established using either LocalView or NetView.
(LocalView is generally easier for first time users.)

For the ControlWave Controller, ControlWave Redundant Controller, or ControlWave 1/0
Expansion Rack, you should plug the cable into the communication port in the associated
redundancy hardware, i.e. the port on the CCRS of the ControlWave Redundant Controller, or
the port on the IORCM of the ControlWave 1/O Switcher.

For the Controlwave 1/0 Expansion Rack, if you are using RS485, the port you plug into must be
the one associated with COM1, and you must also enable diagnostics mode by setting switch
SW1-8 on the 1/O Expansion Rack to ON. This will set COM1 on the rack to 9600 baud, 8 bits, 1
stop bit, no parity, allowing you to configure flash parameters.

Establishing Communications Using LocalView

Step 1. Click as follows: Start->Programs—->OpenBSI Tools->LocalView

First, choose  Next, entera  Finally, click

Step 2. Choose 'Local’ for the mode, enter a '‘Local' as name for this  on [Create]
name for the LocalView file, and click on the mode. LocalView
[Create]. file. —

New View Mode

mylocal

Cancel |

% Flash

fi Location: 4IHEID
(B -
== Configure D:\openbsit Browse... |

=
IP Comm
%Cﬂlibrﬂtinn

L Choose the communication port on the PC
Step 3. Choose the communication pOI"[ on the PC workstation (NOT on the Contro]Wave)

workstation which you will use to
communicate with the ControlWave

unit. Then, specify the baud rate for

that port, and click on the [Next>] button.

Specify the baud rate for that port

Communication Setup : Step 1

< Bach If Hexst » I Finish | Cancel | Help |

Finally, click on [Next>]
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Establishing Communications

Step 4. First, turn off auto local address detection by answering "*No"* to the question. Then
specify 1" as the local address. For the RTU Type, choose ‘ControlWave’ if this is a
ControlWave Redundant Controller, or ControlWave Process Automation Controller. If
this is a ControlWave 1/0 Expansion Rack, choose ‘CWave_RIO’. Finally, click on
[Finish].

Turn off auto local

Choose address detection

‘ControlWave' or

‘CWave_RIO’

Use "1" as the
local address

RTU Setup : Step 2 of 3

™ sk user for local address at runkime.

i Would you ke auto local address detection 7
ez please 0 Mo, thapk vou

Wwhat is the local address of the
BIL that you like to connect ta ?

‘what iz the type of the RTI 7 IW vI
‘wheb dooess Startup Page:

I Browse |
Contral Strateqy file narme:

Inewfile Browse |

¢ Back I Nest » I ,Finish Catcel | Help |

Finally, click on [Finish]

Step 5. At this point, LocalView will create a temporary network with a single ControlWave icon
called, generically, 'RTU'. Right-click on the icon, then choose RTU-> RTU
Configuration Parameters from the pop-up menus.

V‘/Right-click on the ControlWave icon

E| _ Met
e COM2 Fan ;
ElEte
Properties
RTU ld Download
— Signal Extractor
Datalfiew
Cammunication Statistics
‘webPage Access
RTU Configuration Parameters
Controlave D esigner
Controlfiew

Step 6. The Flash Configuration Utility will appear. See 'Setting Flash Parameters', later in this
manual.
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Establishing Communications Using NetView (ControlWave Already In a Network)

IMPORTANT: This method assumes that the ControlWave unit has already been included in an
Open BSI network within the NetView program, and that it has been configured
to communicate over that network's communication line as described in the Open
BSI Utilities Manual (document# D5081).

Step 1. Click as follows: Start->Programs->OpenBSI Tools>NetView

Step 2. Right-click on the ControlWave icon, in the NetView network tree, and choose
RTU->RTU Configuration Parameters from the pop-up menus.

- bkarpe
= 5[ Right-click on the
Eﬂ “W/ ControlWave icon

I
m FFC3 Add 3
m RpCy Qe Delete

RFCH Eropeltles

AP ETHMET Digp

Signal Extractar
Data\fiew
Communication Statistics
‘WebPage Access

RTU Configuration Parameters

Controhave Designer
Caontralfiew

Step 3. The Flash Configuration Utility will appear. See 'Setting Flash Parameters', later in this
manual.
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The Flash Configuration Utility may be accessed either through NetView or LocalView. In either
case, it allows the user to specify all the major configuration parameters of the ControlWave

unit. As part of this manual, we will only discuss those parts of the Flash Configuration Utility
which are important for configuration of redundancy. A full discussion of the Flash
Configuration Utility is included in Chapter 5 of the Open BSI Utilities Manual (document#
D5081).

This is only useful when using NetView. It allows
you to close the session with the current
controller, while still leaving the current values

on the various pages of the utility. This allows

you to configure a different controller, without
having to re-enter values in all the fields.

Click on any of these tabs to bring up
other pages of the Flash Configuratio
utility:

* Flash Configuration - RTU

You must click here to sign-on
Soft Swiches | Pors | IPP Apphcation Parameters | Archive | Audt | IP Rglte: / with a username and password
8 o b Apply New Node in order to access any flash
' ] 7 parameters.
EBSAP Group: |0 &I .
LoadFiomNeDeid+— This button reads the current
Save to el | configuration from the NETDEF
files into the utility.
Load From RTU
\This button saves ALL changes
to the NETDEF files.
This button reads the current
configuration from the controller
into the utility.
/ This button saves ALL changes
to the controller.
Status: Data Loaded from Met Def file
/ This button reads the current
This button shuts down the configuration from the Flash
Flash Configuration utility. Configuration Profile (FCP) file.

This button saves ALL changes
to the FCP file.

The various configuration settings are separated into different pages of the utility. You can
access them by clicking on the tab for a particular page. The pages associated specifically with
configuration of redundancy are:

e Ports - this includes all communication ports on the ControlWave units - up to four serial
ports (COM1 through COM4), and three Ethernet IP ports. In order to configure redundancy,
an Ethernet Port MUST be configured for each unit.

e Application Parameters — Most of these are 'tuning' parameters which govern how the
ControlWave executes its application (project), however, there are some directly related to
redundant operations.
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Before you Begin

e For purposes of this explanation, we are going to configure unit ‘A’ first, therefore, the
‘A/B/Enable’ switch (located on the CCRS of the ControlWave Controller, or on the
Redundancy Control Module (IORCM) of the ControlWave 1/0 Switcher) should be set to
‘A’, and unit ‘A’ should be powered on. If the unit has a project already running in it, its
display should be blank; if not “00” should appear on the display.

e We are assuming, at this point, that you have successfully established communications with
the ControlWave using either LocalView or NetView.

Signing on to the ControlWave

' i
Click on the [Sign On] button, then enter a username Ll

and password to sign on to the ControlWave. If this is Usemame: |
the first time you are signing on, and no user accounts

have been defined, use “SYSTEM” for the username, Password: |
and “666666” as the password.
NOTE: If you do NOT sign on, the first time you |T| — |

attempt a read/write operation, you will be prevented

from doing so, and will be prompted to sign on then.

Once you have signed on, you can proceed to the ‘Ports’ page by clicking on the ‘Ports’ tab.

Setting Up an Ethernet Port

ControlWave redundant data is transferred via IP communications, therefore a ControlWave
CPU must have at least one Ethernet Port defined.

Next, enter the IP address for the
port on the “A" unit, then enter
the IP address for the port on the
“B" unit, and finally, enter an IP
mask to define the valid range
of IP addresses to which

this port can send data.

First, choose the Ethernet
port you want to configure.
(ENET1 through ENET3
are all valid choices)

Pos |

Protocol

IPADDR A : I'J I }_
Bfdcom esapsia =
§Rcovz psapsi, | IRABPRBETND B
@fécoms unusen PMask: [ Lp 0
ﬂémm UNUSED
LTENETT IP
LAPENETZ UNUSED
LAPENETI UNUSED

NE W
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Step 1.

Step 2.

Step 3.

Click on the 'Ports' tab, if you haven't already.

Choose the Ethernet port you want to configure (ENET1, ENET2, or ENET3 are valid
choices.)

Specify an ""IP ADDR A" (the IP address for the chosen Ethernet Port on the “A” unit),
and “IP ADDR B’ (the IP address for the corresponding Ethernet Port on the “B” unit),
and an ""IP MASK"™" which defines the range of addresses reachable through this port. IP
addresses must be unique within your network. Conversely, IP masks are typically the
same for all devices in the same portion of a network. Together, the IP Address and IP
Mask define a range of addresses to which this port can send messages. (See
'Recommended Ranges for IP Addresses' later in this document.) Basically, a non-zero
value in any of the "'IP MASK" fields indicates that the corresponding "'IP ADDR A"
and “IP ADDR B field is specifying a portion of the IP address which must be
identically matched with every destination IP address to which this port will send
messages. A zero value in any of the ""IP MASK"" fields means that this communication
port can send messages to addresses in which any integer from (0 to 255) is considered
valid for that corresponding portion of the destination IP address.

IMPORTANT

In newer ControlWave units, all Ethernet ports are pre-programmed at the factory
with initial IP addresses and masks, as follows:

ETH1 IP Address: 10.0.1.1 IP Mask: 255.255.255.0
ETH2 IP Address: 10.0.2.1 IP Mask: 255.255.255.0
ETH3 IP Address: 10.0.3.1 IP Mask: 255.255.255.0

Because each unit shipping from the factory will have these initially pre-
programmed, you should only use these addresses for ‘bench’ testing and
configuration. These addresses must be changed before putting ControlWave units
on an actual network, since an address conflict would exist as soon as the second
ControlWave unit was placed online.

In the figure on the previous page, the *'IP ADDR A™ is 10.1.30.82, the “IP ADDR B”
is 10.1.30.83, and the ""IP MASK" is 255.0.0.0. This means that this port can send to any
address in the format 10.x.y.z where x, y, and z, are any integer from 0 to 255. So,
10.43.127.76 and 10.84.35.93 would be valid destinations, but 24.1.1.1 would not
because the 255 in the ""IP MASK™ indicates that the corresponding portion of the "IP
ADDR A" and “IP ADDR B” MUST be 10.
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There are other restrictions, for example, the non-zero mask entries must be all be in
contiguous fields, and must begin in the left-most portion of the address. More details on
these subjects are included in the Open BSI Utilities Manual (document# D5081).

NOTE: If you are using a direct Ethernet connection (no hub involved) between the two
units, you should configure IP addresses which are completely different from any other
Ethernet ports you have configured for the unit, and you should choose a mask which
limits the transmission to just between the two Ethernet ports used for redundant
operations, e.g. 255.255.255.248 will force “IP ADDR A” and “IP ADDR B’ to match
exactly except for the last three bits of the address.

Step 4. At this point, you can proceed to configure additional ports (Ethernet, BSAP, etc.). When

finished defining ports, please click on the *Application Parameters’ tab, to go to the
Application Parameters page.

Recommended Ranges for IP Addresses

If you are intending to connect your Open BSI network directly to the global world-wide
Internet, you must obtain a range of IP addresses from your Internet service provider (ISP) or
from an Internet governing body such as the Internet Assigned Numbers Authority (IANA).

If you have no plans to connect your network to the global Internet, there is no restriction on
your choice of IP addresses, however, the Internet Engineering Task Force recommends, as per,
RFC 1918 that IP addresses for private networks should be assigned from the following ranges:

10.0.0.0 to 10.255.255.255
172.16.0.0 to 172.31.255.255
192.168.0.0 to 192.168.255.255

These particular ranges of Internet addresses have been set aside for private networks. Any
messages coming from these addresses can be recognized by most Internet Service Providers
(ISP) as coming from private networks, and so can be filtered out. This helps avoid addressing
conflicts should an accidental connection occur between a private network, and the global
Internet.

Devices (e.g. controllers, workstations) in Bristol Babcock networks always use fixed IP
addresses. This causes certain complexities if you choose to use Dynamic Host Configuration
Protocol (DHCP) in your network. Because DHCP assigns IP addresses dynamically, as they are
needed, you must examine your DHCP server to determine the addresses which have been
assigned for each Bristol controller or workstation, and then manually enter those addresses in

“Rekhter, et al, Best Current Practice memo - "Address Allocation for Private Internets”, Internet Engineering Task
Force, RFC 1918, February, 1996. Please see http://www.ietf.org for complete text of this memo.
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NetView. You should then specify the longest possible lease time for the addresses, to help
prevent the loss of a given address through a device failure.

It is also strongly recommended that the DHCP server is configured such that the addresses
reserved for the Bristol controllers are permanently reserved (by tying them to the RTU MAC
addresses within the DHCP configuration or by having them in a totally different address range).
The same should be done when configuring RAS servers or other machines capable of providing
dynamic addressing information. Otherwise, you can easily have duplicate IP addresses on your
network.

Setting Application Parameters for Redundancy

Click on the “‘Application Parameters’ tab. Specify the IP addresses for unit "A™ and unit "B".
These must correspond to the IP addresses you defined earlier for these units' respective Ethernet
ports.

Here you must enter the IP addresses
of both the “A” and “B” units in the
redundant pair. These addresses would
correspond to Ethernet ports configured
for each ControlWave. These addresses
MUST be different.

Application Parameters |

—CPU

Goal Idle: |3U % |de Min Ticks: |5 Mirirurn |dle: (2 X%

~ Memor

Prog.RaM: |1024 kB Data HAM:IEEE KB  Retain HAM:IEEE‘ KB

dundancy Transfer

T
Unitaadde [10 [T -[30 -[62 | utBadac [10 [1 [0 e

Setting other Flash Parameters

Additional Flash Parameters (user accounts, soft switches, audit/archive parameters, etc.) may
need to be defined, depending upon your particular user application. These should be done,
before proceeding.

If configuring 1/0 Expansion Racks, various timeouts must be defined, plus MODBUS users
must set certain parameters. See the ControlWave 1/0 Expansion Rack Quick Setup Guide
(document# D5122) for details.

For information on configuring parameters on other pages of the Flash Configuration utility,

please see the ControlWave Quick Setup Guide (document# D5084) and Chapter 5 of the Open
BSI Utilities Manual (document# D5081).
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Saving the Flash Parameters to the Unit

When you’ve finished setting the Flash parameters, you must save them to the ControlWave unit,
in this case, unit A.

Click on the [Save to Rtu] button. This button saves ALL entries in the pages of the Flash

Configuration Utility to the ControlWave unit. NOTE: If you haven't signed on prior to clicking
on this button, you will be prompted to do so.

Sending Parameters to Cwfl |

List | Operation | Retries | Statuz |
126 Encryption kep Success
1 Soft Switchez Success
2 IP' Parameters Success
3 Application Parameters Success
4 Senal Port 1 Success
1 Serial Port 2 Weritting. ..

[ Cloze dialog after a successiul transfer

You will also be prompted whether or not to save these changes to the NETDEF file. Choosing
“Yes’ in answer to this prompt avoids the need to re-enter the same configuration information in
NetView. This operation will only work when the Flash Configuration Utility is invoked from
within NetView or when LocalView is in Configure Mode; otherwise a permanent NETDEF file
is not available to write to®,

bsiflash |

Ywhould you like to zave the flash parameters for the current BTU
to the Met Def file az well ?

® The reason other LocalView modes (e.g. 'Local' ) cannot perform these operations is that only ‘Configure' mode
actually allows the user to specify a particular NETDEF file for modification (by checking the “Use an Existing
Configuration (.ndf) File” and then identifying the path and name of the NETDEF.) The other modes utilize a
temporary NETDEF which disappears on program exit.
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Activating the newly saved parameters

After you have completed setting parameters on all the various pages of the Flash Configuration
Utility, you must save those entries to the ControlWave unit by clicking on the [Save to Rtu]
button. The new entries will be sent to the FLASH memory of the ControlWave unit.

For most of the parameters, the changes will NOT become active until you have reset the unit,
thereby forcing the parameters to be read by the system.

To reset the ‘A’ unit, power it OFF, and then back ON.
NOTE: If, after doing this, the new parameters still have not taken effect, make sure switch

SW1-3 was NOT incorrectly set to the OFF position. Switch SW1-3 must be ON (its
default position) for new FLASH parameters to be read.

Saving the same parameters to the other unit:

At this point, you have fully programmed the FLASH parameters for only one unit in the
redundant pair.

In order to act redundantly, the other unit must have an identical configuration. To do this, turn
the A/B Enable key switch on the CCRS or IORCM to ‘B’. Next, power on the other unit (in this
case ‘B’), and wait until its display shows either “00” (which indicates it has no project loaded),
or a blank screen (which indicates a project is loaded and running). NOTE: I/O Expansion Racks
don’t contain ControlWave projects, but their display will appear blank if they are operating

properly.
Click on [Save to Rtu] and the same parameters you saved on ‘A’ will be transferred to the ‘B’

unit. Turn OFF the power to unit ‘B’, then turn it back ON, and the new parameters will be
activated. You can now click on [Close] to exit the Flash Configuration Utility.
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Ethernet Connection Redundancy

In NetView, a single node (RTU) must be defined for the ControlWave Redundant Controller, or
pair of ControlWave Process Automation Controllers with an 1/O Switcher.

This node will have two IP addresses ""Primary Address' and ""Secondary Address' which
correspond to IP addresses used to communicate with the controller. Typically, you would set
these to correspond to the ‘A’ and ‘B’ Ethernet Ports you defined for redundant transfer, but they
could be other Ethernet Ports you defined for the same node. You should also choose
""Symmetric Fallback'"; this allows Open BSI to switchover to the alternate address if
communications are not possible on the current address. For more information on setting up
RTUs in NetView, see Chapter 6 of the Open BSI Utilities Manual (document# D5081).

Name P |intemal|
~ fuddressing
Pimayaddess 10 [1 [ | ez -

Secondary Address: IT |1_ IF E
Local Address: IE‘E— Global Address: IW

" Primary Fallback ﬁ(: iSymetiic Falback; Change On-Line RTU

— Drestinations
Alarm: |”3§/| REE: Insertl Prawxy Timeaut;

|3Dn

QK. I Cancel | Sl | Help |

Symmetric Fallback should be
chosen
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Testing the Redundant Setup (CPU and Power Supply)

Before Testing Redundancy

Before attempting to test the redundant setup, it is recommended that you verify that each
ControlWave unit functions properly as a single stand-alone unit, by plugging in directly, and
attempting to communicate. Only when both ControlWave units have been successfully tested
operating in stand-alone mode, should redundancy testing begin.

Using the Sample Redundant Project or Creating Your Own Redundant Project

RDNSAMPLE.ZWT is a zipped sample redundant project that is automatically installed in the
\OPENBSI\PROJECTS directory of your PC when you install the ControlWave Designer kit. It
is configured with redundancy status variables for monitoring the status of redundant operations.
NOTE: Any ControlWave project can serve as a redundant project, without changes, however, it
is recommended that the project be configured with redundancy status variables (such as in
RDNSAMPLE.ZWT) so that status and statistics regarding redundant operation can be viewed.

To add redundancy status variables to an existing project, call up the System Variable Wizard by
clicking on View->System Variable Wizard, in ControlWave Designer, and check the
redundancy status variables on the ‘Redundancy’ page. See ‘Redundancy Status Variables’ later
in this manual for a description of each redundancy variable.

Check the boxes next to the various redundancy
variables to include them in your project.

Hedundanc:v l

Configuiation ...,
¥ Heartbeat Intervai _RDM_HBEAT 5000

' Update Timeaut _RDN_UPD_THD oo
¥ Minimum Update Interval _RDN_MIN_LPD 100

—watch Dog
W CPU Busy ‘Watchdogs - Task RDM_WwD_TASK FALSE

¥ -CPU Idle Time _RDN_WD_CFU FALSE
¥ - Mot processing SYS_TICK _RDN_wD_TICK. FALSE
¥ System Tick Watchdog Time _RDN_WD_T_TIME 10

[

~ Mismatch Detection

Status | Ighare k\

. This push button calls up a page
o | | of redundancy variables which,

) A if selected, cause certain conditions
to be treated as ‘warnings’ instead
of ‘errors’ which would stop
redundancy from working.

These push buttons call up
additional pages of redundancy
variables.
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Testing the Redundant Setup (CPU and Power Supply)

Testing the Redundant Setup

NOTE: This test procedure does NOT address the subject of 1/0 Expansion Rack testing, since,
with the exception of power failure watchdog conditions, that is subject to user-defined criteria.

This test assumes the following:

e Unit “A” is already powered-on, and has been chosen as the primary unit using the Primary
switch on the CCRS or IORCM. (If you prefer to use “B”, substitute “A” for “B” and “B”
for “A” accordingly.)

e For this testing, your PC should be plugged into serial port COM2 of the CCRS or IORCM.

e The A/B Enable key switch is in the center position, i.e. automatic (not on ‘A’ or ‘B’).

WARNING:

The ControlWave Redundant Controller (or pair of ControlWave Controllers operating
redundantly) should NOT be connected to a running plant or process during this testing.
Safeguards must be taken prior to downloading to ensure that the controller is isolated
from the process and 1/0 is disconnected. Failure to take such precautions could result in
injury to persons or damage to property.

1. Power-ON the “B” unit, and wait for ‘BD’ to appear on the display.

2. Start ControlWave Designer, and open/unzip the project you want to use in the
ControlWave controller. (This could be the RDNSAMPLE project discussed earlier, or
another project you made yourself.)

3. Establish communications between Right-click on the resource, and
ControlWave Designer and the ControlWave Choosj jeitmgs from the menu:
COI‘ItI’Ol Ier. E@ bwsical Hardware

(=5 - rtrolyfave © IPC_40
e Right-click on the RTU_RESOURCE in R
the project tree, and choose "'Settings"" L EhEa
from the menu. The Resource Settings é:%i Globg Egpty

dialog box will appear.

Exclude
Properties.
Settings...

¢ In the Resource Settings dialog box,
choose ""DLL" for the 'Port'.

e Choose 'Serial' from the ""DLL:" list box.
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Testing the Redundant Setup (CPU and Power Supply)

. Specify the PC communication port (e.g. COML1), the baud rate, and the timeout in
milliseconds. For this example, we are using COM1, 9600 baud, 2000 millisecond
timeout.

Click on [OK]

Ch "Serial"
00s€ "oeria when finished

I Choose "DLL"

zzource settings for IPC_40

Pt Iﬁ

" COM1 |1 vl Cancel |
& COmMz

(™ COM3 I8 jv Data area... |
i."' EDM& INDI"IE‘-' vl

(™ Simulation 1 IEDDD MG Help |

™ Simulation 2

& DLL

Stack check on PLC
V¥ tiray bounda check on PLC
¥ Force BOOLE for boolean waniables

*l [ Gererate bootproject during compile
DLL:
Paameter: COM1 9500 2000
~FDD aOrPC
[ Al global yaniables v Al global waniables
[ tdarke varisbles [ tdarked varishles

— Uze phzerve
& Al POUs " Marked POLs ' Noreserve

/
L Specify the COM port, baud rate, and timeout (in msec)

e Click on [OK].

e Click on the 'Project Control Dialog' icon, and the RTU_RESOURCE dialog box will
appear.

Click on the ‘Project Control Dialog’ icon

s SR =
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Testing the Redundant Setup (CPU and Power Supply)

4. Download the boot project into the ControlWave Redundant Controller (or ControlWave
Process Automation Controller belonging to a redundant pair).

Click on [Download]
e Click on [Download] in the RTU_RESOURCE

dialog box. The Download dialog box will appear. |
Shate: On
Sicp | e
Heset | T I
b

Errar | Irfo I

Cloze | Help I

e Now it is necessary to download the boot project into the controller. Since “A” is the
primary, the download will go to the “A” unit. In the Download dialog box, click on
[Download] in the ‘Bootproject’ section.

Click on [Download] to download the boot project.

— Praject — Bootpraject

| Download I Download |

[Mawnload Ehanges | Sefivate |

¥ Errsure realtime fon Dovwnload Ehanges
[ Include Bootproject

[ Include Sources

[ Include OFC data

Delete on T arget |

Download Source

¥ Include User-Libraries

[T Include Pagelayouts
[ Include Backend-Code

Delete Source on Target | Download File

Cloze | Help
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Testing the Redundant Setup (CPU and Power Supply)

e The download will not proceed if you . -

| SigninRequred |
are not signed on. If you are not already
signed on, sign-on to the ControlWave,
by entering the username "SYSTEM"
and the password "666666" in response P asoword: |
to the Login prompt, then click on
[OK]. (NOTE: SYSTEM is a default Login is now Required
security account which is included in
the ControlWave when it ships from — ﬂl
the factory, so that you can access the
ControlWave during initial

configuration, before any other user
accounts have been defined.)

Uzer Wame: ||

5. Activate the boot project, by clicking on the [Activate] button in the Download dialog
box. (If the Download dialog box is not visible, you can recall it by clicking on the
[Download] button in the RTU_RESOURCE dialog box.) As you activate the project,
the display on the “A” unit should show a ‘01’ code. Also, watch the display on the “B”
unit — it should momentarily show a ‘BC’ code as the side-load occurs, then a ‘BA’ code
when the side-load is complete. ‘BA’ (Backup Active) indicates that the “B” unit is
acting as the standby unit, and is ready to take over should the “A” unit fail.

Click here to activate the boot project.

Download
— Project — Boaotproject
Dgyé |
[Mownlnad Ehanges Activate |

¥ | Ersure realtime far Downlzad Changes
[T Include Bootpraoject

™ Include Sources

[ Include OPC data

Delete on Target |

Download Source

¥ Include User-Libraries

[ Include Pagelayouts
[ Include Backend-Code

Delete Source on T arget | Download File

Cloze | Help
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Testing the Redundant Setup (CPU and Power Supply)

Click on [Cold]

RTU_RESOURCE MIF/E3 |
State: Stop

6. At this point the “A” unit is loaded, but not yet running. Initiate
a cold start of the “A” unit by clicking on the [Cold] button in
the RTU_RESOURCE dialog box.

Reset I

on-line unit.
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7. Now, enter Debug Mode in ControlWave Designer, by clicking on the debug s
icon (shown at right) w
8. Next, double-click on the Global_Variables worksheet in the tree, and locate the group
called SYS_VAR_WZ_DATA to view the system variables associated with redundancy.
B I ame Online walue Type ;I
In particular, look at the _TIME_000 16400000000 | DWWORD
variable called * RDN_IS B’, _TIME_008 0 INT
and notice that it is FALSE. _TIME_43EC 0 INT
_TIME_001 0 DIMT
_TIME_00O2 0 IMT
. _TIME_003Z 0 SINT
Power-off the "A" unit, and D _OF WEEK 0 SINT
see if the "B" unit assumes _TIME_004 0 SINT
control as the new On-line _TIME_003 a SINT
unit. (Momentarily, you will —TME_008 0 =INT =
. _TIME_00O7 ] SIMT
see question marks for the “RDON HEEAT 5 S
“Online value” of the _RDN_UPD_TMO 0 DINT
variables of the _RDN_MIN_UPD 0 DINT
SYS VAR WZ DATA _RDN_WD_TASK FALSE BOOL
- w i . _RODM_ WD _CPU FalSE BOOL
group, the_:n the screen will TR T FiloE o0l
refre§h W|th data from the new TRON WD_T_TIME 0 Wi
On-line unit.) The _RDN_STATUS 0 DINT
‘ RDN_IS_B’ variable should _RDN_STBY_COMN FALSE BOOL
now show TRUE verifying _ROM_STEY _WaL FaLSE BOCL
that the “B” unit is now the T FErEB TALSE PoL _*ILI




Notes on Redundant Operation

How do | force a fail-over to the Standby unit via program control?

IMPORTANT

If using Local I/0 Redundancy, the only fail-overs (other than watchdog conditions) are
handled via the REDUN_SWITCH method, described, below. Users must define 1/0 fail-
over criteria in their ControlWave project.

NOTE: To force a fail-over from one 1/0 Expansion Rack to another rack requires a
different method. See ‘Forcing I/0 Expansion Rack Fail-over’.

If desired, the user can trigger a redundant fail-over from On-line unit to the Standby unit based
on conditions detected in the software.

To do this, users must incorporate the REDUN_SWITCH function into their project.

Excerpts from a POU using the REDUN_SWITCH function block in structured text (ST) are
shown below. Comments appear in italics:

IF (SWITCHNOW) We are putting this at the top of the POU. If SWITCHNOW is TRUE a failover occurs
right at the top. This ensures that failover doesn’t occur in the middle of the POU, which

would cause all changes within that execution cycle to be lost.
THEN
RDSTAT : =REDUN SWITCH (SWITCHNOW) ;
SWITCHNOW: =FALSE;

ENDIF;

the main body of the POU would appear here. Somewhere in here, a test to determine
whether a failure has occurred requiring a switchover must be made. The condition causing the
failure can be anything the user chooses.

FAILURE:= some failure condition logic must be added here

IF (FAILURE) At the bottom of the POU, if the FAILURE condition, determined in the main body is
TRUE, then SWITCHNOW is set TRUE, so at the top of
the next execution cycle, the fail-over will occur
THEN
SWITCHNOW:=TRUE;
ELSE
SWITCHNOW : =FALSE;
ENDIF
FAILURE:=FALSE;

In the structured text code, we use the REDUN_SWITCH function block, which takes the format
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Notes on Redundant Operation

statuscode:=REDUN_SWITCH(ibEnable)

Whenever the ibEnable variable is TRUE, a fail-over will be attempted immediately.

Some other things you should be aware of when using the REDUN_SWITCH function block:

When using the REDUN_SWITCH function block, the condition that forces the fail-over, in
this case, the FAILURE variable, should be a local, non-retain variable. The reason for this is
that if the variable is retained, there is a possibility of repeated switchovers between A and B
since the same failure condition value would be transferred from the on-line to the standby,
causing the new on-line unit to try to fail back, and so on.

As soon as the REDUN_SWITCH function block executes with a TRUE ibEnable variable,
the fail-over process begins immediately, no additional lines of code in the task are executed.
For this reason, we recommend that the REDUN_SWITCH function block always be placed
at the very beginning of the POU, to prevent a switchover in the middle of partial
calculations, which would have to be discarded (see next item).

The following items apply whether or NOT you are using REDUN SWITCH in your

redundant system:

Whenever an application-level task completes its On-Line Unit A Standby Unit
execution cycle, an update occurs. (In an update, all RETAIN ' RETAIN
changes to retain variables, 1/0, historical data, etc. | VARIABLES VARIABLES
are sent to the standby unit, to keep it up-to-date.) If
a fail-over occurs somewhere during the task’s /0 _> 1o}
execution, changes resulting from that particular
task execution will NOT be sent to the backup. HISTORICAL _> HISTORICAL
(Partial updates can occur, however, if there is an LATA LATA

) . At the completion of
overlap in the execution cycles of more than one the execution cycle of

task. As soon as the first of the overlapping tasks ANY task, all changes

; for these items are sent
com_pletes execution, an update of ALL changes 10 (om the online unit to
retain memory, historical data, 1/O, etc. will be sent  the standby unit; whether
to the standby unit, even for items which were or not they have to do with

partially updated by the task which did not finish that particular task.
yet.)

For this reason, although you can have multiple program POUs in your project, we
recommend that in a redundant system, you confine all your program POUs to a single
executing task. This is because one or more tasks may not have completed an execution
cycle when the fail-over occurs, thereby resulting in incomplete updates to the standby. (The
partial updates issue is equivalent to the situation that occurs if you power fail the unit, and
then a warm start occurs.)
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Notes on Redundant Operation

e Another reason you may want to use only a single task in a redundant system, is that the
greater the number of tasks, the more frequently CPU execution of application-level tasks
will be suspended for updates. This is because after each task completes, the CPU will
suspend execution of all application-level tasks in your project to allow updates to be
transferred to the standby unit. Once the transfer is complete, the next task is allowed to
execute and complete execution, and ALL application-level asks will be suspended again
while its updates are transferred to the standby unit, and so on. As you can see, the more
tasks, the more time execution of all tasks is suspended. To see a measurement of how often
execution is suspended, check the _SUSP_PERCENT system variable.

Task 1's execution is suspended
while the update of the standby
occurs.

End of this Task 1's cycle; End of this Task 1's cycle;
update the standby update the standby

!
TASK 1 m

Task 2's execution
is suspended while the
update of the standby

oceurs. End of this Task 2's cycle;

update the standby

o i
=l

TIME

Legend: =task idle

= update from on-line to standby
is in progress

= execution suspended while
update is in progress

J:L = high indicates task is executing

e If a fail-over occurs while an update of the standby is in progress, the entire update is
considered incomplete, and is therefore discarded.
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Notes on Redundant Operation

Forcing I/O Expansion Rack Fail-over via Program Control

Failures in the 1/0 Expansion Rack, other than those caused by watchdog conditions, can only be
forced via a variable on the ER_STAT board. (The ER_STAT board is a virtual board, not a
physical board. It must be defined in the project running in the ControlWave host, like any other
board for the ControlWave 1/0O Expansion Rack.)

To configure this fail-over mechanism in the ControlWave project, do the following:

1. In ControlWave Designer’s I/0 Configuration Wizard, include the ER_STAT virtual
board.

Choose ‘ER_STAT' then click [ADD]

#1170 Configuration Wizard (Step 2 of 3] - Select List of Boards M= E

M Lt Type: ICW’_ vl Zelected Boards List

8l [Cw D3z )ZF! o032
g |Cw_ D032 ER_DI32
A |cw_ane ER_AI1E
iR v oos ER_A08
| |CwHsC12 S

B REMOWVE |
§ ExtRack Boards:

M |EF_DI3z RErMOWE ."-‘«LLl
A [ER_DO3Z2

| R
il [Er Hsciz

A Remote 10 Boands:

¥ [EE_16D
B EERE
BE_1600
BE_ED1A]
BE_4RTD
BE_164
BE_BING
BE_GAl40
BE_BHSC
IPHE_INP
IPME_DUT

M| Board Selected: Ext Rack Status Board

€4 Back << >» Mext > | Finizh | LCancel | Wariable Nal\\es |

(hen the board gets added to the list, |
click on [Next]
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2. Check the “Redundant Expanded Rack” box, then click on [Finish].

Select the Redundant Expanded Rack box

1/0 Configuration Wizard [Step 3 of 3] - Configure Selected 5 1/0 Boards M= B3

: Selected Boards List Selected Board's Parameters
Al [ER_DO32
HH |ER_DI32 Board Mame ERSTAT_4

i [ER_aI1E

N

tap Type |BDTH vl

Start Address I‘IEDD—
f ress l— i
End Add 2228 _—This must be the

IP address of the
IP Address 0 |22 o [ “A” unit in the pair

of 1/0 Expansion
Felated Task T h RaC kS .

Mark Wariablez as [~ PDD [~ OPC N\
You should always

associated 1/0O boards
with a particular task,
to ensure efficient data
update rates.

Show Board Information |

<¢ Back << | »» Mewt s ”; FEinizh I Lancel Wariable Mames |

Click on [Finish]
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Notes on Redundant Operation

3. Double-click on the RTU_RESOURCEYV item in the project tree. Several variables
related to the ER_STAT board will be present. The ERSTAT_x_FAILOVER_O variable
is a BOOL, that you can set TRUE, to force a fail-over.

Double-click on the Global_Variables item in the project tree,
and you can see the variables created for the ER_STAT board.

3 ContiolW ave Designer - Untilled - [Global_Variables: ControfWave.RTU_RESOURCE - ControMWave. RTU_RESOURCE. Global_Variables]

Elle Edit Wiew Project Buld Layout Oplne Eghias Window 2 ;Iilil
ouRa|smeo: e okanes ||cagszm||s =|kaE|
LRk =l “Q [ ‘Ex--xa S v 2 ) AR |JJ¥ m |ﬂ' HJHH?{-{HF S 4k T B e ] ‘ET,‘J |-|§|- ‘
Project Tree BE
Name Online value Type Uzage Des. Address Init F\atail;l
_RD_IP_WWARN FALSE BO0L WAR_GLOBAL / Fehik 3.7056.2 FALSE dl
_RDMN_APPL_\WARN FALSE BOOL WAR_GLOBAL / %MH 3TO0S63  |FALSE ¥
: SvS WA WZTYPES _RON_SERIAL_WWARN FALSE BOOL WAR_GLOBAL %MK 370564  |FALSE ¥
5423 Logicsl FOs _ROK_EMET WARN FALSE BOOL vaR_cLogal / MK 370551 |FALSE ¥
E‘@ MYPRO _RDN_AUDIT_WWARN FALSE BOOL WAR_GLOB, WhH 370554  |FALSE [
.. m _RDMN_ARCH_\WaRM FALSE BOOL \/ARiGLOQAL WK 370585 |FALSE [
-5 _RDN_IOERR_WWARN FALSE BOOL \/ARiGLQQAL WK 370540 |FALSE [
@ _RDN_O_1_ERR FALSE BOOL VAR_G[OEIAL Fhi¥ 3.7052.0 [
148 Physical \ _RODN_IO_2_ERR FALSE BOOL VAR foLOBAL SEhX 3.7052.1 =
E-(@8 Controlwavey. IPC_40 _RON_IO_3_ERR FALSE BOOL VAR GLOBAL MK 3.7052.2 =
-8 RTU_REYOURCE ; Contichwave _RON_IO_4_ERR FALSE BOOL VAR_GLOBAL MK 3.7052.3 =
= _RDN_O_5_ERR FALSE BOOL /4 AR_GLOBAL FhiX 3.7052.4 [
_RDN_O_6_ERR FALSE BOOL / WAR_GLOBAL FhiH 3.7052.5 [
- [O[%1 : MYPROG _RON_IO_7_ERR FALSE BOCL  / |WAR_GLOBAL MK 3.7052.6 7
4 Global Varicbles _RON_IO_B_ERR FALSE BOCL / |WAR_GLOBAL MK 3.7052.7 7
] 10_Corfiguration _RDN_O_HOT € FALSE Booy/ YAR_GLOBAL MK 3.7053.7 =
= 10_GLOBAL _VARIABLES
ERST_S_BOARDSTATUS 0 L}gINT WAR_GLOBAL  |Glo... |%IB1500 =
ERST_S_BATSTAT FALSE A00L WAR_GLOBAL %H1504.0 =
ERST_S5_HOTCARDSTAT FALSE / BOOL WAR_GLOBAL lH1504 1 v
ERST_5_MASTER_IS_A FALSE YA WAR_GLOBAL SIH1504 2 v
ERST_5_STBYWALID FALSE / BOOL WAR_GLOBAL WlH1504 3 v
m ERST_5_FAILOVERERR FALSE BOOL WAR_GLOBAL FWlH1504 4 v
@]@@J ERST_S_BDSTRI G // STRING YAR_GLOBAL %IE1542 =
_—— ERST_5_BDSTR2 / STRING WAR_GLOBAL WIB1627 v
hid ERST_5_BDSTR3 oy STRING WAR_GLOBAL %IB1712 v
- Generating specific Code for & ERST_5_BDSTR4 / STRING WAR_GLOBAL %IB1797 v
Creating data templates ... ERST_5_BDSTRS / STRING WAR_GLOBAL %IB1852 v
Processing code ... ERST_5_BDSTRG STRING WAR_GLOBAL WIB1567 v
Processing data ... ERST_5_BDSTR? / STRING wAR_GLOBAL S6IB2052 v
Creating task info ... ERST_5_BDSTRS / STRING W AR_GLOBAL %IH2137 v
Creating initialization code ... ERST_5_REDUNSTAT /[0 DINT YAR_GLOBAL %ID2224 v |
70 Error(s), 0 Warning(s) ERST_S_FAILOVER_O' FALSE BO0L WAR_GLOBAL F@X1500.0 v -
- | | LI_
< | ’ = :
4w T\ Build £ Errars » Warnings j, Infos A PLC Effars MI SRy GIE'h‘il—Va”‘i"'l

JRTu RESOUR. FIRE|— — ——— — —  ——  JEaEae

4. In your project, include code to test for whatever failure condition you want to cause a
fail-over to the standby I/0 Expansion Rack. Excerpts from a POU in structured text (ST)
are shown below. Comments appear in italics:

FAILURE:= Some failure condition logic must be added here

IF (FAILURE)
THEN
ERSTAT 4 FAILOVER O:=TRUE;
ENDIF

If for some reason, a fail-over cannot occur (either because the standby is not present, or there is
some other error, the variable ERSTAT_x_FAILOVERERR will automatically be set to TRUE.
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How do | manually force a fail-over to the Standby unit?

There are certain circumstances in
which you might want to manually fail-
over from the On-line unit to the
Standby unit. The most common
situation would be if you need to
perform some service or repair to the
On-line unit, and therefore, you need to
take it 'off-line’ and have the Standby
take over while the service or repair is
being performed.

To force a manual fail-over, you can
simply change the position of the A/B
Enable key switch on the CCRS or
IORCM to select the unit which is
currently the Standby unit; it will then
become the new On-line unit.

Manually failing over from "A" to "B"

A/B Enabled key Switch
(Shown in automatic mode)

CCRS shown (IORCM is similar)

If the "A" unit is currently the On-line unit, and you want to manually fail-over to the Standby
unit "B", move the A/B Enable key switch on the CCRS or IORCM to the "B" position (right).

The "B" unit will now be the new On-line unit.

Manually failing over from "B" to "A"

If the "B" unit is currently the On-line unit, and you want to manually fail-over to the Standby
unit "A", move the A/B Enable key switch on the CCRS or IORCM to the "A" position (left).

The "A" unit will now be the new On-line unit.
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Return the A/B Enable Key Switch to Automatic Mode

Once you have re-activated the controller which you were performing service on, we recommend
that you set the A/B Enable key switch to the automatic position (center). This will allow an
automatic fail-over back to the previous standby unit, if the current on-line unit should fail.

Specifying a New Primary Unit

The Primary switch on the CCRS or IORCM determines which ControlWave unit should be the
on-line unit on power-up. Set it to either *A’ for unit A, or ‘B’ for unit B. The selected unit will
be the new primary unit the next time the redundant system is re-booted.

IMPORTANT

If the ControlWave 1/0 Switcher should suffer its own power failure, the position of the
Primary switch is ignored, and the “A” unit will automatically become the primary.

Codes Which Appear on the Standby Unit Display

The Standby unit displays codes which indicate the state it is in with respect to redundant
operation. These codes are shown in the table, below:

Code Explanation

BA Backup Active — The standby CPU is ready to
take over should a failure occur at the on-line
unit.

BC Backup Copying — A sideload is in progress
between the on-line unit, and the standby unit.

BD Backup Down — The standby CPU is NOT
available. Typically there is some mismatch
between it, and the on-line CPU.
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Redundancy Status Variables

The Redundancy Status Variables are defined using the System Variable Wizard. This section is
included for reference purposes only. NOTE: None of the variables shown here apply to the

ControlWave 1/0 Expansion Rack.

Variable Name Memory address

Description

_RDN_STATUS AT %MD 3.7000

: DINT

Last status returned from
redundancy. 0 = success;
negative values indicate error.

_RDN_STBY_CONN AT %MX 3.7004.0 :

BOOL

If set, the IP connections have
been established with the
redundant standby unit.

_RDN_STBY_VAL AT %MX 3.7004.1 :

BOOL

If set. the Standby unit has been
side-loaded, and is ready to take
over.

"RDN_IS_B AT %MX 3.7004.2 :

BOOL

If set, the current controller is
marked as unit 'B'.

“RDN_BOOTP_MIS AT %MX 3.7005.0 :

BOOL

If set, the BOOT project cannot
warm start. This value may be
set even if redundancy is not
active.

"RDN_CFG_CHG AT %MX 3.7005.1 :

BOOL

If set, it indicates a change to
FLASH configuration has
occurred.

_RDN_DEFLT_CFG AT %MX 3.7005.2 :

BOOL

If set, indicates the unit is
running with soft switches
disabled (SW1-3 in the OFF
position). Factory defaults are
used, instead.

_RDN_CFG_MIS AT %MX 3.7005.3 :

BOOL

There is a configuration
mismatch in the FLASH
between the on-line unit, and the
standby unit.

_RDN_SEC_MIS AT %MX 3.7008.0 :

BOOL

There is a mismatch in security
parameters between the on-line
unit, and the standby unit.

_RDN_SW_MIS AT %MX 3.7008.1 :

BOOL

There is a mismatch in soft
switches between the on-line
unit, and the standby unit.

_RDN_IP_MIS AT %MX 3.7008.2 :

BOOL

There is a mismatch in IP
parameters between the on-line
unit, and the standby unit.
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Variable Name

Memory address

Description

_RDN_APPL_MIS

AT %MX 3.7008.3 :

BOOL

There is a mismatch in
application parameters between
the on-line unit, and the standby
unit.

_RDN_SERIAL_MIS

AT %MX 3.7008.4 :

BOOL

There is a mismatch in serial
port parameters between the on-
line unit, and the standby unit.

_RDN_ENET_MIS

AT %MX 3.7010.1 :

BOOL

There is a mismatch in Ethernet
port parameters between the on-
line unit, and the standby unit.

“RDN_AUDIT_MIS

AT %MX 3.7010.4 :

BOOL

There is a mismatch in audit
configuration parameters
between the on-line unit, and the
standby unit.

“RDN_ARCH_MIS

AT %MX 3.7010.5 :

BOOL

There is a mismatch in archive
file configuration parameters
between the on-line unit, and the
standby unit.

_RDN_HBEAT

AT %MD 3.7028
:=5000

: DINT

This is the interval (in
milliseconds) at which the
Master will check the validity of
the links to the Standby unit. The
default is 5 seconds, and may be
altered in 1 second increments.

_RDN_UPD_TMO

AT %MD 3.7032
:=1000

: DINT

This is the timeout (in
milliseconds) for data
transactions between the Master
and the Standby unit. It defaults
to 1 second.

“RDN_MIN_UPD

AT %MD 3.7044
=100

: DINT

This is the minimum time (in
milliseconds) between real-time
updates from the Primary unit to
the Standby unit. If an output has
changed, the transfer will occur
anyway. If set to 0, the default of
100 is used. If set to 1, an update
will be forced after every cycle.

“RDN_SL_COUNT

AT %MD 3.7036

: DINT

This is the number of times that
the side-load process has been
started.

“RDN_SL_TIME

AT %MD 3.7040

. DINT

This is the number of
milliseconds taken to complete
the last side-load.

"RDN_WD_TASK

AT %MX 3.7048.0 :

BOOL

If set, the Master will attempt to
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Variable Name

Memory address

Description

= FALSE

Fail Over if a task Watchdog
limit is exceeded.

_RDN_WD_CPU

= FALSE

AT %MX 3.7048.1 :

BOOL

If set, the Master will attempt to
Fail Over if the CPU overload
exception is raised.

"RDN_WD_TICK

:= FALSE

AT %MX 3.7048.2 :

BOOL

If set, the Watchdog for the
system tick is enabled.

"RDN_WD_T_TIME

AT %MW 3.7050
=10

o UINT

This is the maximum number of
milliseconds which can pass
before the system tick runs. The
tick can be delayed due to
excessive interrupts (or 'S’ state)
or a Real Time Redundancy
update.

"RDN_IO_1_ERR

AT %MX 3.7052.0 :

BOOL

I/O card in slot #1 of the
Standby could not be updated
(either not present or improper

type)

"RDN_IO_2_ERR

AT %MX 3.7052.1 :

BOOL

I/O card in slot #2 of the
Standby could not be updated
(either not present or improper

type)

“RDN_IO_3_ERR

AT %MX 3.7052.2 :

BOOL

I/O card in slot #3 of the
Standby could not be updated
(either not present or improper

type)

"RDN_IO_4_ERR

AT %MX 3.7052.3 :

BOOL

I/O card in slot #4 of the
Standby could not be updated
(either not present or improper

type)

“RDN_IO_5 _ERR

AT %MX 3.7052.4 :

BOOL

I/O card in slot #5 of the
Standby could not be updated
(either not present or improper

type)

“RDN_IO_6_ERR

AT %MX 3.7052.5 :

BOOL

1/0 card in slot #6 of the
Standby could not be updated
(either not present or improper

type)

“RDN_IO_7_ERR

AT %MX 3.7052.6 :

BOOL

I/0 card in slot #7 of the
Standby could not be updated
(either not present or improper

type)

“RDN_IO 8 ERR

AT %MX 3.7052.7 :

BOOL

1/0O card in slot #8 of the
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Variable Name

Memory address

Description

Standby could not be updated
(either not present or improper

type)

"RDN_IO_HOT_C

AT %MX 3.7053.7 :

BOOL

A hot-card insertion or removal
was in progress at the Standby
when the last 1/0 update was
attempted.

_RDN_IOERR_WARN

AT %MX 3.7054.0 :

:= FALSE:

BOOL

When set TRUE, 1/0 board
errors will only be reported as
warnings, instead of errors, and
so will NOT prevent redundant
operation.

“RDN_SEC_WARN

AT %MX 3.7056.0 :

:= FALSE:

BOOL

When set TRUE, discrepancies
between the security
configuration in the on-line unit,
and in the standby unit, will be
reported as warnings, instead of
errors, and so will NOT prevent
redundant operation.

“RDN_SW_WARN

AT %MX 3.7056.1 :

:= FALSE:

BOOL

When set TRUE, discrepancies
between the soft switch settings
in the on-line unit, and in the
standby unit, will be reported as
warnings, instead of errors, and
so will NOT prevent redundant
operation.

“RDN_IP_WARN

AT %MX 3.7056.2 :

:= FALSE:

BOOL

When set TRUE, discrepancies
between the IP parameters in the
on-line unit, and in the standby
unit, will be reported as
warnings, instead of errors, and
so will NOT prevent redundant
operation.

_RDN_APPL_WARN

AT %MX 3.7056.3 :

:= FALSE:

BOOL

When set TRUE, discrepancies
between the application
parameters in the on-line unit,
and in the standby unit, will be
reported as warnings, instead of
errors, and so will NOT prevent
redundant operation.

_RDN_SERIAL_WARN

AT %MX 3.7058.4 :

:= FALSE:

BOOL

When set TRUE, discrepancies
between the serial port
configuration in the on-line unit,
and in the standby unit, will be
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Variable Name

Memory address

Description

reported as warnings, instead of
errors, and so will NOT prevent
redundant operation.

_RDN_ENET_WARN

AT %MX 3.7058.1 : BOOL
:= FALSE:

When set TRUE, discrepancies
between the Ethernet port
configuration in the on-line unit,
and in the standby unit, will be
reported as warnings, instead of
errors, and so will NOT prevent
redundant operation.

“RDN_AUDIT_WARN

AT %MX 3.7058.4 : BOOL
:= FALSE:

When set TRUE, discrepancies
between the audit configuration
in the on-line unit, and in the
standby unit, will be reported as
warnings, instead of errors, and
so will NOT prevent redundant
operation.

_RDN_ARCH_WARN

AT %MX 3.7058.5 : BOOL
:= FALSE:

When set TRUE, discrepancies
between the archive file
configuration in the on-line unit,
and in the standby unit, will be
reported as warnings, instead of
errors, and so will NOT prevent
redundant operation.

58




Troubleshooting Redundancy Problems

Troubleshooting Redundancy Problems

There are several conditions, which can prevent the redundancy set-up from functioning. Some
relate to configuration errors in the redundancy set-up itself, others relate to conditions, which
cause the Standby to not be ready to take over if a failure occurs.

Some of the possible conditions that prevent redundancy from working include:

e A/B unit DIP switches set improperly. These need to be set to opposite values; i.e. one CPU
must be the "A" unit, and the other must be the "B" unit; you must never have two "A" units
or two "B" units.

e Switch settings must be correct. See ‘Setting up Redundancy Hardware* earlier in this
manual, for details.

e Mismatch between the "A" and "B" unit (or between boot project in the standby unit and
executing project in the on-line unit) with respect to Port configuration parameters, historical
parameters, soft switch parameters, IP routing parameters, or application parameters. Any
time an update is made to Flash parameters in the on-line unit, the same changes should be
saved to the backup, or a mismatch will exist the next time the units are booted. NOTE: It is
possible to configure system variables which allow certain mismatches to exist, without
preventing redundant operation (errors are treated as warnings.) See the [Ignore] button in
the ‘Redundancy’ page of the System Variable Wizard.

e A mismatch in Historical configuration or data (audit/ archive) can result in the standby unit,
never being ready to take over for the on-line unit. This would be indicated by the on-line
unit operating correctly, but the standby unit continuously cycling through the sequence
‘BD’, ‘BC’, ‘BA’, ‘BD’. To correct this problem, see the ‘Correcting Historical
Configuration/Data Mismatches’ procedure, later in this section.

e Hardware failure in one unit or the other. See ‘Replacing a Failed CPU Board While the
Other CPU Remains On-line’, later in this section.
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ControlWave Redundant Controller: Replacing a Failed CPU while the other CPU
Remains On-line

If you have a ControlWave Redundant controller fully installed and running a plant or process,
and one CPU fails, you can use the following procedure to replace the failed CPU, while still
allowing the other CPU to control the plant/process.

If either FAIL LED is blinking,
or either Power system status
LED ‘A’ or ‘B’ is NOT lit GREEN,
there is a problem with a power
supply or its connection to the
CCRS.

CPU & Power supply CPU & Power Supply CPU & Communications
A B

Redundancy Switch (CCRS) Module
Bristol Babcock Bristol Babcock @
& \@NITA WER SYSTIEﬁ/UIN]IIT B ™
onN-biNE O QO onl
STATUS
FaL O O FAIL
Al—|
=] =]
i el v

coMm COM2|
o

COM3 COM4|
°

<> Qﬂ

U > ]

= Serial Comm. Port Designation

A/ B Enabled key switch

= Ethernet Comm. Port Designation

Bija - B8

] '
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If performing this procedure in a Class 1 Div 2 hazardous environment, be sure to turn
OFF the power to the Power Supply Sequencing Module (PSSM) of the affected unit,
prior to removing a failed PSSM or CPU module. (See steps 1 to 3 of this procedure.)

In addition, any time a maintenance procedure such as this is performed on a controller
connected to a ‘live’ plant or process, adequate safeguards must be taken to ensure that
manual backup systems are available and ready should the control system fail during

the maintenance procedure.

WARNING

First, check to see that a power

problem 1is not the actual
cause of the failure of this
particular CPU. To do this,
check the POWER SYSTEM
STATUS LEDS (A and B) on
the CCRS (see figure on
previous page). They must
both be lit in GREEN. In
addition, the two LEDs
labeled ‘FAIL’ must NOT be
blinking. If this is NOT the
case, check cable connections
between the CCRS and the
system backplane.

Finally, open the bezel door of
each Power Supply Sequencer
Module (PSSM), and verify
that the PWRGOOD LED is
lit, and that the MC and
PWRFAIL LEDs are NOT lit.

Q]:I

@1— Captured Panel Fastener

H S

| Pressed = Power ON
O Pressed = Power OFF

O POWER SWITCH}

(Red) MC LED = Master Clear is active (asserted) 2msc after

PWR_FAIL has been asserted.

PWRFAIL LED = Bulk or Regulated Power Out Of Spec.

)Y,

PWRGOOD LED = Regulated +3.3Vdc, +5vdc, +12Vdc, & -12Vdc (Optional)
Supplies are above minimum acceptable limits.

20000

o

w

«— Captured Panel Fastener

@)

If all of these LED checks indicate there are no power problems, continue with step 2
of this procedure, otherwise, stop and correct the power problems first, and see if
they solve the failed CPU problem.
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Take the A/B Enabled key switch on the CCRS out of automatic mode, and switch it to
the currently on-line operating CPU (A or B), in other words:

e Ifthe ‘A’ CPU failed, turn the key switch to ‘B’.
e Ifthe ‘B’ CPU failed, turn the key switch to ‘A’.

This will allow control of the process/plant to be maintained during the repair
procedure.

Power OFF the failed unit. (The power switch is located underneath the bezel door on the
Power Supply Sequencer Module (PSSM)).

Save the current ControlWave configuration parameters and soft switch settings of the
on-line CPU in a file on your PC. If, by chance, you already have this information saved,
you can skip to Step 5, otherwise continue with this step. There are two ways to do this:
You can save the information in a Flash Configuration Profile (*.FCP) file, or you can
save the information in your NETDEF file. For this procedure, we will cover the FCP
method only, because using the NETDEF method has certain variations depending upon
how you are communicating with the ControlWave.

Saving Configuration Parameters and Soft Switch Settings into an FCP File:

# Flash Configuration - RPC1

Soft Switches | Parts I IP Parameters | Application F'arametersl Archivel Audit I IF Hnutesl SAlk

Local Address: Apply New Node |
EBSAP G [0 Sign On |
Load From MetDef |
Save to NetDef |
Load From RTU |
Save to Fitu |
Read Profile |
Wwiite Profile |
Help |

Status: Data Loaded from Met Def file

a. Plug a cable from your PC/laptop into a configured serial port on-the CCRS panel
and establish communications with the on-line CPU using either NetView or
LocalView. Start the Flash Configuration Utility.

b. Sign on, and leave the Flash Configuration Utility running.
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10.

11.

12.

c. Click on [Load From RTU]. This loads the current flash configuration and soft
switch settings into the Flash Configuration Utility. Click on [Close] after the
transfer is complete.

d. To save the current flash configuration and soft switch settings to an (*.FCP) file on
your PC, click on the [Write Profile] button, then specify the path and name you
want to use for this *.FCP file. Next, click on [Save].

e. If practical to do so, leave the Flash Configuration Utility running, because it will be
needed later in step 12.

f. Disconnect the cable from the serial port on the CCRS.
Disconnect the four serial communication cables and any Ethernet cables between the
failed CPU and the CCRS. For more detailed information on these cables see Section

2.3.3.3 in manual CI-ControlWaveRED.

Remove the bezel assembly of the failed CPU. (See Section 3.2.2 of manual CI-
ControlWaveRED for information on removing the bezel assembly.)

Remove the failed CPU and set it aside. (See Section 3.2.3 of manual ClI-
ControlWaveRED for information on removing the CPU module).

Unpack the new (spare) CPU, and set its switches to match exactly those on the failed
CPU, except for the following changes:

e Disable redundant operation by setting switch SW1-6 to ON.

e Disable the boot project from running by setting switch SW1-8 to OFF. (This puts
this CPU in diagnostic mode.)

Insert the new CPU in the slot where the failed CPU had been, but do NOT put in the
bezel assembly at this time.

Connect the cable from your PC locally into serial port COM2 of the new CPU (do NOT
connect through the CCRS).

Apply power to the CPU. It should come up with an indication of “D0* on the display,
indicating that it is in diagnostic mode.

On the PC, start the Flash Configuration Utility (if not already running) and sign on.
(Since this is a new CPU, you must use ‘SYSTEM’ and ‘666666’ to sign on).
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13.

14.

15.

16.

17.

18.

19.

20.

21.

22,

23.

24,

25.

Click on [Read Profile] and select whichever Flash Configuration Profile (*.FCP) file
contains the flash parameters and soft switch settings for this ControlWave (the file you
saved in Step 4), then click on [Open]. A status message should appear saying ‘Flash
configuration profile has been read successfully’.

Click on [Save to RTU], and the contents of the FCP file will be copied to the new CPU,
effectively setting the configuration parameters and soft switches.

Click on [Close] at the end of the transfer.

You will be asked whether or not you want to save these parameters to the NETDEF file.
This is optional. If you are in NetView, you can do this. If you choose this option while in
LocalView, the parameters will NOT be permanently saved unless you are in ‘Configure’
mode. Answer [Yes] or [No] as desired.

You will see a message box warning you that certain parameters are only activated when
the unit is powered OFF and back ON. Click on [OK]. Then click on [Close] to exit the
Flash Configuration Utility.

Turn power to the newly installed CPU OFF.

Disconnect the serial cable from the newly installed CPU.

Remove the newly installed CPU again.

Change switches on the CPU as follows:

e Re-enable redundant operations by setting switch SW1-6 to OFF.

e Re-enable the boot project by setting switch SW1-8 to ON. (This disables diagnostic
mode.)

Now that the switches are set properly, put the CPU back in its slot, and install the bezel
assembly.

Re-connect the four serial communication cables and any Ethernet cables, between the
new CPU, and the CCRS. (These had been disconnected in Step 5.)

Apply power to the new CPU. The new parameters will be activated, and the on-line CPU
will perform a side-load to update the new CPU. If the update is successful, ‘BA’ will
appear on the display of the newly installed CPU.

Turn the A/B Enabled key switch to the center position. This puts the controller back into
automatic mode. The unit can now operate redundantly again.
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Variations on Steps 4 and 13 of this Procedure — Saving Flash Configuration
Parameters in the NETDEF File

In the procedure, above, we used the Flash Configuration Profile (FCP) file to save flash
configuration parameters and soft switch settings. Instead, we could have saved this information
in the NETDEF file for this network. This method, however, varies depending upon whether you
are communicating via LocalView or NetView.

If communicating via NetView:

If communicating via NetView, this method is straightforward, since you will already have
chosen a NETDEF file in order to communicate.

In the Flash Configuration Utility, choose [Load From RTU] to call up the flash parameters and
soft switch settings from the on-line ControlWave.

Click on [Close] at the conclusion of the transfer, then click on [Save to NetDef] and all of this
information will be saved in your current NETDEF file.

Later, in Step 13, when configuring the new CPU, choose [Load From NetDef] to call the
information up, instead of [Read Profile].
If using LocalView to save
If icati ia L Vi data in a NETDEF file, you
communicating via LocalView MUST choose ‘Configure’
mode.

New View Mode

If communicating via LocalView, in order to make
use of the actual NETDEF file, you MUST choose

‘Configure Mode’ when starting LocalView.’ Ltoca! |
FIﬂSh Location ﬂl

EF%CDnﬁgule
e

IP Comm
%Calibmtiun

" The reason for this is that otherwise, LocalView will use its own temporary NETDEF file which will automatically
disappear on program exit. For full details on using LocalView in ‘Configure Mode’ please refer to Chapter 5 of the
Open BSI Utilities Manual (document# D5081).
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In addition, when setting up LocalView Check this box, then specify the
communications, you must check the NETDEF file which contains this
ControlWave

“Use an existing configuration (NDF)
file” box, then use the [Browse] button
to locate the NETDEF file containing
this ControlWave controller. Finally,
choose the node name of the controller
from the list box.

IP RTU Setup: Step 2 of 2

‘what is the local address of the RTU 2 |4

Select the name of the RTU vou would like to configure:

N 4 ‘what is the name af the file thatcontains the
S felf  configuration parameters for this RTL 7

ID:\openbsi\Hack.NDF Browse... |
Back | HEzE> | Finizh I Cancel | Help |

Specify the node name of the
ControlWave, as specified in
the NETDEF file.

The remaining portions of this method are similar to using NetView:

In the Flash Configuration Utility, choose [Load From RTU] to call up the flash parameters and
soft switch settings from the on-line ControlWave. Click on [Close] at the end of the transfer,
then click on [Save to NetDef] and all of this information will be saved in the NETDEF file you
selected.

Later, in Step 13, when configuring the new CPU, choose [Load From File] to call the
information up, instead of [Read Profile].
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Correcting Historical Configuration/Data Mismatches

Indication: Standby unit never stays at ‘BA’, it continually cycles through ‘BD’, ‘BC’, ‘BA’ and
back to ‘BD".

Note: For this procedure, we are assuming “A” is the on-line unit, and “B” is the standby; if
the converse is true, reverse the letters.

Note: The sequence shown here is critical; the steps must be performed in the order shown.
Step | Unit A — Online Unit Unit B — Standby Unit

#

1. e Power OFF this unit.

2. e Power OFF this unit.

3. e Power ON this unit (it should now go on-line).
4. e Start the Flash Configuration Utility (from

within LocalView/NetView).

e Onthe “Archives’ page, remove all of the
archive files.

e Onthe ‘Audit’ page, set the number of alarms
and events both to 0.

e Then choose [Save to Rtu]. DO NOT save
changes to the NETDEF file.

e EXxit the Flash Configuration utility.

5. e Power OFF this unit.
6. e Power ON this unit.
7. e Start the Flash Configuration Utility.

e Choose [Load From RTU].
e Power OFF this unit, but leave the Flash
Configuration Utility running.

8. e Power ON this unit. It should go on-line, with
a clear historical system.

9. e Choose [Save to Rtu]. This effectively
transfers the historical configuration, but not
the data.

10. e Power OFF this unit.

11. e Verify that the “B” unit is OFF. (See

Step 10.)
e Power ON the “A” unit.
12. e Power ON this unit, it will receive a side-load

of all data from the on-line unit.

e ‘BA’ (without repeated cycles of ‘BD’, ‘BC’)
indicates success.
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