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Chapter 1 — General Information

This manual describes the hardware (the FloBoss™ 107-based

Distributed RTU™ CPU and the Network Radio module, or “NRM”),

the software (the defined nodes and the network access point)
components of Remote Automation Solutions’ Distributed RTU™
Network, and the software tool — the ROCLINK 800 component of
OpenEnterprise” Field Tools — you use to configure the components

into a network and to define the flow of data in and out of the network.

This chapter details the structure of this manual and provides an
overview of the pieces of the Distributed RTU Network (“DRN”)
solution.

In This Chapter

1.1 Overview

R @ 1V =T oV = PP RRUT TP
1.1.1  DRN COMPONENTS....uutiiitiiiiiriieiireierereresseeessesssesssessssseseeeseeeseneee
1.1 Scope Of ManUAL ..o
1.2 HAIAWATE ...t e e e e e e s
121 CPUMOAUIB......ieieee e
1.2.2 Network Radio Module (NRM)........ccccuiireieeiiiiiieece e
1.2.3  NOUES...ceiiieieiee ettt
1.2.4 Network Access Point (NAP) ....cooeeeii e
1.2.5 Firmware/Software VersionsS...........ccceveeiieeenneeiien e
1.3 SYSEM SECUIMLY ..oeieee e
RGN - To [To T =1 Vo Y/ o 1[0 o
1.3.2 Migrating to an Encrypted Network ..........c.ccccooeeiiiiiiiiiieeee
1.4 SCADA Systems and the Distributed Network ............ccccceiviiieenniiienne
1.5 Configuration/Commissioning SOftWare ..........ccccoceveeiiiieei e
1.5.1 System DIiagNOSHCS .....ccuueeiiiiiieeiiiiie ettt

1.6 Additional Technical INfOrmation...........cooeveeuiiiiiiiieiiiiee e

Production pads with multiple wells (typically used in shale gas or oil

production) present special challenges to gathering and controlling

process variables. Often the wells are distributed over a wide geographic
area, making wired connectivity difficult and control and remote point

monitoring problematic.

Remote Automation Solutions’ Distributed RTU Network (DRN)
solution provides a unique and cost-effective resolution to this

challenge. The DRN structures data acquisition and transmission in a
true peer-to-peer network (rather than a more traditional master-slave
arrangement), uses wireless technology to improve data transmission,
and enables you to design — and quickly re-design — both the network

structure and the flow of data through the network.

Revised December-2015
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1.1.1 DRN Components

Node

Network Access
Point (NAP)

A DRN has two primary pieces: at least one node and a network access
point (NAP). The node collects information from wired or wireless
HART devices or standard 1/O points located at critical locations on the
production pad and wirelessly transmits that information into the
network. The network access point enables you to open a software
“window” into the data network and extract, configure, manipulate, or
otherwise manage the transmitted data as necessary using ROCLINK
800.

A node is typically a four-slot FB107 chassis with a focused-
functionality CPU and an installed Network Radio module (NRM). By
removing support for several standard FB107 functions, the CPU can
manage the input and output traffic from up to 32 wired or
WirelessHART® devices per minute. To acquire these signals, you
install a HART® module (for wired devices) and/or an IEC 62591
Wireless Interface module wired to a Smart Wireless Field Link (for
wireless devices).

Each node supports one NRM, which wirelessly transmits data to and
receives data from up to either 11 or 23 other nodes, depending on the
system configuration model (12-node or 24-node) you select.

Note: Although a HART module can support up to 20 HART devices
and an IEC 62591 module (wired to a Smart Wireless Field
Link) can support up to 20 WirelessHART devices, that
cumulative load exceeds the 32-device functional limit of the
DRN node. Each node is designed to transmit a maximum of 30
export values (or “events”) per second and to receive a
maximum of 128 import values per second.

Each DRN has one network access point (NAP), through which you
initially configure and subsequently modify the nodes and the network
of nodal data relationships. Typically, you install an NRM into a fully
functioning FB107, ROC800, or ROC800L to create a network access
point. You can then use ROCLINK 800 to access the FB107 or ROC800
and view, manage, or collect the information provided by the nodes on
the DRN.

Figure 1-1 shows a simple DRN with one node (with an installed IEC
62591 module) and one network access point (a ROC800 with an
NRM).

1-2
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WirelessHART field devices (in mesh field network)

Smart Wireless Field Link (wired to IEC 62591 module)

Node with CPU, NRM, and IEC 62591 Wireless Interface module
Network Access Point (ROC800 with NRM)

Figure 1-1. Simple DRN with Single Node and Network Access Point

1.1 Scope of Manual

1.2 Hardware

This manual contains the following chapters:

Chapter 1 Provides an overview of the hardware and software
General Information for the Distributed RTU Network solution.

Chapter 2 Provides information on installing the physical
Installation network of nodes.

Chapter 3 Provides information on using Field Tools software to

Commissioning and
Designing

commission the network nodes and design the data
network.

Chapter 4
Troubleshooting

Provides techniques and procedures on diagnosing
and correcting problems for the Distributed RTU
Network.

Appendix A: Provides a general listing of acronyms and terms.
Glossary
Appendix B: Provides general information on wireless networks

Optimizing Wireless
Communications

and how to structure and place components for
maximum results.

Index

Provides an alphabetic listing of items and topics
contained in this manual.

Each node has two basic components: the Distributed RTU™ CPU
(CPU) module and a Network Radio module (NRM).

Note: Although nodes are most often a focused-functionality FB107
with a DRN CPU and an NRM, you can also install a NRM in a
ROCB800 or a full-function FB107 and define that device as a
node. Refer to Section 1.2.3 for more information.

Revised December-2015
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1.2.1 CPU Module

The firmware in the CPU module designed for use in the DRN has been
modified to specifically manage the input and output from the
peripheral HART devices associated with the node. To accomplish this
requirement and to support HART Pass-Through, the following
functionality has been disabled:

= Support for meter runs

= Support for standard history

= Support for DS800

= Support for the expanded backplane.

However, the following critical functionality has been retained:

= Support for 1/0 scanning for all types of I/0 modules (including the
HART and IEC62591 Wireless module)

= Support for User C application programs
= Support for one PID loop

= Support for one FST

= Support for expanded history

= Support for alarm and event logging

= Support for the FB107 LCD local display
= Support for user lists

You power the CPU (and the node) using a standard 8-30 VVdc power
source. For further information on wiring the CPU, refer to Chapter 3 of
the FloBoss™ 107 Flow Manager Instruction Manual (Part
D301232X012).

1.2.2 Network Radio Module (NRM)

Module Placement

The Network Radio module is designed to be plug-and-play and
requires no wiring. Depending on the enclosure you choose to surround
the node and protect it from the environment, you may need additional
cabling between the antenna and the connection on the module itself.

Installing a NRM in the node provides the wireless connectivity among
nodes and the NAP in the network. See Figure 1-2; the ROC800-
specific NRM is on the left and the FB107-specific module is on the
right.

The NRM is a communications module. In a ROC800-Series, you can
only install it in slots 1, 2, or 3 (the slots immediately to the right of the
CPU). In an FB107, you can install the NRM in either slot 1 or 2 (the
slots immediately to the right of the CPU) of the base unit. You cannot
install the NRM in any slot on an FB107 expansion unit. Both the
ROC800 and FB107 support only one NRM.

1-4
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Figure 1-2. Network Radio Modules (for ROC800 and FB107)

Note: Only a ROCB800 using a Series 2 CPU supports the NRM.

LEDs The five LEDs on the NRM'’s faceplate provide useful diagnostic

Table 1-1. Module LEDs

If Installed in
Node

On (non-blinking)=joined network and
commissioned

Blinking=joined to network but not
commissioned

Off=Not joined to network

Always off

On (non-blinking)=good signal-to-noise ratio
(signal is strong)

Blinking=adequate signal-to-noise ratio (signal
is adequate)

Off=poor signal-to-noise ratio (signal is weak)

Blinking=TX activity on radio

Blinking=RX activity on radio

information.
LED If Installed in
Label NAP
LINK Always on
LINK &
NAF N
ssim NAP Always on
™8 SSli Always on
RX n
TX Blinking=TX
activity on
radio
RX Blinking=RX
activity on
radio
1.2.3 Nodes

A node is usually a four-slot FB107 chassis with a focused-functionality
CPU and an installed Network Radio module (NRM). The remaining
two empty slots on the FB107 chassis support any other FB107 1/0
module. For example, if you have a number of WirelessHART devices

Revised December-2015 General Information 1-5
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Node
Characteristics

to support, you may choose to install an IEC 62591 Wireless Interface
module (wired to a Smart Wireless Field Link). For wired HART
devices, you can install a HART module, or you may just choose to
install two 1/O modules for additional 1/O capability.

Each node can process and transmit a maximum of 30 data variables
each second. Once connected, nodes communicate in a true peer-to-peer
network, rather than a poll-response relationship.

Any node can receive up to 128 variables per second from a
transmitting node; you determine the flow of data in the network. Since
the DRN supports either a 12-node or 24-node configuration, the
network can be as simple or as complex as your data needs require.
Finally, when you add a node to the network (using the Network Access
Point), the network automatically recognizes the node.

Note: Although nodes are most often a focused-functionality FB107,
you can also install a NRM in a ROC800 or a full-function
FB107 and define that device as a node. Refer to Chapter 2 for
more information.

1.2.4 Network Access Point (NAP)

Module Placement

Each DRN has only one network access point through which you
initially configure and subsequently modify the nodes and nodal data
relationships network. Typically the network access point is a ROC800,
ROCB800L, or full-featured FB107 with an installed Network Radio
module. Using Field Tools software, you connect through the network
access point and configure and define the network. NAPs can receive
up to 128 variables per second and transmit up to 30 variables per
second.

The NRM is a communications module. In the ROC800-Series, you can
only install it in slots 1, 2, or 3 (the slots immediately to the right of the
CPU). In the FB107, you can install the NRM in either slot 1 or 2 (the
slots immediately to the right of the CPU) of the base unit. You cannot
install the NRM in any slot on an FB107 expansion unit.

1.25 Firmware/Software Versions

Table 1-2 shows the software and firmware versions required to support
the DRN:

Table 1-2. Firmware/Software Versions

Product Firmware/Software Version
FloBoss 107 1.70
Distributed RTU CPU 1.70
Network Radio Module (NRM) 1.10
ROCLINK 800 2.50

1-6
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Product Firmware/Software Version
ROCB800-Series 3.70
ROCS800L 1.50

Enhanced Communications Module (ECM) 1.01

Note: If you use a FB107 with an installed ECM as a network access
point, you must upgrade the ECM module to firmware version
1.01. This upgrade increases the wait time in the ECM to
specifically accommodate the longer response times for the
nodes.

1.3 System Security

1.3.1

1.3.2

Security in control systems is a critical concern. Using the security
features within ROCLINK 800, you can provide a SCADA
(Supervisory Control and Data Acquisition) system with access to all
nodes in the network by defining permissions for a specific comm port.
Using those same features, you can restrict technician access to specific
nodes (control points). Refer to Chapter 2, Installation, for specific
instructions.

Radio Encryption

Encrypting the radio signal from the NRM maximizes data security.
Remote Automation Solutions offers a 256-bit encrypted version of the
NRM for situations where security may be a concern. However, you
cannot mix encrypted and non-encrypted NRMs in the same network.
All NRMs in a network must be either encrypted or non-encrypted.
Consult with your LBP for further information.

Migrating to an Encrypted Network

Note: To ensure your network performs correctly, it is considered a
“best practice” to review and rebalance your network’s radio
transmit power settings any time you replace an NRM module.
This includes when you are upgrading to encrypted radio
modules. .

The encrypted Network Radio modules are designed as plug-and-play
replacements for non-encrypted NRMs. To migrate to an encrypted
network, you:

1. Power down the individual node.
2. Replace the non-encrypted module with an encrypted module.
3. Power up the node.

Revised December-2015
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Connect to the node using ROCLINK 800.
. Access the NRM module and open the Encryption tab.

Click Apply to save your changes.
Close ROCLINK.

Repeat this process for each node in the network. Once you have
installed and configured encrypted modules in all nodes, perform this
process with the network access point. Once you click Apply after
installing the encrypted module in the NAP, the system automatically
refreshes all data imports and exports defined for your network.

4
5
6. Enter the pre-defined encryption key for your network.
;
8

1.4 SCADA Systems and the Distributed Network

The presence of a SCADA system installed in conjunction with the
Distributed RTU Network requires special considerations.

Conflicts in data traffic can occur if the Network Access Point (NAP)
and one or more nodes are also equipped with SCADA radios (also
known as “long-haul” radios, which have more power and operate at
lower frequencies than the radios installed on the Network Radio
modules). If the SCADA system tries to acquire information at the same
time as the DRN system, data traffic conflicts can occur as signals
attempt to pass through the same devices at the same time.

To manage this situation, you can disable the SCADA data pass-through
activity in select DRN nodes. This prevents the NAP from passing
SCADA requests it receives to nodes in its network. (The individual
nodes can still respond to requests directly from the SCADA system.)
Refer to Chapter 3, Commissioning and Designing, for specific
instructions on disabling or enabling SCADA activity on nodes
equipped with long-haul radios.

Note: Which DRN nodes you disable is a function of the overall design
of your network, in association with the data requirements of
your SCADA system.

ROCLINK 800 Another possible conflict with SCADA data pass-through may occur
Access when you connect ROCLINK 800 to the Network Access Point. For this

reason, the DRN software automatically disables SCADA pass-through
on the port (LOI or Ethernet) while you are connected. The DRN
software automatically restores pass-through between the NAP and the
nodes when you close the ROCLINK 800 session.

Note: If the individual nodes have long-haul SCADA radios, the nodes
can continue to receive and respond to SCADA requests while
ROCLINK 800 is connected to the NAP. Only the pass-through

1-8
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between NAP and nodes is suspended when ROCLINK 800 is

connected.

Refer to Appendix C, Using OE Field Tools to Access the DRN, for
further information on accessing a DRN using OpenEnterprise .

1.5 Configuration/Commissioning Software

OpenEnterprise™ OE Field Tools is a comprehensive software solution that folds a number
Field Tools of Remote Automation Solutions configuration software tools—such as
ROCLINK 800, ControlWave Designer, and TechView—into a single
point-of-access tool. Field Tools simplifies the process of defining and

maintaining the DRN.

Once you have installed the individual nodes, you use ROCLINK 800 to

interconnect the nodes. Refer to Chapter 3, Configuring and
Commissioning, for specific instructions.

1.5.1 System Diagnostics

The ability to monitor the processing “health” of any component of the

Distributed RTU Network is a critical diagnostic tool.

Once you open a ROCLINK 800 session, select a node’s Advanced tab
to display essential operating components: noise level, signal strength,
the percentage of good packets received, and the current network status:

Eeneral] Metwark, -"-\d ced] Encr}lptinn]

Moise Level : |27 Radio Address : [2459922

% Good Packets : |93 M etwark Status : |J0ined - Commissioned

Signal Strength - |58

Imports and Exports

Clear Importz and Exports ‘

Configure

SLOT 2 - Hetwork Radio Module Auta Scan | Update |

Apply

Figure 1-3. Node Diagnostics

Accessing this same information through the Network Access Point

opens a single-screen summary of these values for each node in either a

12- or 24-node network:

Revised December-2015 General Information
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Commission | Design | ImportExport Values | Import-Export Lit

Discovered Commissioned
[Tag | Deviee ID Tag | DevicelD | Battew | Signal | Maise | %Good Pkts | Comm Staus | DevStalus | PassThu| MsaCnt
|1 [FB1O7 7310013 13.22828 a0 Good Integrity 0
|2 [FB107 6510148 1252673 91 ez] 97 Good Good Dicabled 0
|3 |Remote Dpins Crtir | 1432922206 | 1247148 | 75 | % % Good Good  |Disabled | 0
|4 [FB107 9155580 1396102 74 33 98 Good Integrity Disabled 1]
5
5|
7
8]
Kl
0]
1]
2]
3]

Discover | | AugSean | Update Apply

Figure 1-4. Diagnostics from the Network Access Point

Using this screen, you can scan the general system health and identify
individual nodes which may be problematic. For further information on
the diagnostic options this screen provides, refer to Chapter 3.
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1.6 Additional Technical Information

Refer to the following documents for additional technical information:.
The most current versions of these technical publications are available

at www.EmersonProcess.com/Remote.

Table 1-3. Additional Technical Information

Name Form Number Part Number
FloBoss" 107 Distributed RTU Network Bundle FB107:DRN D301730X012
ROCB800-Series Network Radio Module ROCB800:NRM D301732X012
FloBoss " 107 Network Radio Module FB107:NRM D301731X012
FloBoss " 107 Flow Manager Instruction Manual AB206 D301232X012
ROCB800-Series Remote Operations Controller Instruction A6175 D301217X012
Manual
ROCB800-Series IEC 62591 Wireless Interface Module ROC800:62591 D301689X012
FloBoss™ 107 IEC 62591 Wireless Interface Module FB107:62591 D301713X012
IEC 62591 Wireless Interface Instruction Manual A6321 D301708X012
OpenEnterprise™ Field Tools Configuration Software OE:FT D301735X012
FloBoss" 107 HART® Module FB107:HART D301639X012
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Chapter 2 — Installation

This chapter provides guidelines on designing your RTU network and
describes how to configure and then install the nodes of the Distributed
RTU Network.

Note: Because the structure of any particular DRN is tailored to your
specific geographic site, we can only present an idealized model
of a DRN and use it to explain the processes of installing,
configuring, and commissioning. Consult with your Remote
Automation Solutions representative to determine the optimal
configuration for your particular site.

In This Chapter

2.1 Planning the NetWOrK........ccuueiiiieiiiiiieiee e 2-1
2.1.1 Mapping the NetWOrK ........cccovciiiiiiiee e 2-1
2.1.2 Example: 21-Node NetwWOork ........cccceeeviiiiiiiinieeeieciiieeeeee e s 2-2
2.1.3 Example: Multi-well Pad with One Node per Eight Wells........... 2-3
2.1.4  SYStEM SECUIMY ..oiiieeiieiiee e e e sttt e e e e e e s e e e e e 2-3
2.2 Configuring NOAES .....ccooiiiiiiiiii e 2-5
2.2.1 Configuring a ROC800 or FB107 as a Node..........cccuveeeeeeernnnne 2-8
2.3 Field INStallation ..........oooiiiiiieeeee e 2-8
2.3.1 Grounding ConSiderations.............cceeeeeiiiiiiieeieeeiaaiiiieeeee e 2-8
2.4 Calculating Power REqQUINEMENLS ........uueiiiieiiiiiiiiiieee e eiiiiee e e e e 2-10
2.5 USINg @N ENCIOSUIE......cooiiiiiiiiiie e 2-12

2.1 Planning the Network

2.1.1

You can install the DRN either with a maximum of 12 nodes or with a
maximum of 24 nodes. Which version you install is based on how you
anticipate data should flow through the network.

Mapping the Network

By mapping out your network before you install any nodes, you can
anticipate and resolve potential issues (such as locations which might
need an antenna mast, placement of solar panels, and so on) as well as
streamline the actual installation process. As Figures 2-1 and 2-2 show,
the DRN is flexible enough to accommodate a variety of physical
configurations. Additionally, you can add and field-configure nodes
(within the limitations for your chosen DRN size) as your data needs
change, as well as change how data flows through the network.

Note: For further information on power requirements, refer to the
product data sheets FB107:DRN, FB107:NRM, or
ROCB800:NRM. For further information on how to optimally
locate nodes for maximum communication, refer to Appendix B,
Optimizing Wireless Communications.
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Review Figure 2-1 and Figure 2-2. Both show the same physical
wellpad structure configured in two different ways.

2.1.2 Example: 21-Node Network

Figure 2-1 shows a 16-well pad with one node per well. Each separator
(with its own meter run and flow value) is wired to its own flow
computer (a ROC800 or FB107). Each flow computer has an installed
Network Radio module (NRM). An additional node provides data from
the storage tanks. Using 21 nodes, this network also shows the network
access point (NAP), peer-to-peer, many-to-one, and one-to-many data
relationships (which you define when you configure the network).

1. Network access point (NAP): Field Tools permits access and storage
of configuration data from all the DRN nodes.

2. Many-to-one data flow: a single node can receive data from multiple
nodes in the network at each update period. Information from the
individual production wells flows to the RTU.

3. Peer-to-peer network: any node can receive or send data to any
other node in the network without passing through the Network
Access Point. Information flows between RTUSs.

4. One-to-many data flow: one node within the network can send data
to multiple other nodes each update period. Information from the
storage tanks flows to each RTU.

Per separator: 4 meter runs, 4 flow valves Tanks

/
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16 production wells, each with its own network node

1 Network access point (NAP)
2 Many-to-one data flow

3 Peer-to-peer network

4 One-to-many data flow

Figure 2-1. 21-Node Network: Multi-well Pad with One Node per Well
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2.1.3 Example: Multi-well Pad with One Node per Eight Wells

Figure 2-2 shows the same physical well pad as in Figure 2-1 but
structured as a 7-node network. In this case a node acquires data from
eight wells (grouped as a pit). Each node then communicates with two
RTUs.

Per separator: 4 meter runs, 4 flow valves Tanks

99999999 99999999

16 production wells, each with its own network node; 8 wells per pit

1 Network access point (NAP)

2 Many-to-one data flow
3 Peer-to-peer network
4 One-to-many data flow

Figure 2-2. 7-Node Network: Multi-well Pad with One Node per Eight Wells

2.1.4  System Security

You want a SCADA system to transparently access all the nodes in your
network. Alternately, you may want to restrict access if technicians need
to service individual nodes. The Distributed RTU Network can provide
both the transparency and the restrictions you require, and you can
change these settings as your requirements change. Figure 2-3 presents
a simple usage scenario.
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ROCLINK —|

LOI Port Security Enabled

» LOI

Access Point RTU NRM

o | Comm

SCADA J

o2

Comm 2 Port Security Disabled

Security bypassed for any
messages originating from
Comm 2

Security enabled for any
messages originating from
LOI

Remote Node A

NRM NRM
Remote Node B
Comm Comm
3 3

Comm 3 Port Security Enabled

User Name =JOE
Password = 1234
Address = 2
Group=1

Comm 3 Port Security Enabled

User Name = DAV
Password = 5678
Address =3
Group=1

Figure 2-3. DRN Security

In this scenario, the SCADA system uses the Comm2 port, for which
security has been disabled. Any messages from Comm2 pass
immediately to the nodes and vice versa.

On the other hand, a technician connects to the NAP using the LOI, for
which User ID level-security has been enabled. Similar, each node also
has User ID level-security enabled. For Node A, the correct User
ID/password is JOE/1234. For Node B, the correct User ID/password is
DAV/5678.

This arrangement permits technician JOE (using the “Connect to
Device” option) to log onto Node A with secure over-the-air access. If
JOE tries to access Node B using JOE/1234, Node B rejects the attempt.
Only technician DAV using password 5678 can successfully access
Node B.

Note: Remember that the position of the NRM dictates the comm port
used. Placing the NRM in slot 1 of the FB107 activates Comm3;
placing the NRM in slot 2 activates Comm2. This example
assumes the NRM is placed in slot 1 of the nodes.
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Defining You define these communication port-based security settings using the
Access Device Security screen in ROCLINK 800.

Select ROC > Security on the ROCLINK toolbar to display the Device
Security screen:

Device Security @_J&
Operator |D| PasswnrdlAcEEss‘ Tlmenull LCD Dnl User List 1 | User List 2| User List 3| User List 4| Sid Lists ‘ SBCU!"‘" @alLE] User ID User Access
Lol E00 View Orly| View Only| Wiew Only| View Only| View Only| | ¢ Disabled & Enabled o Level Enabled

JUE

Security on COMT
Usger ID User Access
@ Disabled " Fbled © Level Enbled

Security on COM2
User ID User Access
@ Disabled ¢ bed © Level Enabled

== =1 FL, 1 S XY B

5 Security on COM2

g . User ID User Access
i O Disabled & ¢ bed ' Level Enabled
12
13 Security on LCD

User D User Access
14 r Disabled ™ ¢ bed ' Level Enabled
15
16
deate | ¥ 0K | A Cancel | Apply |

Figure 2-4. Device Security (FB107)

Select the User 1D Enabled option for the appropriate communication s
port, define the technician’s ID and password, and click Apply.

2.2 Configuring Nodes

Once you have determined the size of your DRN, assemble your nodes.
You need to configure each node individually with four pieces of
network-specific information: Network ID, Channel, Radio Transmit
Power, and whether the node is a network access point.

Note: Although you can field-configure nodes, it may be easier to
perform the configuration on a bench or other protected location.

To configure a node, you need a PC running ROCLINK 800 (Version
2.50 or higher). Connect to the node using the LOI port and start
ROCLINK. Once ROCLINK starts, click on the Network Radio module
to display the NRM configuration screens. Select the Network tab to
display the network configuration values:
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General l .-’-'-.d\.fann:ed] E neryption l

. Devices within the zame netwark, must have
Network ID : |37 the zame Metwark, 1D and Channel.

Channel: {13 - Devices in adjacent network:s must have a

different Metwark D and a different Channel.

Encroption Tupe : | 256 Bit

Radio Tranzmit Fower : |0 dBm 1 i

Stale Data Timeaout : |10 s
Configure |
Metwork Access Paint: [

SLOT 2 - Network Radio Module futgSean | [3) Update | ! sl

Figure 2-5. Node Configuration Screen

Complete the following fields:

Field Description

Network 1D Enter a valid Network ID (between 0 and 255). The
network 1D identifies all the devices (nodes and
network access point) belonging to that network, so
all devices on a network must have the same
network ID.

Note: Additionally, each network you define
must have a unique ID.

Channel Enter a valid channel (between 0 and 14). As with
the network ID, all devices belonging to the same
network must have the same channel.

Encryption Type This display-only field shows the encryption type
of the on-board radio. Valid values are none or 256
bit.

Radio Transmit Power Indicates, in decibels of measured power, the
relative strength of the radio signal for this node.
Although all nodes in a network typically have the
same value for this field, you can adjust this value
to “boost” the signal for nodes in more remote or
less-than-optimal situations.

The system calculates the draw in mW and
completes this field based on the value you enter.

Note: The higher the value in this field, the more
power the node draws from its battery when
it transmits data.

Stale Data Timeout Indicates, in seconds, how long the system waits
for data to refresh before noting it as “stale.”

Network Access Point  Leave this check box blank for nodes.

Configure Click to apply the indicated values to the node.
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Duplicating Node
Configurations

Device Group and
Address

Station Name

If you have a number of nodes in the same network to configure, you
can define one node, copy the .800 configuration file from that node, and
then install that file into other nodes.

To mass-configure nodes:
1. Connect to the node containing the configuration you want to copy.
2. Select File > Save Configuration from the ROCLINK menu.

3. Save the .800 file. (Use a filename such as “Node_Config” to
uniquely identify the .800 file.)

4. Attach to the LOI port on the next node.

5. Select File > Download and select the name of the .800 file from
step 2.

6. Click Open. ROCLINK copies the indicated configuration file into
the new node.

7. Repeat until all nodes are configured.

You must configure all devices in a Distributed RTU Network to use the
same network ID and the same channel. Configure all devices in
adjacent networks with a different network ID and a different channel.
Additionally, to enable a SCADA system to poll all of the devices on the
network, all devices on the network must belong to the same group, and
each device in a network must have its own unique address. (Essentially,
the group number identifies the network “family,” while the address is
the individual device’s “given” name.)

The station name is a unique name for the selected device. The station
name (sometimes referred to as the “device tag”) appears in many places
on the RTU Network screens. It is a good practice to assign a unique
name for each device to help differentiate the devices on your network.
To check the group, address, and station name for a device, select ROC
> Information from the ROCLINK 800 menu bar. The Device
Information screen displays.

B Device Information (2 o]
Benaial | Intermet | Points | Other Information | System Configuration | Module Infarmation | [ Bensral| Poits| Other nfomaton| Revisen nfo |
Station Name : [FET07 Device Type: [107

Station Name : [Fiemote Opitns Crtr Device Type : |ROCS00 Series 2 Address N
Adess [ < Group 2 Urits
Group: B Contract Hour: [0 T~ Force Endof Day ® U3 Melic

TE— FST Execuion: |20 Instuctions Per Cycle

" 16-Points Per Module

* B-Paoints Per Moduls

Double Precision Accumulators

Rollorver Value : [1000000000000.0

[ pdate | ¥ 0k | X cancel | | sepy
[ Update | ¥ 0k | X cancel | ! appy |
Figure 2-6. Device Information Screen (ROC800 and FB107)
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2.2.1 Configuring a ROC800 or FB107 as a Node

2.3 Field Installation

If required for your organization’s data needs, you can install a Network
Radio module in a ROCB800 or FB107 already in the field and define
that ROC800 or FB107 as a node in a network.

Note: You must install the NRM in a communications slot on the
ROCB800 (slot 1, 2, or 3) or FB107 (slot 1 or 2).

Connect a laptop to the LOI port on the ROC800 or FB107 and start
ROCLINK 800. Click on the image of the NRM to begin the
configuration process. As shown in Figure 2-5, use the Network tab for
a FB107. For a ROC800, the configuration information appears on the
Module/Network tab.

Provide the same information (Network 1D, channel, and Radio
Transmit Power) as for any other node on the same network. Click
Apply to save the network configuration values to the NRM.

Once you have configured all nodes, you can perform the field
installation. Refer to the site map you have prepared indicating the
location of all nodes, as well as power requirements (DC, battery, or
solar panels).

Bench-configure the individual nodes with ROCLINK 800, identifying
the Network ID, Channel, Radio Transmit Power, and yes/no to
Network Access Point. Attach to the LOI port on node, start ROCLINK
800, and access the Module/Network tab.

2.3.1 Grounding Considerations

Grounding any electronic device is essential to successful operation.
Ensure that the field installation of your Distributed RTU Network
components addresses and manages any potential electrical discharges
(as shown in Figure 2-7).

2-8
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Surge protection device

Customer-provided weatherproof enclosure for Distributed RTU Network
Grounding bar

Heavy-gauge solid wire

Earth grounding method

TmoOO >

Figure 2-7. A Grounding System

Antenna mast assembly (to situate antenna at least 20 feet up from the ground)

A Caution

Ensure a secure, low-impedance electrical connection between the
surge protector, the housing, the grounding bar, and the earth
grounding method.

For further information on grounding guidelines, refer to:

Standards and Guidelines for Communications Sites, Motorola
Publication 68F81089E50-B, Motorola, Inc., 1995

Note: This publication is also known as the “R56 manual.”

Lightning Protection & Grounding Solutions for Communications
Sites, Ken R. Rand, Polyphaser®, 2000
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2.4 Calculating Power Requirements

Because you place the Distributed RTU Network in an isolated
environment, device autonomy — how long a device can function solely
on either battery or solar power — is an essential operational concern.

A Caution Temperature and other environmental conditions can affect how a
battery or solar panel functions. Adjust any autonomy requirements
and calculations based on site conditions.

Table 2-1 assumes a typical FloBoss 107 Distributed RTU Network
bundle: a four-slot FB107 chassis loaded with a Distributed RTU
Network CPU (non-isolated with on-board 1/0) and a Network Radio
module.

Table 2-1. Module Power Information

Base Idle Max Active Loading Module Power
Slot Module Description (No Load) (Full Load) Factor in mw
0 CPU Non-isolated with 1/0 396 mW 476 mW 100% 476
la Network Radio Module 288 mw 720 mW 100% 720
(non-encrypted)
1b Network Radio Module 398 mW 1152 mw 1152
(encrypted)
2 empty -~ - -
empty -- - -
Totals (with non-encrypted 684 mW 1196 mwW 100% 1196
module)
Totals (with encrypted module) 794 mW 1628 mwW 100% 1628

Note: If you choose to install additional modules (such as a 6-point I/O
module), refer to Determining Power Consumption in Chapter 3
of the FloBoss 107 Flow Manager Instruction Manual (part
D301232X012) for additional power requirements.

Table 2-2 is the worksheet used to determine power requirements:
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Table 2-2. Blank Power Consumption Worksheet

Power

[A] Field Power (mW)
[B ] Total Power

Voltage T

Input Voltage (V dc)

Current

System Current mA

Communications mA (Average)
Total Current mA on Power System @
Miscellaneous

Battery Voltage

Battery Capacity Amp/Hour

Depth of Discharge

Available Hours

Days of Autonomy

A  Field Power is sum of the active load values for all modules

vy}

Total Power is the maximum active load of all modules at all times.

C Voltage indicates the input voltage of the power source (in this case, typically a 12 Vdc
battery)

D Total Current mA on Power System represents the Total Power value (B) divided by
the Voltage value (C), expressed as mA.

Note: When applicable, this value would also take into consideration any external current
through communications devices.

E Miscellaneous represents several components:

Battery Voltage A given value from the battery manufacturer
Battery Capacity A given value in Amp/Hr from the battery manufacturer
Depth of Discharge Maximum percentage of discharge for the battery

Available Hours Number of hours the unit can be powered without external
charging of the power system. This value is the battery capacity (in
Amp/Hrs) divided by the Total Current mA on Power System
value.

Days of Autonomy Available hours divided by 24.

Using the values presented in Table 2-1, the completed Power
Consumption worksheet looks like Table 2-3.

Note: Table 2-3 assumes a typical FloBoss 107 Distributed RTU
Network bundle: a four-slot FB107 chassis loaded with a
Distributed RTU Network CPU (non-isolated with on-board 1/0O)
and a Network Radio module.

Revised December-2015 Installation 2-11



Distributed RTU Network Instruction Manual

Table 2-3. Completed Power Consumption Worksheet

Power —
Field Power (mW) 1196 AJ
[B ] Total Power 1196
Voltage —_
Input Voltage (V dc) 12 &J
Current
System Current mA 99.7
Communications mA (Average) 0
Total Current mA on Power System 99.7 @
Miscellaneous
Battery Voltage 12v
Battery Capacity Amp/Hour 7x.80=5.6
Depth of Discharge 80%
Available Hours 56.17
Days of Autonomy 2.34
476 mW + 720 mW = 1196 mW
1196 mV
12V

1196 /12 = 99.666667

7 Amp/Hr x .80 (depth of discharge) = 5.6 Am/Hr =
80% (100% - 20% reserve)

(5.6 /99.7) x 1000 (conversion from mW to W) = 56.17
56.17 / 24 = 2.34 days of autonomy

mioiO @>

Based on this example, we can expect the Distributed RTU to operate
for a little more than two days without supplemental power. Use the
worksheet to proactively anticipate and meet your power needs and
keep your system operational.

2.5 Using an Enclosure

If you install the Distributed RTU in an enclosure, make sure that you
provide sufficient space between the antenna connections on the
Network Radio Module and the inside of the enclosure door. If the door
impacts the antenna cables or connections, it can damage the module
and affect your network’s successful operation.

A Caution Provide enough space between the back of the enclosure door and the
module’s antenna connections and cabling. If necessary, use a right-
angle SMA jack to ensure clearance.
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Chapter 3 — Commissioning and Designing

Once you have determined the physical structure of your network and
installed the nodes and the Network Access Point (NAP) for your
Distributed RTU™ Network (DRN), you can begin the process of

adding the network components and determining how data flows
through the network. Keep in mind that this network is entirely

responsive to your needs: as your requirements change, you can easily

change the flow of data between individual nodes and the NAP.

Note: The examples in this section are intended only as illustrations,

and come from several different Distributed RTU Networks. The
examples are not intended and should not be interpreted to

represent the operation of one Distributed RTU Network.

In This Chapter

3.1 Displaying Module INformation ..............eeeeeieiiiiiiiiineee e
3.1.1 Module Information: FBLO7 ........oiiiiiiiiiiiiiieiieeeeeeeeeees
3.1.2 Module Information: ROCB800...........ccoieiiviiiiiiieeeiieeeeeeeis

3.2 COMMISSIONING ...uvtiiiiiieeee ittt e e e e e
3.2.1 Discovering NOAES .......cc.uuviiiiiieiiiiieiee e
3.2.2 CommisSioNiNg NOAES .......covvveeiiiiiiiiiiieee e e ciciieer e e e e e e
3.2.3 Color Coding (Commissioned Table) ...........ccccvvvevveeeerinnns
3.2.4 De-commissioning NOAES ..........ccccuvviireeeeiiiiiiieie e e e e
3.2.5 Re-commissioning NOAES ...........cocvvviiieeeeiiiiiiieee e
3.2.6 Duplicating Node Configurations.........ccccccevevvvvveereeeeeiinnnns
3.3 Designing Data NetWOrKS ........ccccoiiiiiiiiiiiiiiiiiiie e
3.3.1 Adding Imports and EXPOIS ........cccuuveiieiieiiiiiiiiiieeee e
3.3.2 Configuring Data IMPOItS ......cccooiiiiiiiiiiieee e
3.3.3 Duplicating Imports and EXPOrtS .........cccceeiiiiiiiiieeneeennnnnns
3.3.4 Deleting Imports and EXPOrtS.......cccuuveeeeeeeiiiniiiiiieeee e
3.3.5 Color Coding (Designh WorksSpace).......cccccoeeuvvveeeeeeeninnnnns
3.3.6 POP-UP MENUS ....ccoeeiieieeeeeee e
3.3.7 Saving a Network Configuration..........cccccccoevevvvvieieeeeiiinnns
3.3.8 Downloading a Network Configuration.............cccccceeeeiinnns
3.3.9 Creating a Network Configuration Template (Offline) ........
3.3.10 Downloading a Network Configuration Template...............
3.3.11 Copying a Network Configuration (Online).........ccccceeveuees
3.3.12 Restoring a Single Device Configuration .............ccccceeeues
3.3.13 Restoring an Entire Network Configuration........................
3.4 Import-Export Values Tab.........cccccoiiiiiiiiiiiieeeeiieee
3.5  IMport-EXport LISt Tab ......cccuvviiiiieeeiiiiie e

This chapter describes how you add (or “commission”) nodes to your
network and how you design the flow of data throughout the network.

Note: The functions described in this chapter are available only
through the network access point.
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Auto- When you configure nodes (described in Chapter 2), you provide them
Discovery with a network ID and a channel. The NAP uses this information to
“recognize” any nodes which you may subsequently add to the network.

Once you click Discover (on the Commission tab), the NAP starts
searching for new nodes, which it adds to the Discovered column on
that tab (see Section 3.2, Commissioning).

Design by Drag- Simplicity and flexibility are hallmarks of the design of the DRN.
and-Drop Selecting the Design tab opens a workspace. On the left of that
workspace is a device tree representing the nodes defined to the network
(based on the network ID and channel).

Click and drag an icon’s label from the tree onto the workspace in the
right half of the screen. Once an icon is on the workspace, a plus
appears on the tree next to the icon’s label. Click on the plus sign (+) to
display all the inputs and outputs available for the selected device. Once
you have two or more device icons on the workspace, you can select
inputs and outputs and drag those selections to a device. Arrows help to
indicate inputs and outputs (see Section 3.3, Designing Data Networks).

Note: Because you tailor the structure of a particular DRN to your
geographic site and your reporting requirements, we can only
present a simple model of a DRN and use it to explain the
processes for commissioning nodes and designing data
networks. Consult with your Remote Automation Solutions
representative to determine the ideal configuration for your
particular site.

Importing and The Import-Export Values tab provides a tabular view of the data
Exporting Values relationships for individual devices. You can select a device and quickly
see what data you have defined as inputs to the device and what data you
have defined as outputs. The Import-Export List tab provides a list of
the currently defined imports/exports for the entire network. See
Sections 3.4 and 3.5.

3.1 Displaying Module Information

Note: ROCLINK 800 displays module information differently
depending on the device. The FB107 uses a screen with three
tabs; the ROC800 uses a screen with four tabs.

3.1.1 Module Information: FB107

When you click the NRM module on the graphic image of the FB107,
the tabs in the lower half of the screen change to display the NRM
options:
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Figure 3-1. FB107 NRM Tabs

Tab Description

General Provides read-only information about the module,
including build date, boot build date, and any
module integrity messages. This tab displays when
you first click the module.

Network Defines network-specific settings, such as the
Network ID, Channel, Network Size, and Radio
Transmit Power.

Advanced Provides read-only information on noise level,
radio address, and the current status of the NRM in
the network.

Encryption Provides information on the encryption type used

and the encryption keys.

Note: This tab appears only if the radios on your
NRMs are encrypted and you have set
appropriate security levels.
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Tab

Description

Configure

Click to access the RTU Network screen, which you
use to commission nodes for the network, design
the network and view import/export values for
devices on your network.

General Tab The read-only fields on this tab provide general information about the

module.

l Network] Advanced | Encryption I

Installed Module : |Netw0rk Radio Module

Description ; |N etwark |nterface

Part Mumber : |W58284

Actual Madule : [Netwark Radia Module

Revisian : |HEV. 1.104
Build Diate : [Feb 18, 2015,10:55

Serial Mumnber : |

Boot Revision : |Hev. 1.00
Boat Build Date : |Mar 20,2013, 7:00

Integrity ; |

Uningtal

Configure

SLOT 2 - Network Radio Module

Field

Auto Scan | Update | Apply

Figure 3-2. FB107 NRM General Tab

Description

Installed Module

This read-only field shows the name of the module
currently defined for this slot. ROCLINK 800 does
not require that a module be physically installed to
display.

Description

This read-only field shows a 20-character
description of the module.

Part Number

This read-only field shows the part number of the
module currently installed.

Serial Number

This read-only field shows the serial number of the
module currently installed.

Actual Module

This read-only field shows the name of the module
physically installed in the slot.

Revision

This read-only field shows the firmware revision
number for the module currently installed.

Build Date

This read-only field shows the date the firmware
was built for the module currently installed.

Boot Revision

This read-only field shows the version for the main
startup (“boot”) firmware in the currently installed
module.

Boot Build Date

This read-only field shows the build date for the
main startup (“boot”) firmware in the currently
installed module.

Integrity

This read-only field shows a message regarding
the status of the currently installed module.
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Field Description

Uninstall Click to uninstall the currently installed module. The
Installed Module field displays the type of module
the FB107 is using for point configuration.
ROCLINK 800 does not require that the module is
physically installed in the FB107 to display. The
FB107 “remembers” the type of installed module
until you use this button to uninstall it.

Configure Click to access the RTU Network screen.

Note: If the FB107 is defined as the network
access point (NAP), this button accesses
the RTU Network screen and displays all
tabs. If the FB107 is defined as a node, this
button accesses only the Import-Export
Values tab on the RTU Network screen.

Network Tab Use this tab to define operational parameters for your network:

General  Metwork l Advanced] Enu:ryption]

Metwark Size
. Devices within the zame retwark, must have = -
Netwark ID - |37 the zame Metwork 10 and Chatinel. 2 pl 2 bevimes
= )
Channel : |13 hd Dewices in adjacent networks must have a Up to 24 Devices

different Network 10 and a different Channel.

Encryption Type : |25E Bit

Radio Transmit Pawer ; |0 dBm 1 i
Stale Data Timeout : (10 ZEC

Metwork Access Point ; [v

Configure

SLOT 2 - Hetwork Badio Module Auto Scan | Update | Apply

Figure 3-3. FB107 NRM Network Tab

Field Description

Network 1D Defines the specific ID for this network. Valid
values are 1-254. Do not use 0 as a network ID: it
turns off the radio on the module.

Note: The NAP and all nodes on the same
network must have the same network ID;
the NAP and all notes on adjacent networks
must use a different network ID.

Channel Defines the channel for this network. Click v to
display all valid values.

Note: The NAP and all nodes on the same
network must use the same channel; the
NAP and all nodes on adjacent networks
must use a different channel.

Encryption Type This read-only field shows the encryption strength
the module uses for communication over the RTU
network. Valid values are None or 256 Bit.
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Advanced Tab

Field Description

Network Size Defines the total number of nodes in the network.

Note: This field displays only when you configure
the device as the NAP.

Radio Transmit Defines, as decibels referenced to one milliwatt, the

Power absolute power assigned to this node for
transmission into the network. Valid values are 0-
27. The mW field displays the milliwatts of power
the selection represents

The higher this value, the more power the network
requires.

Network Access Point Select this checkbox to configure this device is the
network access point (NAP). Each network can
have only one NAP.

Note: Clear this checkbox to configure this device
as a node.

Configure Click to access the RTU Network screen.

The read-only fields on this tab provide additional information about the
network.

General] Metwork, f-\ ] Encryption l

Moise Lewvel : |23.0 Radio Addrezs : | 2447975

Metwark Status : |J0ined - Commizzioned

Imparts atd Exports

Clear Imports and Exports

Configure

SLOT 2 - Network Radio Module Autg Scan | Update | Apply

Figure 3-4. FB107 NRM Advanced Tab

Field Description

Noise Level This read-only field indicates the signal strength of
this node based on ambient interference. The lower
the noise level, the clearer the signal.

Signal Strength This read-only field indicates the signal strength for
the node’s radio receiver. Valid values are 0 to 127,
the higher the value the stronger the signal.

Note: This field displays only if the device is
configured as a node.

% Good Packets This read only field indicates the percentage of
good communication packets the node has
received since being commissioned. The system
continually updates this value as it receives
packets. Valid values are 0 to 100.

Note: This field displays only if the device is
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Field

Description

configured as a node.

Radio Address

This read-only field provides the manufacturer-
provided 7-digit address associated with the radio
on this module.

Network Status

This read-only field shows the device’s status in
the network. Valid values are:

Initializing Device is being recognized by
the network.

Not Joined Device has been initialized but
has not joined the network.

Joined — Not Device has joined the network

Commissioned but is not yet commissioned

Joined -
Commissioned

Node has joined the network
and is commissioned.

Clear Imports and
Exports

Click to clear all defined imports and exports from
the selected device.

Caution: This action cancels all imports and
exports from this device, This affects other devices
on the Distributed RTU Network until you define
new imports and exports for this device on the
Design tab of the RTU Network screen (accessed
through the Network Access Point).

Configure

Click to access the RTU Network screen.

Encryption Tab

Use this tab to define the encryption key for NRMs on the network.

Note: This tab displays only if the radios on your NRMs are encrypted
and you have set appropriate security levels.

General] Netwolk] Advanced =il

Ercrption Type : |25E Bit
Ecryption Fey (hex] : [oogoooon |DDDDDDDEI

| 00000000 |D0000000

|A0000000

[nona0a00 | 30000300 | 00000000

SLOT 2 - Metwork Radio Module

At Scan | Update | Apply

Figure 3-5. FB107 NRM Encryption Tab

Field

Description

Encryption Type

This read-only field indicates the encryption
present on the on-board radio. Valid values are
none or 256 Bit.

Revised December-2015
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Field

Description

Encryption Key (hex)

Provides up to eight 8-character hexadecimal

codes (0 to 9 and A to F) the system uses to
encrypt data.

Enter the encryption key you have pre-defined for
the entire network. The default values are
00000000; you cannot enter the encryption key
FFFFFFFF. If you enter fewer than eight characters
in a field, the system prefixes that value with zeroes
to ensure the 8-character code (that is, if you enter
1d, the system completes the field as 0000001d).

Note: Ensure that the values you enter in these
fields exactly match the values you enter for
all nodes and the NAP for this network.

3.1.2 Module Information: ROC800

If you install a NRM in a ROCB800, you can configure the ROC800 as
either a node or as the NAP, depending on your network requirements.
ROCLINK 800 adjusts the number of displayed tabs accordingly.

Click on the NRM to display the RTU Network screen. The
Module/Network tab displays by default. You can also select the
Import-Export Values or Encryption tab.

ROC800 as a Node

ﬂ; ROCLINK 800 - [RTU Network 37 - Remote Oprins Cntrir] =

i".‘jEiIe Edit View ROC Configure Meter Utilities Tools Window Help -

= FACODEE nE 2?28
Import-E=port Va\uas] Enciyption ]

Metwiork
Bleiicllieeg Metwork (D - ’3?— Devices within the same netwaork. must have
Drescription : |Network Interface the same Metwork [0 and Channel
Charrel : |8 - Devices in adjacent networks must have a

Flazh Part Mumber : ,\:\188284—
Flash Revizion : IW
Flash Build D ate : W
Serial Mumber : W
Boot Part Number : 'WBBZSS—
Boot Revision : ’W
Boot Build Date ’W
Data: ’—

Sustem Made ’—
Enard Health : ’—

different Metwork D and a different Channel.

Encroption Type:  |255 Bit

Radio Trarsmit Power : |T dErm |1 i

Stale Data Timeout : |10

k Access Point: [

% Good Packets : |39
Signal Strength - |71

Imports and Exports

Clear Imparts and E=ports

sec

Mty

Fadio Addiess ; | 2459333
Metwark Status - [Joined - Commiszioned

Update

Apply

QR=CINE | 1:42PM

Figure 3-6. ROC800 Module/Network Tab (as a Node)
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Field

Description

Module Type

This read-only field shows the name of the module
currently defined for this slot.

Description

This read-only field shows a 20-character
description of the module.

Flash Part Number

This read-only field shows the part number for this
module’s flash memory.

Flash Revision

This read-only field shows the version of the
module’s flash memory.

Flash Build Date

This read-only field shows the build date for the
module’s flash memory

Serial Number

This read-only field shows the serial number for
this module.

Boot Part Number

This read-only field shows the part number for the
module’s boot (start-up) memory.

Boot Revision

This read-only field shows the version of the
module’s boot memory.

Boot Build Date

This read-only field shows the build date for the
module’s boot memory.

Data

This read-only field shows any module-specific
information.

System Mode

This read-only field shows the module’s interaction
with the system. Valid values are:

Run Mode Module is functioning correctly
and running.
Boot Mode Module is updating the startup

firmware.

Module Failure Module is not functioning
correctly, is not running, and
communications may have

been lost.

Board Health

This read-only field shows the module’s status.
Valid values are:

OK Module is functioning correctly.

Module Not
Installed

Module is not installed.

Module Failure Module is not functioning
correctly, is not running, and
communications may have

been lost.

Network ID

Defines the specific ID for this network. Valid
values are 1-254. Do not use 0 as a network ID: it
turns off the radio on the module.

Note: The NAP and all nodes on the same
network must use the same network I1D; the
NAP and all nodes on adjacent networks
must use a different network ID.

Revised December-2015
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Field Description

Channel Defines the channel for this network. Click v to
display all valid values.

Note: The NAP and all nodes on the same
network must use the same channel; the
NAP and all nodes on adjacent networks
must use a different channel.

Encryption Type This read-only field shows the encryption strength
the module uses for communications over the RTU
network. Valid values are none or 256 Bit.

Network Size Defines the total number of nodes in the network.
Note: This field displays only when the device is
the NAP.
Radio Transmit Defines, as decibels referenced to one milliwatt, the
Power absolute power assigned to this node for

transmission into the network. Valid values are 0-
27. The mW field displays the milliwatts of power
the selection represents

The higher this value, the more power the network
requires.

Network Access Point Indicates whether this device is the network access
point (NAP). Each network can have only one NAP.
This field is blank for a node.

Noise Level This read-only field shows the signal strength of
this node based on ambient interference. The lower
the noise level, the clearer the signal.

% Good Packets This read-only field indicates the signal strength for
the node’s radio receiver. Valid values are 0 to 127,
the higher the value the stronger the signal.

Note: This field displays only if the device is
configured as a node.

Signal Strength This read only field indicates the percentage of
good communication packets the node has
received since being commissioned. The system
continually updates this value as it receives
packets. Valid values are 0 to 100.

Note: This field displays only if the device is
configured as a node.

Radio Address This read-only field shows the manufacturer-
provided 7-digit radio address associated with the
radio installed in this module.

Network Status This read-only field shows the device’s status in
the network. Valid values are:

Initializing Device is being recognized by
the network.

Not Joined Device has been initialized but
has not joined the network.

Joined — Not Device has joined the network
Commissioned but is not yet commissioned

Joined - Node has joined the network
Commissioned  and is commissioned.
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ROCB800 as a NAP

Field Description

Clear Imports and
Exports

Click to remove all user-defined imports and
exports from the selected device.

Caution: This action cancels all imports and exports
from this device. This affects other devices on the
Distributed RTU Network until you define new
imports and exports for this device on the Design
tab of the RTU Network screen (accessed through
the Network Access Point).

Update Click to save any changed information to the

configuration.

Click on the NRM to display the RTU Network screen. The
Module/Network tab displays by default. A full set of tabs is now
available for selection, indicating that the ROC800 is configured as the
NAP.

& ROCLINK 800 - [RTU Network 37 - Remote Oprins Cnitrlr] o [
i'ﬁ File Edit View ROC Configure Meter Liquid Meters Utilities Teols Window Help - & %
e s HE g 2w
Encryption ]
e Tretwer
todule Type | . L Netwark Size
& Metwork [0 - |37 Devices within the same network must have & Upta 12 Devices
Description |Network Interface the zame Metwaork 1D and Channel. £ Lo to 24 Do
Charinel : | 7 hd Devices in adjacent networks must have a e EHIRES
IRt (PR (e |W88284 different Metwark [ and a different Channel.
Flash Revision |F|ev. 1.10b .
Encryption Type :  |25g Bit
Flash Euild Date: - [4pr 06, 2015.11:42
400190-0 -0 4 B1503145
Seral Humber | Fadio Transmit Power |3 dBm |2 iy
Boot Part Nurber : [WEB233 _
= [ e [l zec
Boot Revision |Hev. 1.00
Network Access Point - [v
EBoot Build Date |Mar 20,2013, 700
et | Moise Level : |28 Radio Address : 2453322
Syetemlie | Netwark Status : [Joined - Commizsioned
Board Health |
Imports and Exports
Clear Imports and Exports
Update Apply
Opcode 180, Emor 3 CREDINEY | 241 2

Figure 3-7. ROC800 Module/Network Tab (as the NAP)

Note: The remaining tabs — Commission, Design, Import-Export
Values, Import-Export List, and Encryption — are identical for
either the ROC800 or FB107.
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3.2 Commissioning

Use the Commission tab to commission and decommission devices on
your data network and to enable pass-through functionality on a per-
device basis.

Once you have determined the physical structure of your network and
installed the nodes and the Network Access Point (NAP) for your
Distributed RTU Network (DRN), you can begin the process of adding
the network components and determining how data flows through the
network. Keep in mind that this network is entirely responsive to your
needs: as your requirements change, you can easily change the flow of
data between individual notes and the NAP.

Note: This screen is available only through the Network Access Point,
If your network access point is a FB107, click Configure and
then select the Commission tab to access this screen. If your
network access point is a ROC800, select the Commission tab.

When you first access this screen after defining the values for your
NAP, the Discovered column should be empty and the Commissioned
column should list only the NAP:

ROCLINK 800 - [RTU Network 42 - FE107] o | B |

&4 File Edit View ROC Configure Meter Utilties Tools Window Help RER

D S HlwlpFFAOTR AT 2R

Commission | Desian| Import-Export ales | Import-Expont List|
Discovered Commissioned
[Taa | DevicelD_| Tag |_DevicsID | Battery | Signal | Moise | #Good Pkts | Comm Status | _Dev Status | PassThu| MsgCnt |
T |Fe07 7310013 | 13.15033 0 Good Nolpdate 0
2
=
4
5]
&
]
8]
3]
10
il
12
mEl
dh T ]
g Discover Autp Scan { Updaie ) Apply
GINEEINEY | 1:06 PH

Figure 3-8. Undiscovered Network

Commissioning nodes into the network is a two-step process:
discovering the nodes and then commissioning them. You cannot
commission any node until the network access point has first discovered
it.

Note: The network access point automatically displays in the
Commissioned list, but is grayed out (see Figure 3-8). This
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prevents you from accidentally deleting or decommissioning the
NAP.

3.2.1 Discovering Nodes

You must first discover the odes on your network before you begin
designing the network.

To start the node discovery process, click Discover (see Figure 3-8). As
the NAP “recognizes” nodes (based on the Network ID and Channel
values you assigned them), it adds them to the Discovered list on the left
side of the window. A display monitors the progress of the discovery
process (see Figure 3-9).

B= ROCLINK 800 - [RTU Network 42 - FB107] = | B |

T File Edit View ROC Configure Meter Utilties Tools Window Help _[=]*
[i=y = | = W [ S % QRS W 2w
Commission | Design| ImportExport Values| Impart-Expon List|

Discovered Commissione: d

Tag | Device D Tag | DevieeID | Batery | Signal | Moise [ #Good Pkts | Comm Status | Dev Status [PassThu| MsaCnt |
1 | Remate Optns Crtrh | 1492322208 FB107 730013 13.15033 El] Good Nolpdate 0

FB107 6510145
FB107 9155560

"

w

‘m‘m‘ﬂ‘m‘m‘#‘w‘m‘—l

=

™

@

/

Stop Discovery Apply

ON-LINE | 1.07PM

Figure 3-9. Discovering Nodes (in Progress)

You can wait for the discovery process to finish or click Stop
Discovery once the discovery process has identified all the nodes in the
network. As Figure 3-10 shows, the program has discovered the nodes
in this simple network and is ready to commission them.
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= ROCLINK 800 - [RTU Network 42 - FB107] o o5 e S
%4 Fle Edit View ROC Configure Meter Utiities Tools Window Help _[=]x
DEdE =t W WIS AOEE WE 2K
Commission | Design| Import-Export Values | ImportExpor List|
Discoveres d Commissioned
Tag |__Device D Tag |_Device ID_[ Batteiy_| Signal | Moise | %Good Pkts [ Comm Status | Dev Status | PassThiu[ MsaCnt |
1| Femote Opitns Coirl | 1482322206 FE107 7310013 | 13.16033 0 Good Nolpdate i
2 |FeT07 E510148
3 |Fe107 9155580

‘m‘m‘ﬂ‘m‘m‘b‘m‘ml#

\

N
=

=

[

fulgScan | Update | Apply

OM-LINE | T03PM

Figure 3-10. Discovering Nodes (Completed)

3.2.2 Commissioning Nodes

The commissioning utility enables you to select one or more devices to
commission at a time.

1. Left-click a device to select it. To select multiple devices, press
CTRL and left-click each device. If you are commissioning more
than one device, your screen might look like Figure 3-11.

Note: You can also commission devices if you click and drag the
device names from the Discovered list to the Commissioned
list.
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BH ROCLINK 800 - [RTU Network 42 - FB107] (5 |

B File Edt View ROC Configure Meter Utiities ool Window Help —T=x
DS H =] Whs [P F2C AR WE| 7?8
Commission | Design| ImportExpont Vakes| ImportExport List|

Commissioned

ag |_DeviceID | Baltey | Signal | Moise | %Good Pkts [ Comm Status | Dev Status | PassThiu|_MsgCnt |
FE107 7310013 | 13.16033 20 Gioo Nolpdate 0

‘m‘m‘ﬂ‘m‘m‘b‘m‘ml#

=

=

[

Commission
Discover | AugSean | Update | Apply

OM-LINE | 1:10PM

Figure 3-11. Nodes Selected for Commissioning

2. When you select one or more devices, the Commission button
activates. Click it to start the commissioning process. Depending on
the size of your network, this could take several minutes.

Note: The values in the Comm Status column should automatically
change to indicate the commissioned status of the nodes. After
several minutes you may want to click Update to manually
update the status.

When the nodes are commissioned, the screen may look like Figure 3-
12:
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B= ROCLINK 800 - [RTU Network 42 - FB107] = | B )
4 Fle Edit View ROC Configure Meter Utiities Tools Window Help a[x
D d 2= Wl s I SAOER RE 28
Commission | Design| ImportEsportvalues | ImportExpont List|
Discovered Ve
[Tag | DevieelD | Tag | DevicelD | Batery | Signal| Moise | Go0d Pkts | Comm Status | Dev Status | PassThiu[ MsaCnt |
1 |Fei07 70N | 13.14254 £ Good  tegriy+Nollpda
2 |Fet07 gigssa0 | 129841 93 | 2f 100 Good Intearty | Disabled | 0
3 |Fet07 510148 | 126M8| 97 | w0 £ Good Good  |Disabked | 0
T4 | Remote Oprns Crwh | 1432322206 | 1234422 93 | 27 £ Good Good  |Disabled | 0
5
|
7]
=]
]
|
mil
12
13
GREEINE]  122PM

Figure 3-12. Nodes Commissioned

Field Values Once you commission nodes, the individual read-only fields on this
screen contain values and are easier to describe.

Field

Description

Discovered

Table lists nodes that the NAP has discovered but

which have

not been commissioned. Fields include:

Tag

This read-only field shows the device in
which the NRM is installed. This is the
device’s Station Name, as defined on the
Device Information screen (ROC >
Information).

Device ID

This read-only field shows a
manufacturer-provided identification code
for the NRM.

Commissioned

Table lists devices that are currently commissioned on
the network. Fields include:

Tag

This read-only field shows the device in
which the NRM is installed. This is the
device’s Station Name, as defined on the
Device Information screen (ROC >
Information).

Device ID

This read-only field shows a
manufacturer-provided identification code
for the NRM.

Battery

This read-only field shows the current
battery voltage for the node.
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Field Description

Signal

This read-only field shows the signal
strength for the node’s radio receiver.
Valid values are 0 to 127; the higher the
value the stronger the signal.

Note: As a diagnostic tool, the system
color-codes this field. Yellow
indicates marginal signal strength
values (16-45) and red indicates
poor signal strength values (O-
15).

Noise

This read-only field shows the noise
strength for the node’s radio receiver.
Valid values are 0 to 127; the higher the
value the greater the noise.

Note: As a diagnostic tool, the system
color-codes this field. Yellow
indicates marginal noise values
(31-40) and red indicates
unacceptable noise values (41-
127).

%Good
Pkts

This read-only field shows the
percentage of good communication
packets the node has received since
being commissioned. The system
continually updates this value as it
receives packets. Valid values are 0 to
100.

Comm
Status

This read-only field shows the device’'s
current communication status. Valid
values are:

Good The device is currently
communicating on the
network.

Commissioning The device is currently
being commissioned on
the network.

Comm Fail The device is currently
not communicating with
the network.

Note: As a diagnostic
tool, the system
color-codes this
field. Red
indicates an
unacceptable
status (Comm
Fail) which you
must resolve.

Dev
Status

This read-only field shows the device’'s
status. Valid values are Good, Integrity
(some error exists with the I/O on the
module), or Fault (an error exists with the
communications on the module).
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Field Description

Good The device is not
reporting any errors.

Integrity An error exists on the
device.

Fault An error exists with the
communications with
the device.

No Update One or more of the

configured imports has
failed to update during
the previous 10
seconds.

Note: As a diagnostic
tool, the system
color-codes this
field. Yellow
indicates a No
Update
condition.

PassThru ndicates how the NAP handles requests
from a SCADA system to nodes in its
network. Click v (which displays when
you mouse over the right end of the field)
to select a value.

Valid values are Enabled (the NAP
passes SCADA requests through to
individual nodes) or Disabled (the NAP
does not pass SCADA requests it
receives to nodes in its network, although
individual nodes can respond directly to
SCADA requests). The default is
Disabled.

Note: Refer to Section 1.4, SCADA
Systems and the Distributed
Network, for more information.

MsgCnt  This read-only field shows the number of
pass-through messages sent to the
selected device.

Commission Click to add the nodes selected in the Discovered list
to the network.

Discover/Stop Click to begin the node discovery process. As the

Discovery NAP “recognizes” nodes (based on the Network 1D
and Channel values you assigned them), it adds them
to the Discovered list on the left side of the window. A
display monitors the progress of the discovery
process. Click Stop Discovery to end the discovery
process.
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Field Description

Identify/Stop
Identifying

Click to cause the NRM’s LEDs to repeatedly flash on
the device selected in the Decommissioned or
Commissioned lists. This is useful in identifying a
device if the tag and device ID are unclear. The
module’s LEDs continue to flash until you click Stop
Identifying.

Click to remove the node selected in the
Commissioned list from the network.

Decommission

Auto Scan Click to automatically request values from the
hardware. Click Stop Scan to end automatic
scanning.

Update Click to update the contents of the active window from
the device.

Once you have commissioned devices, you can begin creating the data
network. Proceed to Section 3.3, Designing Data Networks.

3.2.3 Color Coding (Commissioned Table)

The Commissioned table uses color-coding to help you quickly
diagnose and resolve potential problems with individual network nodes.
Yellow indicates a marginal condition; red indicates a situation
requiring resolution.

As the example screen in Figure 3-13 shows, the third node has
experienced a communications failure, while the noise levels for the
first and third nodes may need to be addressed to ensure consistent
signal strength.

B= ROCLINK 800 - [RTU Network 42 - FB107] o
% File Edit View ROC Configure Meter Utilities Tools Window Help HER
Dl = R M [ S AQRE WE 2K
T Eammisaan] Desion| Impot-Expor Values | lmportExpot Lst]
Discovered Ci
[Tag | DevicelD | Tag | DevicelD | Batew | Signal| Moise | %Good Pkes | Comm Status | DewStatus [PassThiu] MsaCrt |
1 |Feio7 7A0003 | 13.2127 il Gaod | tegiysNolnda)
—Z |Feio? 6510148 | 1262006 | 78 | a4 il Good NoUpdate | Disabled | 0
3 | Remote Opiins Cruth | 1432922206 | 1259674 | 76 | 28 %6 Gigad Good  |Disabled | 0
4 |FB107 9155580 | 13.96862 | 75 | 32 a3 [CenmmEal Disabled | 0
5
6
7
8
El
1o
il
2]
13
Discover | fugScan | LUpdats | pply
OREEINEY | 10:04 &M

Figure 3-13. Color Coding Error Conditions

The following table correlates fields and their color values:
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Field

Color Description

Signal

Yellow indicates marginal signal strength values
(16-45); red indicates poor signal strength (0-15).

Noise

Yellow indicates marginal noise values (31-40); red
indicates unacceptable noise values (41-127).

Comm Status

Red indicates an acceptable status (Comm Fail)

which you must resolve.

Dev Status Yellow indicates a No Update condition (one or
more of the configured imports has failed to update

during the previous 10 seconds).

3.2.4 De-commissioning Nodes

Occasionally you may need to decommission a node. This might be
required if a node fails for some reason or if you need to reconfigure the
physical location of one or more nodes.

ALWAYS assume that any node is part of an established data network.
Document the node’s import and export values so that you can restore
—if necessary —that node’s functions in the network. If you are
removing a node, you may need to redefine value imports and exports
from other nodes to maintain the data flow. Carefully consider all
aspects of the data network BEFORE you decommission a node.

A Caution

1. To decommission a node, select it and click Decommission.
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Figure 3-14. Node Selected for Decommissioning

The system displays a warning dialog.
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© I |
Confirm Decommission l I

f ) \ Allimports and exports defined for this device will be deleted.
' Are you sure you want to decommission Device 4, FB1077

b

2. Click Yes to continue. The system removes the node from both the
Commissioned list and the design workspace.

Note: As a result of the decommissioning, the system adds asterisks to
the labels for all devices on the design workspace, indicating
that you should click Download Changes to preserve the new
network configuration. See Section 3.3.7, Saving a Network
Configuration.

3.2.5 Re-commissioning Nodes

Occasionally you may need to replace a non-operating or defective
node. First you must configure the new node (setting its network 1D,
channel, and radio transmit power definitions for a typical node in the
network) and then physically replace the defective node in the field.
You then use ROCLINK 800 to decommission, discover, commission,
and then download the import and export values for that node.

1. Access the network
Start a ROCLINK 800 session and access the network through the
NAP.

2. Discover the node
Click Discover on the Commission screen to locate the new node.

3. Commission the node
Drag the newly discovered node onto the Commissioned table and
place it on top of the listing for the defective node. This tells the
system that you want the newly discovered node to assume the
network characteristics of the defective node. This also
decommissions the defective node. Click Update to apply the old
node’s value to the new node.

4. Download the device configuration
Access the design workspace. Right-click the defective node’s label
on the device tree and select Download Device Configuration. This
sends the import and export values for the old node into the new
node.

5. Download the network configuration
Click Download Changes to save your changes to the NCF and
download the changes to all affected devices in the network.
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3.2.6 Duplicat

ing Node Configurations

If you have a number of nodes to configure in the same network, you
can define one node, copy the .800 configuration file from node, and
then install that file into other nodes.

To mass-configure nodes:

1.
2.
3.

Connect to the node having the configuration you want to copy.
Select File > Save Configuration from the ROCLINK menu.

Save the .800 file (use a filename such as “Node_Config” to
uniquely and easily identify the .800 file).

Attach to the LOI port on the next node.

Select File > Download and select the name of the .800 file from

step 3.

Click Open. ROCLINK opens the Download Configuration screen.

Download Configuration

P

Select Points to Download

¥ System Variables v Clock Parameters
W Module Parameters W PID Control

¥ Comm Port Parameters W FST Code v todbus Histary Table
¥ FST Parameters v Modbus Master Table
I¥ User List Parameters -

[v todbus Configuration
¥ Modbus Function Tables

IV &nalog Inputs
¥ Analog Outputs

[ I¥ Meter Calibration/Sampler ¥ ECM Parameters
[¥ User Displays
v HART Farameters

¥ Discrete Outputs I¥ Meter Configuration
¥ Pulse Inputs I¥ History Configuration
¥ M\ Parameters I¥ Soft Paints

¥ DS5800 Paramelers I¥ Estended Soft Points I iRty Hehwork Parameters

i I¥ Opcode Tables W User Program Status
Status :
Point Type :
Foint Humber
[
Select Al Dezelect All Download Cloze

Figure 3-15. Download Configuration Screen

7. Select the configuration points to download to the new device, but
do not download the RTU Network Parameters.

A Caution

Do not download the RTU Network Parameters when duplicating nodes.

Downloading these parameters creates errors on the network.

8. Click Download. ROCLINK copies the indicated configuration file

9. Repeat until all nodes are configured.

into the new node.

Note: Each node must have a unique address and station name. For
more information, refer to Section 2.2, Configuring Nodes.
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3.3 Designing Data Networks

Opening the Design
Workspace

Once you have commissioned nodes, you are ready to begin designing
data networks.

Note: This section uses a very simple network, presented to show the
principles and process of design.

1. Select the Design tab to display the design workspace (see Figure 3-
16).

The first time you access this tab, ROCLINK 800 displays a dialog
asking if you want to use an existing Network Configuration file as a
template for your new network configuration.

New Metwork 58 I J

f ) 1 Do you want to use an existing Network Configuration File
' as a template for the design of new Network 587

h

Click No to create a new network configuration file or Yes to use an
existing NCF as a template. For more information, refer to Section 3.8,
Copying a Configuration File or Section 3.9, Creating Configurations
Offline.

The Design Workspace screen is divided in two parts: the left side
shows the device tree for the network. The device tree shows all of the
devices currently commissioned on the network. The right side shows
the design workspace. You use the design workspace to define the data
relationships between all of the devices on your network. To design a
network, you drag devices and data points from the device tree to the
design workspace.
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Figure 3-16. Blank Design Workspace

Control Description

Device Tree The device tree displays the devices currently
commissioned on the network. You can drag
devices from the device tree and place them in the
design workspace. A plus sign (+) appears next to
the device name in the design tree after you have
added it to the design workspace. Click the plus
sign to see to device parameters you can use to
configure imports and exports.

Design Workspace Use the Design Workspace to design your network
configuration. Drag devices and parameters from
the device tree on to the design workspace.

Zoom Move slider to increase or decrease the size of your
network on the design workspace.
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Control Description

New Template Click to apply a defined template to the current
design. This option enables you to quickly copy (or
“clone”) network designs. You might use this option
if you were installing a number of identical skids.

Note: This option destroys any data import and
export configurations currently defined for
this network design and replaces them
with the configurations in the selected
template. Because of the potential for
accidental destruction, the system asks you
to verify your actions several times.

Update Click to update the device status and health. The
device name is color-coded to provide you with a
visual feedback about the health of a device. For
more information, refer to Color Coding.

Download Changes Click to download the current import and export
configurations to each device.

The device tree on the left side of the workspace shows all the devices
(NAP and nodes) you have currently defined for the network. The NAP
is always numbered 1; nodes are numbered 2 to 13 (for a 12-node
network) or 2 to 25 (for a 24-node network).

2. Left-click the NAP from the device tree and drag it to the
workspace:

B= ROCLINK 800 - [RTU Metwork 3 - FB107] o
i"'ﬂF\Ie Edit View ROC Configure Meter Utilities Tools Window Help -
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o] ¥ Clock
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Figure 3-17. NAP in Design Workspace
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Figure 3-17 shows the NAP on the workspace. The NAP has a
yellow border, indicating that it is the currently selected device. The
program has also expanded the device tree to show available import
and export values.

Note: The workspace uses simplified images that do not show
installed modules.

A network must have a NAP and at least one node. Left-click one of
the nodes in the device tree and drag it onto the workspace (see
Figure 3-18). Because the node is now the currently selected device,
it has the yellow border. The program has also closed the device tree
for the NAP and opened the device tree for the selected node.

Analog Input
Analog Output

A

b

mrLI Pulze Input

g FST Registers

W Soft Point

W Extended Soft Paint
E teter Cig

B Meter Values

o [mport from
g 3-FB107-142
g 4 FBI07-172

BR ROCLINK 800 - [RTU Metwork 3 - FB107] = | B [ |
i‘ﬂ File Edit View ROC Configure Meter Utilities Tools Window Help - |8 %
D=, g M SAOERLE 2K

Commigsion Designl Import-EkportVaIuesl Import-Export Lisl]

Eﬂgﬁ Metwark 3 o

2-FB107 -15-2

New Template | Lpdat

& & Download Changes I -
[ 3

TERENINEY | z10PM

Figure 3-18. NAP and Node in Design Workspace

4. Repeat the drag-and-drop process to bring all the commissioned

nodes onto the design workspace.

3.3.1 Adding Imports and Exports

The system adds a plus sign (+) next to the device label when you add
that device to the workspace. To select the “imports” (data values the
device receives) or “exports” (data values the devices transmits) for a
device, you need to completely expand the tree to show all the values
you can select.
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1. Select the device in the design workspace. The device tree displays
all the device point categories available to export to another device
and all currently defined imports and exports (see Figure 3-19).

rm ROCLINK 800 - [RTU Metwork 3 - FE107] l =) 5] éf
f'_‘iﬂ File Edit View ROC Configure Meter Utilities Tools Window Help =[x
Ded 28 @82 HHw i FEAOAR LE|[28
Corrnizsion Deswgnl ImporlrEHportValues] Import-E rport Listi
Bl g, Netwark 3 - =

oy 2-FB107-15-2
1zcrete Cutput
Y Analog Input 1-FE107
Bl #1.RTD [

Ly 14 - Fibered EL Walue
B+ More Paiameters

m

-
9 - High Alama EU
10 - Low Low &larm ELL
11 -HiHiAlarm ELI

12 - Rate Alarm EU
13
15

2-FB107 -15-2 3-FB107 -14-2 4-FB107 - 17-2

- bid Paint Raw #1
- Mid Paint Raw B2
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23 - Mid Point Raw #3
24 - Span Raw
25
28
i
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S S S HEAAAATEEEEIAAAAS

J 1‘%, Mews Template ‘ Update Download Changes| =
) 3
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Figure 3-19. Expanded Values in Device Tree (1)

Note: Click on the plus (+) sign to expand a device point category
and display point parameters. Double-click on the device to
open the Import-Export Values tab for the device (see
Section 4.3, Import-Export Values Tab).

Remember that the labels (such as Discrete Input or Discrete
Output) are generic. You need to expand the tree further to access
the specific value you want to select. To do that, click on the plus
sign next to that value. Figure 3-20 shows the Discrete Output
further expanded to show several selectable values.
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Figure 3-20. Expanded Values in Device Tree (2)

M LIECTEE Input 2

5114 #1011 Slotn In the device tree, select the points you wish to export. Note that
o 2-status ROCLINK places a check mark (v') in the device tree next to each

Lo 4 More Parameters

ST #2012 Sl parameter you select.
M 2-Status

Notes:

o To select multiple parameters, hold down the Ctrl key and left-
click each point.

o To select a range of parameters, select the first parameter in the
range, hold down the Shift key, and select the last parameter in
the range.

o If you select multiple parameters, all selected parameters must
be located in the same logical. For example, if you select a
parameter in the first Analog Input logical (#1, P2 Press), you
cannot also select parameters in the second Analog Input (#2,
RTD) at the same time.

3. Drag the selected value(s) to a device. A checkmark appears over a
valid target device. Since the FB107 node is the currently chosen
device, the system tags any values we choose as exports from the
FB107 to the NAP.
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As Figure 3-21 shows, we select Status from DI #1 and drag it over to
the NAP. When we “drop” the value onto the NAP, the system adds a
connection arrow between the node and the NAP (indicating the

direction of the data flow) and modifies the tree to include the new

export.

Note: As you drag the selected value to a device, the program
identifies a valid target device by placing a check mark over the
device. If the device is not valid, the program displays an

international No symbol (O)

= | 2RSS E |« Hw | SO EE WE| 28
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Figure 3-21. Defined Export (Node to NAP)

The system creates Import and Export points under each device in the

device tree:

Revised December-2015 Commissioning and Designing

3-29



Distributed RTU Network Instruction Manual

B= ROCLINK 800 - [RTU Metwork 58 - Remate Oprins Cnirlr] [ =) [
i‘j File Edit View ROC Configure Meter Utilities Tools Window Help - |5 %
L=y~ 2R |& || Ha o |52 O FEWE LB 2K

MUdu\e/Netwurkl Commission Deslgn] Impurl-EprrtVa\uEs] Impoit-E xport List]
gy Netwark 53 =
"'| 1 - Remote Oprtns Crirlr
g 2 FBI07
g 3.FBI07
=" [
E-H[* Discrete Dutput =1 - Remate Oprtns Chtrlr
£ #1. DO 2 Slot0 3 P 0
- BT
Bl + More Parameters
ol 1 - Time On
MM 2-RESERVED
e 4 - pode
ol 5 - &lam Code
ol B - Accumulated Value
b 8- Cycle Time
w3 0% Count
HE 10 - 1005 Count
Ml 11 - Low Reading EU
-l 12 - High Reading EU
ol 13- EU Walue
b 14 - Alarm Mode
H 15 - Seanring Mode
Al 15 - Manual Value 4 - FB10F

ol 17 - Physical Value
- £2,00 2 5lot3

m

-+ Analog Input
B b Analog Output
[ ]ﬂﬂ,J Pulse Input
[]--@ FST Reaqisters
[~ % Soft Point
[ ¥ Extended Soft Point
El- [ Meter Cfa
Fl- [l Meter Values
- W Clock
=] Ewport to
~mpe 1 - Remote Oprtng Ctdr - DOU 1, Status
&= Irnport from Zoom: @ @ Hew Templae | Update | Dowrload Changes |
4| [ LI—‘
[GRISEINEN | 117 PM

Figure 3-22. Import and Export Points

Note: The labels for the NAP and node in Figure 3-21 now begin
with an asterisk (*). The design workspace adds these to
remind you that you have modified imports and exports for
these devices. The asterisks appear until you download the
changed device configurations to the devices (see Section
3.3.7, Saving the Network Configuration).

4. Defining an import to the node is just as simple. Select the NAP,
expand the device tree, and drag-and-drop a value onto the node (see
Figure 3-23):
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Figure 3-23. Defined Export (NAP to Node)

Again, the system modifies the device tree to show the added export.

Since the NAP is the selected device, we see only the export from the

NAP to the node. To see the directional data flow of imports and

exports for all devices, click anywhere other than a device in the design

workspace. This removes the selection (yellow highlighting) from a

device and shows all imports and exports (see Figure 3-24).

Revised December-2015 Commissioning and Designing

3-31



Distributed RTU Network Instruction Manual

= ROCLINK 800 - [RTU Metwork 58 - Remote Oprins Cnitrlr] ] D
f'_‘.'] File Edit View ROC Configure Meter Utilities Tools Window Help - [&] =
D 2R & &6E | a M 5RO RS B 2N

MDduIaf’Nelwmk} Commizsion DES\QI’]] Imnort-ExnortVaIues] Import-E xport Lisl]

SRS =
= 1 - Remate Oprths Critrl

-4 Discrete Input
- Discrete Output
-4 Spstem Analog Input
B
Lot 12 - EU Value
.+ More Parameters
M #2, Charge In
-4/ #3, Madule
#4, Al Default
/Y #5, OrBoardTmp
Analog Output
ML Pulss Input e
] RTD
g FST Registers
¥ Soft Point
-~ Meter Station
ﬂ Orifice Meter
ﬂ Orifice Meter Values
& Linear Meter
| Linear Meter Values
~jak PID Cartrol
|ECE2E91 Device
GC Config
GC Stream Data
(=)= Export to
e 4 -FB107 -SAI T, EU Walue
[l |mpart from
= 4-FE107 - DOU 1, Status
-y z.FB107
-y 3.FBI07
-y 4-FB107

#1. Battery *1 - Remote Oprtns Critrlr

- - E- - - - -

J !‘{, Mew Template | Update | Download Changes] =
»

[QRILINE " | 1:24PM

Figure 3-24. Defined Exports and Imports

5. To build a data network, repeat the process of selecting a device,
selecting a value, and then dragging that value to the target device.
Figure 3-25 shows a very simple example data network.
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Figure 3-25. Defined Data Network

The network now contains three nodes and a more complex data flow.

3.3.2 Configuring Data Imports

You can customize how the system stores data imports on a device. To
configure an import:

1. Double-click the device name in the device tree.
2. Double-click Import in the device tree.
3. Double-click a specific import in the device tree.

2t [rmpart fram
=W CRn7 . A0 1 EL Yalue
------ Tag AQU1,EU
------ Fanmard TLP: Undefined
------ Fault Enable; Digabled
- Fault W alue: O

4. Double-click a specific import value in the device tree. The system
displays the Import Point Configuration screen:
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Figure 3-26. Import Point Configuration Screen

Use this screen to modify the configuration parameters for that
import value. You can modify the Tag, forward to value to a specific
TLP, enable fault handling, and specify a fault value.

5. Once you click Apply, the system updates the values displayed in
the device tree.

6. Click Download Changes on the design workspace to download
the configuration changes to the affected device.

3.3.3 Duplicating Imports and Exports

You can reduce the amount of time spent configuring imports and
exports if you have multiple nodes with similar configurations. When
you select parameters in the device tree for one device and then select a
second device on the design workspace, the system automatically
selects the same parameters in the second device.

To duplicate selected import/export parameters for multiple devices:

1. Select the import/export parameters in the device tree for that
device.
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Figure 3-27. Parameters Selected, Device 2

2. Drag the selected parameters from the device tree and place them on
top of the target device in the design workspace.

3. Select a new device in the design workspace. Note that all of the
parameters selected on the first device are automatically selected on

the second device.

Note: Both devices must have the same parameters in order for

this to work.
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Figure 3-28. Parameters Selected, Device 3

4. Drag the selected parameters to the target device.

Revised December-2015

Commissioning and Designing

3-35




Distributed RTU Network Instruction Manual

5. Repeat steps 3 and 4 to configure any remaining devices with the
same import/export parameters.

6. Click Download Changes on the design workspace to download the
configuration changes to the affected devices.

3.3.4 Deleting Imports and Exports

You may need to delete an import or export from the network. To delete

an import or export:

1. Select the Design tab to open the design workspace.

B ROCLINK 300 - [RTU Network 3 - FEL07] B
3 file Edit View ROC Configure Meter Ltilities Tools Window Lielp -lelx
LDzH B B U N w W FAORE LR |
Commission  Desgr | Impert Export Vakuns | Import Expost List |
&g
" 1-FR10F
- 2-FBI07 152
® g 3 FRIOT 142
-y 4-FBI07 172
=g
e h\\‘\
//.f \\
-~ \‘“\
o e
2 FRIO7 167 3 FRUT 147 4 FRIN? 172
[ [ I
Zoom: 5L  — New Template ‘ Update | | '
‘| | |
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Figure 3-29. Design Workspace

2. Select the device importing or exporting the data.
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Figure 3-30. Design Workspace (Device Selected)
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3. Inthe device tree, right-click the import/export you want to remove.
A pop-up menu displays with a Remove Export from Design option.

y 4-FB107-172

E= ROCLINK 00 - [RTU Network 3 - FB107] o S e S
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DEFRE (2 |& @k a9 | Hiiw | SROAE LE| 2K
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By Network 3 =
“y 1-FEI07
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M Pulse Input I
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Figure 3-31. Remove Export from Design pop-up

4. Select Remove Export from Design. A confirmation message

displays.

ROCLIME 800 -
lel Delete Export item 1 - FB107 - AIN 1, Mode?
Mo ‘

5. Click Yes to remove the import/export from the network design.
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Figure 3-32. Export Removed

6. Click Download Changes on the design workspace to download the
configuration changes to the affected device.

3.3.5 Color Coding (Design Workspace)

The device name (as shown on the design workspace) is color-coded.

This color-coding provides you with visual feedback about the health of
the devices, imports, and exports.
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Figure 3-33. Device Color Coding

Colors, their meaning, and possible solutions include:

Color Description

Yellow (No Update) One or more of the import values has not been
updated in the last 10 seconds. Double-click on the
device in the design workspace to open up the
Import-Export Values tab. On the Import-Export
Values tab, you can find out which device is
causing the error by looking at the Status column of
the Imports table.

Red (Communication A communication failure occurs when a device fails
Failure) to communicate with the network for one minute.

3.3.6 Pop-up Menus

The device tree and design workspace support several menus you can
access to streamline work.

Device Tree Menu If you right-click a network label in the device tree, the system displays
the following pop-up menu:

Revised December-2015 Commissioning and Designing 3-39



Distributed RTU Network Instruction Manual

Commizsion  Design l [mport-Export Yalues | Import-Export List

r

o 1-F Download Metwork Configuration to ALL Devices
"" 2-FETO7-152
-y 3-FB107-14-2
&g 4-FB107-17-2

Figure 3-34. Pop-up Menu: Network Label

Use this menu to:

Menu Option Description

Download Network Clears the imports and exports currently

Configuration to ALL  defined for the entire network, downloads the

Devices imports and exports defined in the network
configuration to each device, and performs a
warm start on all devices. When you select this
option, the system displays a warning dialog:

ROCLINK 800 l i 'J

@ = "-.I ALL Imports and Exports defined in ALL devices will be cleared and
> 4 re-downloaded.

Do you want te continue?

You must click Yes to proceed.

Note: If a device label on the design workspace
contains an asterisk (*), ROCLINK 800 does
not allow you to perform this action and
displays a warning dialog:

- -
ROCLINK 800 e

I_o:l You must first download pending changes then try again.

Click OK to close this dialog. Then either
select Download Changes to save any
pending changes to the affected devices
(this action saves any changes you have
made to the network and updates the
network configuration) or close the RTU
Network screen completely before retrying
the download. (This action discards any
changes and preserves your current network
configuration.)
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Device Label Menu

If you right-click a device label in the device tree, the system displays
the following pop-up menu:

Cammizzion DESigr‘ll Imp-:urt-E:-:pDrt"»-"aluesl Import-E sport List]

=gy Metwork 3
- Hg 1. FB107

]2 - FE107 -

3-FB107 -1
4-FBA07 -1

Remowve Device from Design
Refresh Device Tree

Download Metwork Configuration to Device

|

Figure 3-35. Pop-up Menu: Device Label

Use this menu to:

Menu Option

Description

Remove Device from
Design

Removes the selected device from the design
workspace. To prevent accidental removals and to
alert you of the interconnection of a device in the
network, the system displays a warning dialog:

-
ROCLINK 800

‘_0_! Delete Device 2 - FB107 - 15-2 and ALL of its imports and exports?

You must click Yes to proceed.

Refresh Device Tree

Refreshes the content and available parameters of
the selected device. This is useful if you make any
changes to a device, such as installing new
modules or user programs.

Download Network
Configuration to
Device

Clears the imports and exports currently defined for
the device, downloads the imports and exports
configuration defined in the network configuration,
and performs a warm start on the updated devices.
This is useful when replacing a device on the
network.

When you select this option, the system displays a
warning dialog.

ROCLINK 800

‘."'_"‘.‘ Imports and Exports defined in the device will be cleared.
W' Imports and Exports defined for the device will be re-downloaded.

Do you want to continue?

You must answer Yes to continue. After
“refreshing” the device’s configuration, the system
warm starts the device.
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Menu Option Description

Note: If a device label on the design workspace
contains an asterisk, ROCLINK 800 does
not allow you to perform this action and
displays a warning dialog:

ROCLINK 800 ==

|0I You must first download pending changes then try again.

Click OK to close this dialog. Then either
select Download Changes to save any
pending changes to the affected devices
(this action saves any changes you have
made to the network and updates the
network configuration) or close the RTU
Network screen completely before retrying
the download (this action discards any
changes and preserves your current network
configuration).

Design Workspace If you right-click a device in the design workspace, the system displays
Menu the following pop-up menu:

2 -FB107

Remove Device From Design

Identify Device

Connect To Device

Figure 3-36. Pop-up Menu: Design Workspace

Use these menu options on the design workspace to remotely initiate a
ROCLINK connection with a node, identify which device is associated
with a label on the workspace, or remove a device from the network

design.

Menu Option Description

Remove Device from Removes the selected device from the design
Design workspace. To prevent accidental removals and to

alert you of the interconnection of a device in the
network, the system displays a warning dialog:
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Menu Option Description

e ~
ROCLIMNK 200 l A

'el Delete Device 2 - FB107 - 15-2 and ALL of its imports and exports?

Click Yes to proceed.

Identify Device/ Flashes all LEDs on the NRM. This helps you to

Stop Identifying quickly identify a particular NRM on the network.
You must select Stop Identifying to perform any
other function with this NRM.

Note: This option is available only for nodes.

Connect to Device Starts a ROCLINK session that connects directly to
the selected node. This enables you to modify
configuration details in the selected node.

To enable this option, you must enable pass-
through messaging for the selected device using
the Commission tab.

Note: Do not download firmware, program, or
display updates to devices over the RTU
network.

3.3.7 Saving a Network Configuration

As you design your network, you should periodically save it by clicking
the Download Changes button. When you click Download Changes,
ROCLINK 800 downloads the import/export configurations and warm
starts all devices.

To save the network configuration:

1. Select Download Changes when you have made changes to
import/export values for one or more devices and you want to save
those changes to the network configuration file and download those
modifications to the device. The system saves the changes to the
configuration file, applies those changes to the device(s), and
performs a warm start for device(s) with changes. When the process
completes, the system displays a dialog:

ROCLINK 800 e

0' Download COMPLETED.
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2. Click OK. The system removes the asterisks from the labels,
indicating the changes have been saved and downloaded to the
devices.

Note: Itis a good idea to save your device configuration file using File
> Save Configuration. When saving the device configuration for
a NAP, the system saves a copy of the network configuration
along with the device data.

3.3.8 Downloading a Network Configuration

Use this menu option to clear all defined import and export values for
all devices in the entire network, download the import and export
configurations currently defined in the network configuration, and
perform a warm start to all devices. This option is useful if you have a
catastrophic failure of numerous network components, and want to
quickly restore the configuration of an entire network.

1. Right-click the network label in the device tree. The system displays
this menu:

Commizzion  Uesian | Import-Export Yalues | Import-Export List |

|
Download Metwork Configuration to ALL Devices
&y 2- FETITeTEE m
=Yg 3-FB107 - 142
Mg 4-FR107-172

Figure 3-37. Pop-up Menu: Network Label

2. Select this option. The system displays a warning dialog:

ROCLINK 800 —

I.’ = AlL Imports and Exports defined in ALL devices will be cleared and
L - 4 re-downloaded.

Do you want to continue?

LN

3. Click Yes to continue. The system displays a warning dialog:
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WARNING

I—'/"_."-I Output values may change due to a Warm Start after the configuration
‘S is downloaded.

"~ Take appropriate action to prevent impact to field devices.

Do you want to continue?

e

4. Click Yes to continue. The system displays a progress indicator at

the bottom of the design workspace as it downloads values to each
device.

Downloading to device 2 - FB107 - 15-2

. " -
Fonm - =l I (6] [ iAo |

5. After downloading values to all devices, the system warm-starts all

devices and then displays a completion dialog:

-

ROCLINK 200 |
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Note: If a device label on the design workspace contains an asterisk,
ROCLINK 800 does not allow you to perform this action and
displays a warning dialog:

ROCLINK 800 i

I'O'I ¥ou must first download pending changes then try again.

L

Click OK to close this dialog. Then either select Download
Changes to save any pending changes to the affected devices
(this action saves any changes you have made to the network) or
close the RTU Network screen completely before retrying the
download (this action discards any changes and preserves your
current configuration).

3.3.9 Creating a Network Configuration Template (Offline)

One of the design features the Distributed RTU Network provides is the
ability to create a network configuration template when you are not
connected to a device. This is useful when you have one or more
standard network configurations you commonly install.

For example, your organization routinely installs either an 8-node or a
20-node network, depending on the size of the field and the number of
wellheads. To streamline the installation process, your installation
technician can use offline configuration to build a standard template for
the 8-node and the 20-node network and store those templates on the
laptop used for installation.

Notes:

= Remember that network configuration template resides on the
laptop used to configure the network, and not on the NAP or any
component node.

= The template network and the network you are creating must use the
same device (ROCB800 or FB107) as the NAP. You cannot copy a
ROCB800-based network to a FB107-based network (or vice versa).

When the need occurs for a new 8-node network, the technician bench-
configures the network nodes and network access point. After installing
the nodes and network access point in the field, he re-connects to the
NAP and, when prompted, selects the 8-node template as the model for
the new network. He directs the program to discover the eight new
nodes, commissions them by dragging them onto the pre-defined 8-node
network, and then verifies (or modifies) the import and export values.
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To create an offline configuration template:
Start a ROCLINK 800 session, but do not log onto a device.

1. Open (File > Open) a previously saved .800 configuration file for a
network access point.

2. Select the NRM module.

Note: If your NAP is a FB107, you must click Configure to access
the Design tab. If your NAP is a ROC800, the RTU Network

screen opens to the Design tab.

3. Select the Commission tab.

B9 ROCLINK 800 - [RTU Network 25]
T Fle Edt View ROC Configue Meter Utiities Tools Window Help

0 &k 1] Hw i F*O0RE W ?x

Module/Metwork, | Commission|| Desion |

=)
- || &) x

Network Devices Commissioned
[Tag |File Name | Tag | File Name |
Remote Oprtns Crtrk C:\Program Files\ROCLINKSOO\R emote Dprns Critrk_A11
FB107
FB107
Fe107

[l [l

=&

I

Figure 3-38. Commission Tab (Offline Configuration)

Because you are offline, the program changes the names of certain
screen components. The name of the left-hand column is now
Network Devices. Additionally, the buttons under the Network
Devices column are labeled Add Device and Remove Device
(instead of Discover). Finally, the Commissioned column does not
have Auto Scan or Update buttons.

4. Click Add Device. The program opens a Select Configuration Files
window.
5. Double-click the configuration file (.800) for a node. The program

closes the Select Configuration Files window and adds the
configuration file to the list of Network Devices.
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6. Repeat the selection process for each node you want to add to the

B ROCLINK 800 - [RTU Network 25 [E=RECE =)
[ B File Edit View ROC Configure Meter Utilities Tools Window Help - 1o
D& o | & Hw WM S2CQET BE| 28
Module/Metwork  Commission | Design |
Metwork Devices Commissioned
Tag File Name. Tag | File Name |
T |Fe07 C\Progrom Fies\AOCLINKBOONB107 4262 2012101| | |_1_| Femole Oprins Crith_ C:\Program Fies\ROCLINKB00 Femote Opring Critk_AT!
2 |Fe107 C\Progiam Fles\ROCLINKBOOVFB107_A262_2012104| | |2
3 |Fe107 C:\Program Fles\ROCLINKBOOFB107_A2G2_201210-1 3]
4 |Fei07 C:\Program Fles\ROCLINKBOOVFE107_A2G2 2012111 | |4 |
5 |Fe07 C\Program Fies\ROCLINKBOOVE107_AZG2_ 2012111 | |5 |
& |Fe107 C\Program Fies\AOCLINKBOOVE107_A2G2_2012411) | |6 |
7 |FB107 C:\Program Fles\ROCLINKBOOAFB107_A34G2_2012-11- L7]
& |Fe107 C:\Program Fles\ROCLINKBOOVFB107_A34G2 201211 | |8 |
[
Kil
1z
13

| IR

Figure 3-39. Added Devices (Offline Configuration)

Note: In our example above, the NAP originally defined only three
nodes. For our 8-node network template, we add five more
nodes. We define the imports and exports for our template
network later.
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B2 ROCLINK 800 - [RTU Network 25] [E=SEE )
[ file Edt View ROC Configure Meter Utities Tools Window Help &)=
0w | ; @ e AR S 2ORRY BE| 2N \
Module/Network  Commission | Design|
Hetwork Devi C
Tag [ File Name Tag [ File Name
KR "7 | Remote Opitns Crtrk_| C\Program Fiss\AOCLINKBO0 Remote Dprtns Crath_ATI
=] Zret07 € \Program Fies\ROCLINKBOTVFB07_A262_ 20121041
3] WEN [T C\Program Fies\ROCLINKBOUVFE07_A252 2012101
_4 |FBI07 CAProgram Fies\ROCLINKSOOVNFB107_A2G2_2012:10-1
5 [re107 C\Program Fies\ROCLINKBOOWE07_A2G2 2012101
6 |FB107 C\Program Fies\ROCLINKBOOVFR07_A262_2012:11-1
7 |Fe107 C\Program Fies\ROCLINKSOIVFE07_A252 2012111
& [Fet07 C\Program Fies\ROCLINKBOUFE07_A252_2012:11-1
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1
2]
]
Add Devics

T

Figure 3-40. Commissioned Devices (Offline Configuration)

7. Select the Design tab.

8. Drag the added nodes onto the design workspace and define the
exports and imports for each network component.

9. Close the RTU Network screen. A warning displays:

" WARNING e

i = | Changes have been made to the Network Configuration,
L = 4 These changes will be lost if they are not Saved.

Do you want to Save Changes?

Ees No S

%

10. Click Yes to save the changes. The system saves the network
template with a .NCF file extension in the ROCLINKS800 subfolder
on your computer. Network configuration file names are based on
the Network ID and NAP device type. For example, "N58D-V-
Remote Oprtns Cntrlr.ncf" is the configuration file for a network
configured to use Network ID 58 with a ROC800 as the NAP, and
"N42D-V-FB107.ncf" is for a network configured to use Network
ID 42 with a FB107 as the NAP.
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Note: To help identify this template for later use, you might want to

uniquely re-label it (such as N25D-V-ROC-8NodeTemplate.ncf).

3.3.10 Downloading a Network Configuration Template

Use this option to download an existing template stored on your PC.
This option is useful if you have a common network configuration —
with the same hardware configuration — used for multiple networks.

& Caution

Downloading an existing network configuration template clears ALL
defined import and export value for ALL devices in the entire network,
downloads the import and export configurations currently defined in
the network configuration, and performs a warm start to ALL devices.

To download an existing network configuration file template:
1. After configuring the network ID and channel on all devices

belonging to the network, select the Design tab on the network
access point.

2 ROCLINK 800 - [RTU Network 13 - FE107-20]
&% File Edit View ROC Configure Meter Utilities Tools Window Help

0@ =) AT AN e SN Hl2w

Import-Export Values | Import-Export List|

gt Network 13 2
5 1-FB107-20

& New Template | ) Update =
g »

QM=LINE | #23PM

Figure 3-41. Design Tab screen

2. Click New Template. The system displays a warning dialog:
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WARNING 22

i P 1 Downloading a new ternplate will change the complete structure of the
‘Sl RTU netowrk. You will have to recommision devices appropriately and
download all changes, Take appropriate action to prevent impact to

field devices,

Do you want to continue?

Yes ‘ No |

3. Click Yes to continue. The system displays a Select Template File
screen:

BB Select Template File

\J\J [+ Computer » Local Disk (C) » Program Files (6#6) » ROCLINKSOD »

N58D-V-FB107.ncf 2 AM  NCF File 940 KB
N58D-V-Remote Oprtns Cntrir.ncf 3/15/201311:05 AM  NCF File 984 KB

Organize » New folder
B 4 Name Dste modified Type Size
Bl Desktop Displays 1/8/201312:19PM  File folder
i Downloads ROCB00 Error Log Tool 1.1.0.0 1872 File folder
5l Recent Places ROCB00 Log Tool 1 File folder
] N3D-V-FB107.ncf NCF File
i Libraries |_] N3D-V-Remote Oprtns Cntrlr.ncf NCF File
5] Documents |_] N16D-V-Remote Oprtns Cntrlr.ncf 3 NCF File 940 KB
o' Music = || N32D-V-Remote Oprtns Crtrlr.ncf M NCF File 1,076 K8
&= Pictures || N42D-V-FB107.ncf NCF File 952 KB
B Videos |_] N42D-V-Remote Oprtns Cntrlr.ncf AM  NCF File 992 KB

1% Computer
&, Local Disk ()
% Fs (\usmtneo-4¢
2® sjimeca (Vusmtn i
L% rasshare (\lusmt

File name: + | Network Configuration File (.n =

Figure 3-42. Select Template File screen

This screen lists all copies of network configuration files (NCFs)
defined in the ROCLINKS8O00 folder (the default location for these files).

Note: The system names network configuration files based on the
Network ID and NAP device type. For example, N58D-V-
Remote Oprtns Cntrlr.ncf is the configuration file for a network
configured to use Network ID 58 with a ROCB800 as the NAP,
and N42D-V-FB107.ncf is the network configuration file for a
network configured to use Network 1D 42 with an FB107 as the
NAP.

Select a network configuration file and click Open. Remember that the
type of controller (FB107 or ROC800) must match the NAP controller
type in the new network.

4. The system displays a warning dialog:
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(5. RTU Metwork Information |_ &2 |

W arning: vou must complete specific steps after a template download o
enzure proper nebwork, functionality. Click the link below far more information.

Information Help

[~ Do not show again

5. Click OK. The system displays the Design tab showing your new
network configuration:

&2 ROCLINK 800 - [RTU Network 13 - FB107-20] felfa] ==
B File Edit View ROC Configure Meter Utilities Tools Window Help R EE
D@ E| DR S @ E A M S AR Fl2w
Commission  Design | ImportExport Valus | Import£xport List|
1-FBI07-20
Yy
—————Q New Template | Update Download Changes |
4| [ »
JOREEINEN | s29PM

Figure 3-43. Design Workspace screen

Note: Note that the devices show communications failures. You
must re-commission your devices and download all changes
to ensure proper network functionality.

6. Select the Commission tab and click Discover. Once the program
locates all the nodes associated with your new network, click Stop

Discovery.
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2 ROCLINK 800 - [RTU Network 13 - FB107-20] == Eoh =<
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13]
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Figure 3-44. Commissioned screen (with devices)

7. Click and drag a node in the Discovered list on top of a node in the
Commissioned list. The program displays a warning dialog:

"

ROCLINEK 800 £E

f = , Do you want to replace FB107-2
' with FB107-22 7

Yes Mo

Note: The node in the Discovered list and the node in the
Commissioned list must have exactly the same hardware
installed in exactly the same slots to allow proper
configuration of imports and exports.

8. Click Yes. This enables the new node to assume the same export
and import values you defined for the original network. (You can
always change these values later.) When the node is commissioned,
the screen removes the blue highlighting and provides the node’s
device ID:
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2 ROCLINK 800 - [RTU Network 13 - FB107-20] == Eoh =<
9% File Edit View ROC Configure Meter Utilities Tools Window Help - [=][x
DE 2 R A s Fl2w
Commission | Design | ImportExport Valuzs | Import£xport List|
Discovered Cormmissioned
[Tag | Deviceld | Tag Device D | Battery | Signal | Noiss | %Good Pkts | Comm Status | Dev Status | PassThiu] MsgCnt
1 |FB1073 1210628 1 |FB107:20 6510148 | 1256129 25 Good Intearty i
2 |FB107:22 1207999 | 13.26726| 77 | 25 % Good Integriy | Disabled | 0
3 |FBi7E ?
4
5
&
7
&
3
A0
1
a2
13]

Discover | ! Auto Scan

Apple

GR=CINE | 453FM

Figure 3-45. Commissioned Device screen

Note: You must repeat this drag-and-drop process for each device.
Because of the import and export definitions, the program
does not allow a “mass” drag-and-drop.

9. Repeat the drag-and-drop for each device. When you are finished,
the highlighting is gone and each node has a device ID:

2 ROCLINK 800 - [RTU Metwork 13 - FB107-20] felfE ==
9% File Edit View ROC Configure Meter Utilities Tools Window Help N ER
D d = ] S e SRS R 2w
[ Commission] Design| ImportExport Values | ImportExport Lit |
Discovered Commissioned
[Tag | Deviceld | Tag | DevicelD | Battery | Signal | Woise | Good Pkts | Comm Status | Dev Status | PassThiu[ MsgCnt |
1 |FB10720 510748 | 1250673 E3 Good Intearity i
2 |FBi072 1207393 | 1326726 77 | %5 9% Good Integrity  Dissbled | 0
3 |FEI07 21 1210828 | 1330824 | 79 | oF 4% Giood Integrly | Disabled | 0
4
5
&
7
&
3
A0
1
a2
13

Discover | ! Autgsean | Update | Bpply

GRECINEY | 455 FM

Figure 3-46. Commissioned Device screen

10. Select the Design tab, which displays the design workspace and
shows the imports and exports defined for your new network.
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2 ROCLINK 800 - [RTU Network 13 - FB107-20] o[- B[]
B File Edit View ROC Configure Meter Utilities Tools Window Help R EE
= A A e T R N = A
Commission . Desian ] ImportExport Valuzs | Import£xport List|
Bl Network 13 &
1-FB107-20
2-FBI07-22
3-FB107-21
1-FB107-20
¥ ¥
2-FB1072 3-FB1073
fl fl
[, [,
& New Template | Update Download Changes |
4| [ »

Figure 3-47. Design Workspace screen

11. Click Download Changes to save the new network configuration to
the NAP.

12. Right-click the network label in the device tree; the system displays
the following menu:
Commigzion  Uesign | Import-Export Walues | Import-Expart List |
H
: Download Metwork Configuration to ALL Devices
‘ﬂ| 2 - FETOV=Te2
-y 3-FB107 - 14-2
-ty 4-FB107-17-2

13. When you select this option, the system displays a warning dialog:

=
= =

ROCLINK 800

I.-"'_"“-. ALL Imports and Exports defined in ALL devices will be cleared and
Y re-downloaded.

Do you want to continue?

Yes

b

14. Click Yes to continue. The system displays an additional warning
dialog:
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( WARNING s

i Qutput values may change due to a Warm Start after the configuration
¥ is downloaded.
Take appropriate action to prevent impact to field devices.

Do you want to continue?

- A

15. Click Yes to continue. The system displays a progress indicator at
the bottom of the design workspace as it downloads values to each
device.

Downloading to device 2 - FE107 - 15-2

P+ (= r # [ vinaa- |

16. After downloading values to all devices, the system warm starts all
devices and then displays a completion dialog:

ROCLINK 800 [

[0] Download COMPLETED.

L

Note: If a device label on the design workspace contains an
asterisk, ROCLINK 800 does not allow you perform this
action and displays a warning dialog.

r n
ROCLINK 800 (i

|0| You must first download pending changes then try again.

b

Click OK to close this dialog and select Download Changes
to save any pending changes to the affected devices before
attempting to download the network configuration to all
devices.

17. Click OK to complete the process and return to the Design tab.
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Note: At this point you can review the defined imports and exports
and make any adjustments necessary for that particular
network. Remember that you can click the Import-Export
Values tab to quickly review these values for each device.

3.3.11 Copying a Network Configuration (Online)

If you need to install several RTU networks that are fundamentally the
same (that is, they use same controller as a NAP and approximately the
same number of nodes), you can speed the creation process by using an
existing network configuration as a template.

Note: The template network and the network you are creating must
have the same device (ROC800 or FB107) as the NAP. You
cannot copy a ROC800-based network to a FB107-based
network (or vice versa).

1. Save the configuration of the network you want to use as a template.

Note: ROCLINK automatically places a copy of the saved network
configuration into the ROCLINKS800 folder on your
computer. This copy uses the file extension .NCF.

2. Connect to each device on the new network and configure its
Network ID, Channel, and Radio Transmit Power values.

Note: Configure the NAP last.

3. Close the ROCLINK 800 session, and reconnect to the NAP. When
you access the NAP, the program displays a dialog:

Mew Metwork 15 -

" b Do youwant to use an existing Netwark Configuration File
¥ as a template for the design of new Network 157

Yes | i

Note: Click No only if you want to totally recreate the network.

4. Click Yes. The program displays a Select Template File screen:

Revised December-2015 Commissioning and Designing 3-57



Distributed RTU Network Instruction Manual

BB Select Template File [
\J\/ [ » Computer » Local Disk (C5) » Program Files (x86) » ROCLINKBOD » ~ [ 4 |[ searcn re ol
Organize ¥ Mlew folder =~ [0 @

s % Name Date modified Type Size
Bl Desktop Displays File folder
4. Downloads ROCB00 Error Log Tool 1.1.0.0 File folder
=il Recent Places ROCE00 Log Tool File folder
|| N3D-V-FB107.ncf NCF File 1076 KB
4 Libraries || N3D-V-Remote Oprtns Crtrlr.ncf NCF File 1044 KB
_'] Documents | N16D-V-Remote Oprins Cntrlr.ncf NCF File 040 KB
& Music E| || N32D-V-Remote Oprtns Cntrlr.ncf M NCFFile 1,076 KB
=] Pictures. | N42D-V-FB107.ncf NCF File 952 KB
B Videos || N42D-V-Remote Oprtns Cntrlr.ncf A NCFFile 992 KB
|| N58D-V-FB107.ncf AM  NCF File 940 KB
1M Computer || N58D-V-Remote Qprtns Cntrlr.ncf NCF File 984 KB
&, Local Disk (C3)
£ Fs (\usmineo-4¢
Lg# sjmecca (\usmtn
% rasshare [\\usmh
File name: ~ | Network Cenfiguration File (".n +
Cancel

Figure 3-48. Select Template File screen

This screen lists all copies of network configurations (.NCFs)
defined in the ROCLINKS8O00 folder (the default location for
these files).

Note: The system names copies of a network configuration
based on the Network ID and NAP device type. For
example, N58D-V-Remote Oprtns Cntrlr.ncf is the
configuration file for a network configured to use
Network ID 58 with a ROC800 as the NAP, and N42D-V-
FB107.ncf is for a network configured to use Network 1D
42 with a FB107 as the NAP.

Select a network configuration file and click Open. Remember
that the type of controller (FB107 or ROC800) must match the
controller in the new network. The program displays the RTU
Network screen, showing the Module/Network tab.
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E= ROCLINK 800 - [RTU Network 15 - FB107-1] = | B
%% File Edit Viev ROC Configure Meter Utilities Tools Window Help _ =[x

R RS BEAC [ N w | SAORR LE 2K
Commission  Desian | Import-Expont Vaues | ImportExport List|

Bl 5
T-FB1071

-y

1-FE107-1

J— -t¢ MNew Template ‘ Update ‘ | =
»

JEREINEY T0azaM

Figure 3-49. Design tab

5. Select the Commission tab.

B= ROCLINK 800 - [RTU Network 15 - FB107-1] | 5

54 File Edit View ROC Configure Meter Utilities Tools Window Help _ =[x

[N " B E (@ E Aa  Miw S EOR |2

! Eommissioni| Desian| ImportExport Values | Impart £xpon List|

Discovered C
[Tag | DevicelD | Tag DeviceID | Baltew | Signal | Noise | %Good Pkts | Comm Status | Dev Status | PassThiu| MsaCrnt |
| 1 |FBig7A 7E0013 | 1281648 ] Good Nolpdale 0
2 |FBiov2 2
3 |FBiO7-3 z
L4
15|
L8|
L7
|8
19
|10
L1
12|
|13
Discaver \ Auto Scan | Update \ Bpply
TORELIREY | 10:44 A0

Figure 3-50. Commission screen

Notice in the Commissioned list that the three FB107 nodes are
highlighted in blue and that the Device ID for each device is a
question mark (?). This indicates that the program has used another
network’s template but the definitions for those nodes are no longer
valid.

6. Click Discover. Once the program locates all the nodes associated
with your new network, click Stop Discovery.
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B= ROCLINK 800 - [RTU Network 15 - FB107-1] (= | ]

% File Edit View ROC Configure Meter Utiliies Tools Window Help NE

D& H|. \ | & | &t = Ml IS AORE WE |28

Commission | Diesign | Impor-Expon Values | ImporExpon List|
Discovered Commissione d
[Tag [ DevicelD Tag | Device ID | Battery | Signal | Noise [ %Good Pkts| Comm Status | Dev Status | PassThiu| MsaCnt |
1 |[FB1073 155580 1 [FBi07A 730013 | 1281648 ] Good Update 0
7 |FB1072 6510148 2 |FBiov2 2
3 |FB107:3 ?
L4
L5
5
L7
18
=l
|10
L
112
113
Discover ) AutgSean | Update | Pl
CRELINEY 1044 a4

Figure 3-51. Commission screen (with Devices)

7. Click and drag a node in the Discovered list on top of a node in the
Commissioned list. The program displays a dialog:

ROCLIMK 800 I : J

f = "-.I Do you want to replace FB107-2
' with FB107-27

L 4

Note: The node in the Discovered list and the node in the
Commissioned list must have exactly the same hardware
installed in exactly the same slots to allow proper
configuration of imports and exports.

8. Click Yes. This enables the new node to assume the same export
and import values you defined for the original network. (You can
always change these values later.) When the node is commissioned,
the screen removes the blue highlighting and provides the node’s
device ID:
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B= ROCLINK 800 - [RTU Network 15 - FE107-1] =
&% File Edit View ROC Configure Meter Utilties Tools Window Help _&]x
D |- ek W [ F2 QS R 2?28
Commissian | Desian| ImportExport Values| ImportE xport List|
Discovered Commissioned
[Tag [ Device ID Tag | DevicelD | Battery | Signal | Noise [ #Good Pkts | Comm Status | Dev Status | PassThiu[ MsaCnt |
1 |FBi073 155580 1 |FEio7 730013 | 1282428 0 Gioon Nolpdate 0
2 |Fe1072 6510148 | 1243318 | 90 | 32 100 Good Good | Disabled | 0
3 |Faio73 ?
L4
L9l
161
L7
L8l
131
|10}
1y
112}
1131
Discover | ! Auggean | Update | Apply
GINEEIREN | 104544

Figure 3-52. Commission Device screen (1)

Note: You must repeat the drag-and-drop for each device. Because
of the import and export definitions, the program does not
allow a “mass” drag-and-drop.

9. Repeat the drag-and-drop for each device. Because of the import and

export definitions, the program does not allow a “mass” drag-and-
drop. When you are finished, the highlighting is gone and each node
has a device ID:

B= ROCLINK 800 - [RTU Network 15 - FB107-1] =

9 File Edit View ROC Configure Meter Utilities Tools Window Help _=]x

OD=d L | & | | e (S AR R 2R

Commission | Design | Impont Export Values | ImportExpor List]

Discovered Commissioned
[Tag | DevicelD | Tag | DevicelD | Battery | Signal | Noise | %Good Pkis | Comm Status | Dev Staus | PassThiu] MsaCnt |

1 |Fetom [EEMBEESER @ Giood Good o
2 |Fetor2 E510145 | 1245657 | &3 | 23 100 Giood Good | Dissbled | 0
3 |Fe1073 155580 | 1393441 90 | 23 E Giood Good | Disbled | 0
4
5
5
7
8
N
o
Ay
12
13

Discower | Autg Scan FA L

¢ Dppl

BRENINEY 1055aM

Figure 3-53. Commission Device screen (2)
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10. Select the Design tab, which displays the design workspace and

shows the imports and exports defined for your new network.

BB ROCLINK 800 - [RTU Network 15 - FB107-1] [E=REER =

B File Edit View ROC Configure Meter Utilities Tools Window Help -=lx

D& d = W | 5RO AR WE| 28

jssion | swgnj ImportEsport Values | Import-Export List|

g Network 15 =
g 1-FBI1071
-y 2.FB1072
g 3-FEI07-3

1-FB107-1

¥ ¥

2 -FEI07-2 3-FRI073
rI

o SERIONE]|

1
| =o=—] ===

—a Hew Template | Update

- d [Nz
. [ ;H

CIREEINEY | 10:53 &M

Figure 3-54. Design Workspace

11. Click Download Changes to save the new network configuration

and download the import/export definitions into the NAP and nodes.

Note: At this point you can review the defined imports/exports and
make any adjustments necessary for this particular network.
Remember that you can click the Import-Export Values tab
to quickly review these values for each device.

Repeat this process as necessary to create the networks you need.

3.3.12 Restoring a Single Device Configuration

You can restore the input and output configurations for a single device
on your network. This is useful if a device experiences a hardware
failure or you completely replace the device.

To restore the configuration of a single device:

1.

Verify the device being restored is configured with the correct
Network 1D and channel.

Connect to the NAP using ROCLINK 800.
Open the RTU Network screen and select the Design tab.

Right-click the device label in the device tree of the device you wish
to restore. The system displays the following menu:
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Commigzion Design] Impn:nrt-E:-:pn:nrt‘-.faIues] Irpart-E wport Listi

Eﬁga M etwark, 3

g 1 - FE107
*ﬂl 3. FB11 Remowve Device from Design
=g 4-FE1

l Refresh Device Tree

G Downlead Metwork Configuration to Device

Figure 3-55. Pop-up Menu: Device Tree

5. Select Download Network Configuration to Device. The system
displays a warning dialog:

ROCLINK 800 -

I.-"'_-"-.I Imports and Exports defined in the device will be cleared.
&Y' Imports and Exports defined for the device will be re-downloaded.

Do you want to continue?

Yes MNo ]
6. Click Yes to continue, The system displays a warning dialog:
rW.&RN[NG l""‘"'r

-

f 1 Output values may change due to a Warm Start after the configuration
‘S’ is downloaded.
Take appropriate action to prevent impact to field devices,

Do you want to continue?

e

7. Click Yes to continue. The system displays a progress indicator at
the bottom of the design workspace as it restores values to each
device.

Proceszing Device Data..

Zoam : '&{ JI '&{ Update |

8. After downloading values to all devices, the system warm starts all
devices and then displays a completion dialog:
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ROCLINK 800 )

'_0_' Download COMPLETED.

Note: If a device label on the design workspace contains an asterisk,
ROCLINK 800 does not allow you to perform this action, and
displays a warning dialog:

i~ ™
ROCLINK 800 s

'_o_l You must first download pending changes then try again.

Click OK to close this dialog. Then either select Download
Changes to save any pending changes to the affected devices
(this action saves any changes you have made to the network) or
close the RTU Network screen completely before retrying the
download (this action discards any changes and preserves your
current configuration).

3.3.13 Restoring an Entire Network Configuration

You can restore the entire network to a previously saved state. The
system saves the network configuration file as part of the device
configuration file (.800) when you save the configuration of the NAP
(File>Save Configuration). You can use this file to restore all
input/output configurations for all devices on the network.

1. Connect to each node using ROCLINK 800 and verify all devices
are configured with the correct Network ID and channel.

2. Connect to the NAP using ROCLINK 800.

3. Select File>Download to load the previously saved configuration
file (.800) that contains the correct network configuration.

4. Click Select All to select all points in the configuration file to be
downloaded.

5. Click Download to begin downloading the configuration to the
device.

6. Select Close when the download completes.
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Select the NRM module and click Configure. The RTU Network

displays showing the Design tab.

8. Right-click

the network label in the device tree. The system displays

the following menu:

Commizzion Design] Imp-:urt-E:-cpl:urt"-.J'aIuesl [mport-Esport List]

|
Download Metwork Configuration to ALL Devices

.-y ZTFETOTT1S2
-ty 3-FE107 - 14-2
&g 4-FE107-17-2

Figure 3-56. Pop-up Menu: Network

9. Select this option. The system displays a warning dialog:

F

ROCLIME 800 ——

0

k= 4

" re-downloaded.

ALL Imports and Exports defined in ALL devices will be cleared and

Do you want to continue?

b

10. Click Yes to continue. The system displays a warning dialog:

WARNING

e o
|
k.

\ Output values may change due to a Warm 5tart after the configuration
" is downloaded.

Take appropriate action to prevent impact to field devices.

Do you want to continue?

e

11. -Click Yes
the bottom
device.

to continue. The system displays a progress indicator at
of the design workspace as it restores values to each

Downloading to

device 2 - FB107 - 15-2
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12. After downloading values to all devices, the system warm starts all

devices and then displays a completion dialog:

-

ROCLINK 800

_

njﬂ] Download COMPLETED.

Ok

L%

A

Note: If a device label on the design workspace contains an asterisk,
ROCLINK 800 does not allow you to perform this action, and

displays a warning dialog:

ROCLINK 800

E=)

'0' You must first download pending changes then try again.

L%

4

Click OK to close this dialog. Then either select Download
Changes to save any pending changes to the affected devices
(this action saves any changes you have made to the network) or
close the RTU Network screen completely before retrying the
download (this action discards any changes and preserves your

current configuration).
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3.4 Import-Export Values Tab

Note: If your network access point is a FB107, click Configure and
then select the Import-Export Values tab to access this screen.
If your network access point is a ROC800, select the Import-
Export Values tab.

This screen provides a read-only table that lists the current import and
export values for a selected device (either node or NAP). The system
updates these real-time values whenever you display this screen.

Notes:

= |If the connected device is configured as a node, the Device drop-
down list only contains the currently connected device. If the
connected device is configured as a NAP, the Device drop-down
list contains every device on the network.

= All Import/Export configuration is done on the design tab. You
cannot change the values on this tab.

B2 ROCLINK 800 - [RTU Network 3 - FB107] [E=EE] o=
f"}i File Edit View ROC Configure Meter Utilities Tools Window Help ==
= = 2 SR A s = L gl 28

Enmm\ssiﬂn] Design § S] Impart-Expart List]
Device: |1-FB107 hd
Imports Exports
Impart From Device [Impart Paint [Forward TLP | Walug]  Status | Export To Device | Export Point | Valug|
1 [2-FB107 -15-2 AIM 1, Filter 3o Good 2-FB107 - 152 A0U 1, EU Yalue oo
_2 |2-FB107-152 |AIN T, Adiusted A/D 0% | 98170 Good 3-FB107-14-2 A0U 1, EU Value | 0.0
_3 |2-FB107-15-2 | &IM 1, Adiusted A/D 100% | 280830 Good 4-FB107 - 172 AOU 1, EU Walue | oo
_4 [2-FB107 -15-2 AIM 1, High Reading ELI 752.0 Good
_5 [2-FB1O7-15-2 | &IM 1. Low Reading EU | -40.0 Good
_E [2-FB107-15-2 | 40U 1, EU Malue | [ull] Good
_7 |2-FB107 -15-2 AN 1, Alarm Code 1280 Good
_8 [2-FBIO7-15-2 | &IM 1, Raw 440 Input | 10800 Good
_9|2-FB107-15-2 [ &IN 1, Actual Scan Time | 200 Good
_10)3-FB107 - 14-2 | &N 1, Fiter | 3p Good
11 [3-FB1O07 -14-2 | &M 1, Adiusted A/D 0% | SEI70 Good
12 [3-FB107 - 14-2 | &M 1, Adusted A/D 100% | 280330 Good
13| 3-FB107- 142 | 41N 1, High Reading EU | 7520]  Good
14 [3-FB107 -14-2 | &M 1, Low Reading EL | -40.0 Good
15 [3-FB107 - 14-2 AN 1, Mode [ull] Good
16 [3-FB107 -14-2 | &IN 1. Alam Code | oo Good
17 [3-FB107 -14-2 | &IM 1, Raw 440 Input | 112740 Good
18 |3-FB107 -14-2 AN 1, Actual Scan Time 20.0 Good
19 [4-FB107-17-2 |&IN T, Fiter |30 Good
20 [4-FB107-17-2 [ 4IM 1, Adiusted A/D 0% | SE170 Good
21 [4-FBI07-17-2 AN 1, Adjusted £/D 100% 28093.0 Good
22 [4-FB107-17-2 | &IM 1. High Reading EU | 752.0 Good
23 [4-FB107-17-2 | &IM 1, Low Reading EL | -40.0 Good
24 [4-FBI07 -17-2 AN 1, Mode 1280 Good
25 [4-FB1O7-17-2 | &IM 1. Alam Code | 128.0 Good
26 |4-FB107-17-2 | &M 1, Raw 440 Input | 10840 Good
27 [4-FBIO7 -17-2 AN 1, Actual Scan Time 200 Good
Auto Scan | Update
OREEINET 112184

Figure 3-57. Import-Export Values screen

If you have selected a device on the design workspace, this screen opens
displaying the values for that device. If you have not selected a device
on the design workspace, this screen opens displaying the values for the
NAP.
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Note: You can also access this screen by double-clicking on a device
on the design workspace.

Field Description

Device Click ¥ to select a device on your network and
display all import and export configurations for the
selected device.

Imports This read-only table shows all data points being
imported to the selected device. The table includes:

Import From Shows the device description

Device from which the import data is
originating. The description is
comprised of a number (the
device location in the table on the
Commission tab) and the device
tag.

Import Point Shows the data point in the
source device that is being
imported to the selected device.

Forward TLP Shows the TLP to which the
imported data is being forwarded.

Value Shows the current value of the
import data point.

Status Shows the current condition of
the import data point. Valid
values are:

Good The import data point
condition is good.

No The selected device

Update has failed to return a
value for the import
during the previous 10
seconds.

Point The data point is

Alarm  currently reporting an
active alarm (for
example, an analog
input is reporting a low

alarm).
Point The hardware of the
Fail source device is
reporting a
malfunction.

Exports This read-only table shows all data points being
exported from the selected device. The table
includes:

Export to Shows the device description for
Device to which the export is being sent.

The description consists of a
number (the device location in
the table on the Commission tab)
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Field Description

and the device tag.

Export Point Shows the data point being
exported to the selected device.

Value Shows the current value of the
export data point.

Auto Scan Click to begin a real-time once-per-second
continual update of the displayed values. The
update continues until you click Stop Scan. During
Auto Scan you cannot select another device.

Update Click to immediately update the display to the
values obtained in the last once-per-period system
scan.
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3.5 Import-Export List Tab

Note: If your network access point is a FB107, click Configure and
then select the Import-Export List tab to access this screen. If
your network access point is a ROC800, select the Import-
Export List tab.

This screen is a table that lists the assigned import and export values for
all devices in the network (either node or NAP). You cannot change
these values.

Notes:
= This tab is only available through the Network Access Point.

= All Import/Export configuration is done on the Design tab. You
cannot change the values on this tab.

B= ROCLINK 800 - [RTU Network 58 - FB107] | 5 e
ﬂ‘.‘ﬂ File Edit View ROC Configure Meter Utilities Tools Window Help — & =
Ded &+ 2R S| & x|« W e S AORE LB 2R

3|

Commission] Design1 Impont-E sport Values

Source Export TLP | Export Tag 8} Forward TLP nable Fault alue

1 A0U 1, EL 2 ] il | ed 0
2 |1-FBI07 415 ADUALEU | 3-FBI07 Disabled 0l
3 |1-FBIO7 416 AOU1LEU 4-FB107 Disabled aj
4 |2- Femate Dprtns Criile 3116 AN 1, ALA 1-FB107 Disabled 0
5 |2 - Femate Dprtns Crtle 3117 AN 1, CUR 1-FB107 Disabled 0
G |2 - Femate Oprtns Criile 3118 AN 1, SCA 1-FB107 Dizabled 0
7 |2- Femate Oprtns Crile 313 AN 1, FIL 1-FB107 Dizabled 0
& |2- Femate Oprtns Crbile 314 AN 1, MIM 1-FB107 Dizabled 0
9 |2 - Femate Dprtns Criile 315 AlM T, bae 1-FB107 Digabled 0
10 | 2 - Femate Oprtns Criile 316 AlM T, MIM 1-FB107 Digabled 0
11 |2 - Femate Oprtns Crile 317 AlM T, bae 1-FB107 Digabled 0
12 | 2 - Remote Oprtns Critrr 418 A0U 1 EU 1-FB107 Dizabled 0|
13 [3-FB107 315 [AIN1,MOD 1-FB107 Digabled 0]
14 [3-FB107 3106 AN, ALA 1-FB107 Digabled 0]
15 [3-FB107 3117 JAIN1.CUR 1-FB107 Disabled 0]
16 [3-FB107 3118 AN, SCA 1-FB107 Disabled 0]
17 [3-FB107 313 AN 1L FIL 1-FB107 Disabled 0]
18 [3-FB107 314 AIM 1, MIN 1-FB107 Disabled 0]
| 19[3-FB107 315 AIN 1, MaX 1-FB107 Disabled 0]
| 20 |3-FB107 318 AIM 1, MIN 1-FB107 Disabled 0]
21 [3-FB107 317 AIN T, MAK 1-FB107 Disabled 1)
| 22 |4-FB107 3115 JAIN1,MOD 1-FB107 Disabled 1)
| 23 [4-FB107 3116 AINT ALA 1-FB107 Disabled 1)
24 |4-FBI07 3117 JAINALCUR 1-FB107 Disabled 0l
| 25 |4-FBI07 3118 AN, SCA 1-FB107 Disabled 0l
| 26 |4-FBIO7 313 AN, FIL 1-FB107 Disabled 0l
| 27 |4-FB107 314 AN 1, MIN 1-FB107 Disabled 0]
| 28 |4-FB107 315 AN 1, Max 1-FB107 Disabled 0]
29 |4-FB107 318 AN 1, MIN 1-FB107 Disabled 0]
30 |4-FBI07 317 AN 1, Mak 1-FB107 Disabled ]

f* Sort by Source Device " Sort by Destination Device B ]

JOREEINEY | 10354M

Figure 3-58. Import-Export List Tab
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Field Description

Source This read-only field shows the device originating
the import data. The description consists of a
number (the device location in the table on the
Commission tab) and the device tag.

Export TLP This read-only field shows the data point of the
import in the originating device.

Export Tag This read-only field shows the name associated
with the data point of the import in the originating
device.

Destination This read-only field shows to which device the

import data is being sent. The description contains
a number (the location of the device in the table on
the Commission tab) and the device tag.

Forward TLP This read-only field shows the TLP to which the
import data is sent.

Fault Enable This read-only field shows if a fault value has been
enabled for the selected export. If enabled and a
point failure occurs, the system uses this value set
in the Fault Value field for the selected export

value.
Fault Value This read-only field shows the user-entered value
for the selected export.
Sort by Source Select to sort the table according to the source
Device device of the exported data.
Source by Select to sort the table according to the destination
Destination Device device of the exported data.
Print Preview Click to print the list or export it to a file. When the

Print Preview screen appears, click Print to send
the list to a printer. You may also set the PDF,
Excel, Txt, HTML or RTF buttons to export the list
as a file in those formats.

Auto Scan Click to begin a real-time once-per-second
continual update of the displayed values. The
update continues until you click Stop Scan. During
Auto Scan you cannot select another device.

Update Click to immediately update the display to the
values obtained in the last once-per-second system
scan.

Creating this template allows the technician to quickly configure a
network based on a standardized format. Of course, the technician can
remove or add imports and exports based on the specific requirements
for the individual network, but using a network template speeds the
initial installation process.
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Chapter 4 — Troubleshooting

This chapter provides techniques and procedures you can use to resolve
challenges with your Distributed RTU network.

Note: Because the structure of any particular DRN is tailored to your
specific geographic site, we can only present an idealized model
of a DRN and use it to explain the processes of installing,
configuring, and commissioning. Consult with your Remote
Automation Solutions representative to determine the optimal
configuration for your particular site.

In This Chapter

4.1 Planning the NetWOrK........coooiiiiiiiii e 4-1
4.1.1 Case 1: 21-Node NetWOrK .........ccooiiiiiiiiiiiiiiiiiiieeee e 4-1
4.1.2 Case 2: Multi-well Pad with one Node per Eight Wells............... 4-2
4.1.3 Mapping the NetWOrK ...........ceoeiiiiiiiiiiiie e 4-3
414 SYSIEM SECUNLY ..eveeiiieiiiiiiiiiiee ettt a e 4-4
4.2 Configuring NOGES ......ueviieeiiiiiiiiiee s e e e e e e s sarrerrr e e e e e 4-5
4.2.1 Configuring a ROC800 or FB107 as a Node..........cccccceevvuvvvnnnnn. 4-7
4.3 Field INStAllAtioN ........c..veiiiiiiiieiice e 4-8
4.4 Calculating Power ReqQUIrEMENES ........cccuvvrieieeeeeiciiieee e e e ceivineee e e 4-8
4.5 Removing a Node from the Network ........cccccceeviiiiiieeiee e 4-10

4.1 Planning the Network

41.1

You can install the DRN either with a maximum of 12 nodes or with a
maximum of 24 nodes. Which version you install is based on how you
anticipate data should flow through the network.

Review Figure 2-1 and Figure 2-2. Both show the same physical
wellpad structure configured in two different ways.

Case 1: 21-Node Network

Figure 2-1 shows a 16-well pad with one node per well. Each separator
(with its own meter run and flow value) is wired to its own flow
computer (a ROC800 or FB107). Each flow computer has an installed
Radio Network module (NRM). An additional node provides data from
the storage tanks. Using 21 nodes, this network also shows the network
access point (NAP), peer-to-peer, many-to-one, and one-to-many data
relationships (which you define when you configure the network).

1. Network access point (NAP): Field Tools permits access and storage
of configuration data from all the DRN nodes.

2. Many-to-one data flow: a single node can receive data from multiple
nodes in the network at each update period. Information from the
individual production wells flows to the RTU.

Revised December-2015
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3. Peer-to-peer network: any node can receive or send data to any
other node in the network without passing through the Network
Access Point. Information flows between RTUSs.

4. One-to-many data flow: one node within the network can send data
to multiple other nodes each update period. Information from the
storage tanks flows to each RTU.

Per separator: 4 meter runs, 4 flow valves Tanks

16 production wells, each with its own network node

Network access point (NAP)
Many-to-one data flow
Peer-to-peer network
One-to-many data flow

Figure 4-1. 21-Node Network: Multi-well Pad with One Node per Well

A WN P

4.1.2 Case 2: Multi-well Pad with one Node per Eight Wells

Figure 4-2 shows the same physical well pad as in Figure 4-1 but
structured as a 7-node network. In this case a node acquires data from
eight wells (grouped as a pit). Each node then communicates with two
RTUs.
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Per separator: 4 meter runs, 4 flow valves Tanks
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16 production wells, each with its own network node; 8 wells per pit
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SO

1 Network access point (NAP)
2 Many-to-one data flow

3 Peer-to-peer network

4 One-to-many data flow

Figure 4-2. 7-Node Network: Multi-well Pad with One Node per Eight Wells

4.1.3 Mapping the Network

By mapping out your network before you install any nodes, you can
anticipate and resolve potential issues (such as locations which might
need an antenna mast, placement of solar panels, and so on) as well as
streamline the actual installation process. As Figures 4-1 and 4-2 show,
the DRN is flexible enough to accommodate a variety of physical
configurations. Additionally, you can add and field-configure nodes
(within the limitations for your chosen DRN size) as your data needs
change, as well as change how data flows through the network.

Note: For further information on power requirements, refer to the
product data sheets FB107:DRN, FB107:NRM, or
ROCB800:NRM. For further information on how to optimally
locate nodes for maximum communication, refer to Appendix B,
Optimizing Wireless Communications.
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4.1.4  System Security

ROCLINK —|

You want a SCADA system to transparently access all the nodes in your
network. Alternately, you may want to restrict access if technicians need
to service individual nodes. The Distributed RTU Network can provide
both the transparency and the restrictions you require, and you can
change these settings as your requirements change. Figure 4-3 presents
a simple usage scenario.

LOI Port Security Enabled

» LOI

Access Point RTU NRM

Comm

SCADA J

A -
o2

Comm 2 Port Security Disabled

Security bypassed for any
messages originating from
Comm 2

Security enabled for any
messages originating from
LOI

NRM NRM
Remote Node A Comm Remote Node B Comm
3 3
Comm 3 Port Security Enabled Comm 3 Port Security Enabled

User Name =JOE
Password = 1234
Address = 2
Group=1

User Name = DAV
Password = 5678
Address =3
Group=1

Figure 4-3. DRN Security

In this scenario, the SCADA system uses the Comm2 port, for which
security has been disabled. Any messages from Comm2 pass
immediately to the nodes and vice versa.

On the other hand, a technician connects to the NAP using the LOI, for
which User ID level-security has been enabled. Similar, each node also
has User ID level-security enabled. For Node A, the correct User
ID/password is JOE/1234. For Node B, the correct User ID/password is
DAV/5678.

This arrangement permits technician JOE (using the “Connect to
Device” option) to log onto Node A with secure over-the-air access. If
JOE tries to access Node B using JOE/1234, Node B rejects the attempt.
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Defining
Accesses

Only technician DAV using password 5678 can successfully access
Node B.

Note: Remember that the position of the NRM dictates the comm port
used. Placing the NRM in slot 1 activates Comm3; placing the
NRM in slot 2 activates Comm2. This example assumes the
NRM is placed in slot 1 of the nodes.

You define these communication port-based security settings using the
Device Security screen in ROCLINK 800.

Select ROC > Security on the ROCLINK toolbar to display the Device
Security screen:

Device Security { X
Operator ID| PasswnrdlAccess‘ Tlmenutl LCD Elnl User List 1 | Lser List 2| User List 3| User List 4| Std Lists ‘ SECUTIIU (il User I User Access
Lol BT Wiew Drly| View Ornly| View Orly| View Only| View Orly| | Disabled & 2om 0 0 e

JOE

Security on COM1
- o User ID User Access
@ Disabled g\ bied  Level Enabled

Security on COM2
= Usger ID User Access
@ Disabled € g obed © Level Enabled

==Y O] 1 P | S RN

0 Security on COM3

g 5 WserID User Access
T £ Disabled & Erbied " Level Enaled
12
13 Security on LCD

o Uger ID User Access
14 @ Disabled " £ bied " Level Enabled
15
16
Update | ¥ 0K | X Cancel | ! apoy |

Figure 4-4. Device Security (FB107)

Select the User 1D Enabled option for the appropriate communication s
port, define the technician’s ID and password, and click Apply.

4.2 Configuring Nodes

Once you have determined the size of your DRN, assemble your nodes.
You need to configure each node individually with four pieces of
network-specific information: Network ID, Channel, Radio Transmit
Power, and whether the node is a network access point.

Note: Although you can field-configure nodes, it may be easier to
perform the configuration on a bench or other protected location.

To configure a node, you need a PC running ROCLINK 800 (Version
2.10 or higher). Connect to the node using the LOI port and start
ROCLINK. Once ROCLINK starts, click on the Network Radio module
to display the NRM configuration screens. Select the Network tab to
display the network configuration values:
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General |

. Devices within the same network, must have
Network 10 : |37 the zame Metwark D and Channel.

Channel : |13 - Devices in adjacent networks must have a
different Metwark |0 and a different Channel.

Encroption Type : |256 Bit

Radia Transmit Power : |0 dBm 1 it

Stale Data Timeout : |10 zec
] Configure
Metwark &ccess Point : [

SLOT 2 - Network Radio Module AutgScan | (2] Update | ! apply

Figure 4-5. Node Configuration Screen

Complete the following fields:

Field Description

Network 1D Enter a valid Network ID (between 0 and 255). The
network 1D identifies all the devices (nodes and
network access point) belonging to that network, so
all devices on a network must have the same
network ID.

Channel Enter a valid channel (between 0 and 14). As with
the network ID, all devices belonging to the same
network must have the same channel.

Encryption Type This display-only field shows the encryption type
of the on-board radio. Valid values are none or 256
bit.

Radio Transmit Power Indicates, in decibels of measured power, the
relative strength of the radio signal for this node.
Although all nodes in a network typically have the
same value for this field, you can adjust this value
to “boost” the signal for nodes in more remote or
less-than-optimal situations.

The system calculates the draw in mW and
completes this field based on the value you enter.

Note: The higher the value in this field, the more
power the node draws from its battery when
it transmits data.

Network Access Point  Leave this check box blank for nodes.

Configure Click to apply the indicated values to the node.

Duplicating Node If you have a number of nodes in the same network to configure, you
Configurations can define one node, copy the .800 configuration file from that node, and
then install that file into other nodes.

To mass-configure nodes:
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1. Select File > Save Configuration from the ROCLINK menu.

2. Save the .800 file. (Use a filename such as “Node_Config” to
uniquely identify the .800 file.)

3. Attach to the LOI port on the next node.

4. Select File > Download and select the name of the .800 file from
step 2.

5. Click Open. ROCLINK copies the indicated configuration file into
the new node.

6. Repeat until all nodes are configured.

Addressing All devices in a Distributed RTU Network must belong to the same
Nodes group. Additionally each device in a network must have its own unique
address. (Essentially, the group number identifies the network “family,”
while the address is the individual device’s “given” name.)
To check the group and address for a device, select ROC >
Information from the ROCLINK 800 menu bar. The Device
Information screen displays.

Devi D[S Device Information D |
[ General] Points| OtherInfomation| Revision rfo |
StalionMame: [FB107 Device Twpe: 107
Station Name : [Remote Optns Crtk~ Device Type - [ROCE00 Series2 Belhess F
Addess [ Group B Units
Group: N <+ ConractHow: [0 [ Force Endof Day U O Meric

FST Evecution: [0 Instiuctions Per Cycle
Lagical Compatibiity Mode =

" 16-Points Per Module
@ &-Points Per Module

Double Precision Accumulators

Rallover Value : |1000000000000.0

[ pdate | ¥ 0k | X cancel | | sepy

[ Update | ¥ 0k | ¥ cancel | ! appy |

Figure 4-6. Device Information Screen (ROC800 and FB107)

As shown in Figure 4-6, the NAP (here, a ROC800) and the node share
group 2; the NAP uses address 1 and the node uses address 2.

4.2.1 Configuring a ROCB800 or FB107 as a Node

If required for your organization’s data needs, you can install a Network
Radio module in a ROCB800 or FB107 already in the field and define
that ROC800 or FB107 as a node in a network.

Note: You must install the NRM in a communications slot on the
ROCB800 (slot 1, 2, or 3) or FB107 (slot 1 or 2).

Connect a laptop to the LOI port on the ROC800 or FB107 and start
ROCLINK 800. Click on the image of the NRM to begin the
configuration process. As shown in Figure 4-5, use the Network tab for
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4.3 Field Installation

a FB107. For a ROC800, the configuration information appears on the
Module/Network tab.

Provide the same information (Network 1D, channel, and Radio
Transmit Power) as for any other node on the same network. Click
Apply to save the network configuration values to the NRM.

Once you have configured all nodes, you can perform the field
installation. Refer to the site map you have prepared indicating the
location of all nodes, as well as power requirements (DC, battery, or
solar panels).

Bench-configure the individual nodes with ROCLINK 800, identifying
the Network ID, Channel, Radio Transmit Power, and yes/no to
Network Access Point. Attach to the LOI port on node, start ROCLINK
800, and access the Module/Network tab.

4.4 Calculating Power Requirements

Because you place the Distributed RTU Network in an isolated
environment, device autonomy — how long a device can function solely
on either battery or solar power — is an essential operational concern.

A Caution

Temperature and other environmental conditions can affect how a
battery or solar panel functions. Adjust any autonomy requirements
and calculations based on site conditions.

Table 4-1assumes a typical FloBoss 107 Distributed RTU Network
bundle: a four-slot FB107 chassis loaded with a Distributed RTU
Network CPU (non-isolated with on-board 1/0) and a Network Radio
module.

Table 4-1. Module Power Information

Base Idle Max Active Loading Module Power
Slot Module Description (No Load) (Full Load) Factor in mw
0 CPU Non-isolated with I/O 396 mW 476 mwW 100% 476
la Network Radio Module 288 mW 720 mwW 100% 720
(non-encrypted)
1b Network Radio Module 398 mWw 1152 mwW 100% 1152
(encrypted)
2 empty -~ - -
empty -- - -
Totals (with unencrypted NRM) 684 mW 1196 mwW 100% 1196
Totals (with encrypted NRM) 794 mW 1628 mwW 100% 1628
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Note: If you choose to install additional modules (such as a 6-point I/O
module), refer to Determining Power Consumption in Chapter 3
of the FloBoss 107 Flow Manager Instruction Manual (part
D301232X02) for additional power requirements.

Following is the worksheet to determine power requirements:

Table 4-2. Blank Power Consumption Worksheet

Power

[A] Field Power (mW)
[B ] Total Power

Voltage

Current

Input Voltage (V dc)

System Current mA

Communications mA (Average)

Total Current mA on Power System ---- @
Miscellaneous

Battery Voltage

Battery Capacity Amp/Hour

Depth of Discharge

Available Hours

Days of Autonomy

A  Field Power is sum of the active load values for all modules

[vs}

Total Power is the maximum active load of all modules at all times.

C Voltage indicates the input voltage of the power source (in this case, typically a 12 Vdc
battery)

D Total Current mA on Power System represents the Total Power value (B) divided by
the Voltage value (C), expressed as mA.

Note: When applicable, this value would also take into consideration any external current
through communications devices.

E Miscellaneous represents several components:

Battery Voltage A given value from the battery manufacturer

Battery Capacity A given value in Amp/Hr from the battery manufacturer

Depth of Discharge Maximum percentage of discharge for the battery

Available Hours Number of hours the unit can be powered without external
charging of the power system. This value is the battery capacity (in
Amp/Hrs) divided by the Total Current mA on Power System
value.

Days of Autonomy Available hours divided by 24.

Using the values presented in Table 2-1 for an unencrypted module, the
completed Power Consumption worksheet looks like this:
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Table 4-3. Completed Power Consumption Worksheet

Power
[ﬁ] Field Power (mW) 1196
[B ] Total Power 1196
Voltage
Input Voltage (V dc) 12
Current
System Current mA 99.7
Communications mA (Average) 0
Total Current mA on Power System 99.7 @
Miscellaneous
Battery Voltage 12v
Battery Capacity Amp/Hour 7x.80=5.6
Depth of Discharge 80%
Available Hours 56.17
Days of Autonomy 2.34
476 mW + 720 mW = 1196 mW
1196 mV
12V

1196 /12 = 99.666667

7 Amp/Hr x .80 (depth of discharge) = 5.6 Am/Hr =
80% (100% - 20% reserve)

(5.6 /99.7) x 1000 (conversion from mW to W) = 56.17
56.17 / 24 = 2.34 days of autonomy

mioiO @i>

Based on this example, we can expect the Distributed RTU to operate
for a little more than two days without supplemental power. Use the
worksheet to proactively anticipate power needs and meet them to keep
your system operational.

4.5 Removing a Node from the Network

If you decide to remove a node from your network, be sure to
decommission that node before removing it. Otherwise the system
generates a series of error messages warning you about the absence of
the node. To resolve this situation, reinstall the node, recommission and
then decommission it, and then remove the node.
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Appendix A — Glossary

Note: This is a generalized glossary of terms. Not all the terms may
necessarily correspond to the particular device or software
described in this manual. For that reason, the term “ROC” is
used to identify all varieties of Remote Operations Controllers
(including ROC800-Series, ROC800L, DL8000, FloBoss™
107, and FloBoss" 100-Series). Refer to Measurement Units,
Symbols, and Abbreviations (Form A6302) for additional

information.
A

A/D Analog to Digital signal conversion.

ABS Acrylonitrile Butadiene Styrene.

ADC Analog to Digital Converter. Used to convert analog inputs (Al) to a format the flow
computer can use.

AGA American Gas Association. A professional organization that oversees the AGA3
(orifice), AGAS (heating value), AGA7 (turbine), AGA8 (compressibility), and AGA11
(ultrasonic) gas flow calculation standards. See http://www.aga.org.

AWG American Wire Gauge.

Al Analog Input.

AO Analog Output.

Analog Analog data is represented by a continuous variable, such as an electrical current
signal.

AP Absolute Pressure.

API American Petroleum Institute. See http://www.api.org.

Area A user-defined grouping of database entities.

ASCII American (National) Standard Code for Information Interchange.

Attribute A parameter that provides information about an aspect of a database point. For
example, the alarm attribute is an attribute that uniquely identifies the configured value
of an alarm.

B

BMV Base Multiplier Value, used in AGA7 (turbine) calculations.

BPS Bits Per Second, associated with baud rate.

BTU British Thermal Unit, a measure of heat energy.

Built-in I/O I/O channels that are fabricated into the ROC and do not require a separate option.
Also called “on-board” I/O.

C

C1D2 Class 1, Division 2 hazardous area

CMOS Complementary Metal Oxide Semiconductor, a type of microprocessor used in a ROC.

Coil Digital output, a bit to be cleared or set.

COL Ethernet Packet Collision.

COM Communications port on a personal computer (PC).
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C (continued)

COMM

Comm Module

CF
Configuration

Configuration
Tree

Communications port on a ROC used for host communications. .

Note: On FloBoss 500-Series and FloBoss 407s, COMM1 is built-in for RS-232 serial
communications.

Module that plugs into a ROC to provide a channel for communications via a specified
communications protocol, such as EIA-422 (RS-422) or HART.

Compare Flag; stores the Signal Value Discrete (SVD).

Refers either to the process of setting up the software for a given system or the result
of performing this process. The configuration activity includes editing the database,
building schematic displays and reports, and defining user calculations. Typically, the
software setup of a device that can often be defined and changed. Can also mean the
hardware assembly scheme.

In ROCLINK 800, the graphical display that appears when a configuration file opens. It
is a hierarchical branching (“tree-style”) method for navigating within the configuration
screens.

CPU Central Processing Unit.

CRC Cyclical Redundancy Check error checking.

Crosstalk The amount of signal that crosses over between the receive and transmit pairs, and
signal attenuation, which is the amount of signal loss encountered on the Ethernet
segment.

CSA Canadian Standards Association. See http://www.csa.ca.

CSMA/CD Carrier Sense Multiple Access with Collision Detection.

CTS Clear to Send modem communications signal.

D/A Digital to Analog signal conversion.

DB Database.

dB Decibel. A unit for expressing the ratio of the magnitudes of two electric signals on a
logarithmic scale.

dBm Power ratio in decibels (dB), referenced to one milliwatt (mW), also known as dBmW.

DCD Data Carrier Detect modem communications signal. In addition, Discrete Control
Device — A discrete control device energizes a set of discrete outputs for a given
setpoint and matches the desired result against a set of discrete inputs (DI).

DCE Data Communication Equipment.

Deadband A value that is an inactive zone above the low limits and below the high limits. The
purpose of the deadband is to prevent a value (such as an alarm) from being set and
cleared continuously when the input value is oscillating around the specified limit. This
also prevents the logs or data storage location from being over-filled with data.

Device In ROCLINK 800, the graphical display that allows navigation through the PC Comm

Directory Ports and ROC Comm Ports setup screen.

DI Discrete Input.

Discrete Input or output that is non-continuous, typically representing two levels (such as on/off).

DMM Digital multimeter.

DO Discrete Output.

Download The process of sending data, a file, or a program from a PC to a ROC.

DP Differential Pressure.

DRN Distributed RTU Network, in which two or more remotely distributed RTU devices
(RRTUSs) are wirelessly connected in a peer-to-peer network to share data.
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D (continued)

DRTU A primary component of the Distributed RTU Network, consisting of a FB107 chassis
housing a focused functionality CPU and a Network Radio module (NRM). The DRTU
collects process variables from one or more wellheads and transmits the signals
throughout the designed network.

DSR Data Set Ready modem communications signal.

DTE Data Terminal Equipment.

DTR Data Terminal Ready modem communications signal.

Duty Cycle Proportion of time during a cycle that a device is activated. A short duty cycle
conserves power for I/0 channels, radios, and so on.

DVM Digital voltmeter.

DVS Dual-Variable Sensor. A device that provides static and differential pressure inputs to a
ROC.

E

EDS Electronic Static Discharge.

EEPROM Electrically Erasable Programmable Read-Only Memory, a form of permanent memory
on a ROC.

EFM Electronic Flow Metering or Measurement.

EIA-232 Serial Communications Protocol using three or more signal lines, intended for short

(RS-232) distances. Concerning RS232D and RS232C, the letters C or D refer to the physical
connector type. D specifies the RJ-11 connector where a C specifies a DB25 type
connector.

EIA-422 Serial Communications Protocol using four signal lines.

(RS-422)

EIA-485 Serial Communications Protocol requiring only two signal lines. Can allow up to 32

(RS-485) devices to be connected together in a daisy-chained fashion.

EMF Electro-Motive Force.

EMI Electro-Magnetic Interference.

ESD Electro-Static Discharge.

EU Engineering Units. Units of measure, such as MCF/DAY.

F
FCC Federal Communications Commission. See http://www.fcc.gov.
Firmware Internal software that is factory-loaded into a form of ROM. In a ROC, the firmware

supplies the software used for gathering input data, converting raw input data values,
storing values, and providing control signals.

FlashPAC ROM and RAM module for a ROC300-Series unit that contains the operating system,

module applications firmware, and communications protocol.

Flash ROM A type of read-only memory that can be electrically re-programmed. It is a form of
permanent memory (requires no backup power). Also called Flash memory.

FloBoss A microprocess-based device that provides flow calculations, remote monitoring, and
remote control. A FloBoss is a type of ROC.

FM Factory Mutual.

Force Write an ON/OFF, True/False, or 1/0 value to a coll.

FOUNDATION An open architecture for information integration, managed by the Fieldbus Foundation

Fieldbus (www.fieldbus.org).

FPV Compressibility Factor.

Revised December-2015 Glossary A-3



Distributed RTU Network Instruction Manual

F (continued)

FSK Frequency Shift Keypad.

FST Function Sequence Table, a type of user-written program in a high-level language
designed by Emerson Process Management’s Flow Computer Division.

Ft Foot or feet.

GFA Ground Fault Analysis.

GHz Gigahertz, 10° cycles per second

GND Electrical ground, such as used by the ROC’s power supply.

GP Gauge Pressure.

H1 A Foundation Fieldbus protocol operating at 31.25 kbit/s that interconnects field
devices (such as sensors or I/O devices).

HART Highway Addressable Remote Transducer.

Holding Analog output number value to be read.

Register

HSE Protocol

High Speed Ethernet protocol; a communications protocol operating at 100 Mbit/s used
to integrate high-speed controllers (or servers) connected via Ethernet.

Input Register

Hw Differential pressure.
Hz Hertz.
[, J

IC Integrated Circuit. Also, Industry Canada (more recently known as Measurement
Canada), an organization that grants custody transfer approvals on certain ROC units.

ID Identification.

IEC Industrial Electrical Code or International Electrotechnical Commission. See
http://www.iec.ch.

IEEE Institute of Electrical and Electronic Engineers. A professional organization that, in
conjunction with the International Standards Organization (ISO), establishes and
maintains the Open System Interconnection (OSI) reference model and an international
standard for the organization of local area networks (LANs). Refer to
http://www.ieee.org.

IMV Integral Multiplier Value, used in AGA3 (orifice) calculations.

Input Digital input, a bit to be read.

Input numeric value to be read.

Local Port Also LOI; the serial EIA-232 (RS-232) port on the ROC through which local
communications are established, typically for configuration software running on a PC.
I/O Input/Output.
I/O Module Module that plugs into an I/O slot on a ROC to provide an I/O channel.
IRQ Interrupt Request. Hardware address oriented.
ISO International Standards Organization. See http://www.iso.ch.
v Integral Value.
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K

KB Kilobytes.

kHz KiloHertz.
L

LCD Liquid Crystal Display.

LDP Local Display Panel, a display-only device that plugs into ROC300-Series units (via a
parallel interface cable) used to access information stored in the ROC.

LED Light-Emitting Diode.

Logical Number The point number the ROC and ROC Plus protocols use for I/O point types are based
on a physical input or output with a terminal location; the point numbers for all other
point types are “logical” and are simply numbered in sequence.

LNK Ethernet has linked.

LOI Local Operator Interface (or Local Port). Refers to the serial EAI-232 (RS-232) port on
the ROC through which local communications are established, typically for
configuration software running on a PC.

LPM Lightning Protection Module; a device that provides lightning and power surge
protection for ROCs.

LRC Longitudinal Redundancy Checking error checking.

M

m Meter.

mA Milliamp(s); one thousandth of an ampere.

MAC Address Media Access Control Address; a hardware address that uniquely identifies each node
of a network.

Manual mode For a ROC, indicates that the I/O scanning has been disabled.

MAU Medium Attachment Unit.

MCU Master Controller Unit.

Modbus A popular device communications protocol developed by Gould-Modicon.

MPU Micro-Processor Unit.

mm Millimeter.

MMBTU Million British Thermal Units.

msec Millisecond, or 0.001 second.

MVS Multi-Variable Sensor. A device that provides differential pressure, static pressure, and
temperature inputs to a ROC for orifice flow calculations.

mV Millivolts, or 0.001 volt.

mw Milliwatts, or 0.001 watt.

N

NAP Network Access Point; the point in the distributed RTU network at which ROCLINK 800

NEC National Electrical Code.

NEMA National Electrical Manufacturer’s Association. See http://www.nema.org.
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N (continued)

Node A basic structural component of the Distributed RTU Network. A node (usually a FB107
chassis housing a focused-functionality CPU and a Network Radio module) provides a
data collection point that wirelessly transmits data throughout the designed network.

NRM Network Radio module; a module used in both the FloBoss 107 and ROCO00-Series
based devices to wirelessly transmit information throughout the distributed RTU
network.

OH Off-Hook modem communications signal.

Off-line Accomplished while the target device is not connected (by a communications link). For
example, “off-line configuration” refers to configuring an electronic file that is later
loaded into a ROC.

Ohms Units of electrical resistance.

On-line Accomplished while connected (by a communications link) to the target device. For
example, “on-line configuration” refers to configuring a ROC800-Series unit while
connected to it, so that you can view the current parameter values and immediately
load new values.

Opcode Type of message protocol the ROC uses to communicate with the configuration
software, as well as host computers with ROC driver software.

Operator Also LOI or Local Port; the serial EIA-232 (RS-232) port on the ROC through which

Interface local communications are established, typically for configuration software running on a

Orifice meter

P, Q

PC.

A meter that records the flow rate of gas through a pipeline. The flow rate is calculated
from the pressure differential created by the fluid passing through an orifice of a
particular size and other parameters.

Parameter

PC
Pf
P/DP
PI
PID
PIT
PLC
Point

Point Number

A property of a point that typically can be configured or set. For example, the Point Tag
ID is a parameter of an Analog Input point. Parameters are normally edited by using
configuration software running on a PC.

Personal Computer.

Flowing pressure.

Pressure/Differential Pressure.

Pulse Input.

Proportional, Integral, and Derivative control feedback action.
Periodic Timer Interrupt.

Programmable Logic Controller.

Software-oriented term for an 1/O channel or some other function, such as a flow
calculation. Points are defined by a collection of parameters.

The physical location of an 1/0 point (module slot and channel) as installed in the ROC.

Point Type Defines the database point to be a specific type of point available to the system. The
point type determines the basic functions of a point.
Preset Number value previously determined for a register.
PRI Primary PID control loop.
Protocol A set of standards that enables communication or file transfers between two
computers. Protocol parameters include baud rate, parity, data bits, stop bit, and the
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PSTN
PT
PTT
Pulse

Pulse Interface
module

type of duplex.

Public Switched Telephone Network.

Process Temperature.

Push-to-Talk signal.

Transient variation of a signal whose value is normally constant.

A module that provides line pressure, auxiliary pressure, and pulse counts to a ROC.

PV Process Variable or Process Value.

Rack A row of slots on a ROC into which 1/0O modules can be plugged. Racks are given a
letter to physically identify the location of an 1/O channel (such as “A” for the first rack).
Built-in 1/0O channels are assigned a rack identifier of “A” while diagnostic 1/0 channels
are considered to be in “E” rack.

RAM Random Access Memory. RAM is used to store history, data, most user programs, and
additional configuration data.

RBX Report-by-exception. RBX always refers to Spontaneous RBX in which the ROC
contacts the host to report an alarm condition.

RR Results Register; stores the Signal Value Analog (SVA).

RFI Radio Frequency Interference.

RI Ring Indicator modem communications signal.

ROC Remote Operations Controller microprocessor-based unit that provides remote
monitoring and control.

ROCLINK 800 Microsoft® Windows®-based software used to configure functionality in ROC units.

ROM Read-only memory. Typically used to store firmware. Flash memory.

Rotary Meter

A positive displacement meter used to measure flow rate, also known as a Roots
meter.

RTC Real-Time Clock.

RTD Resistance Temperature Detector.

RTS Ready to Send modem communications signal.

RTU Remote Terminal Unit.

RTV Room Temperature Vulcanizing, typically a sealant or caulk such as silicon rubber.

RS-232 Serial Communications Protocol using three or more signal lines, intended for short
distances. Also referred to as the EIA-232 standard.

RS-422 Serial Communications Protocol using four signal lines. Also referred to as the EIA-422
standard.

RS-485 Serial Communications Protocol requiring only two signal lines. Can allow up to 32
devices to be connected together in a daisy-chained fashion. Also referred to as the
EIA-485 standard.

RX or RXD Received Data communications signal.

SAMA Scientific Apparatus Maker’'s Association.

SCADA Supervisory control and data acquisition; referring to a computer system that monitors

and controls oil and gas pipeline systems.
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S (continued)

Script

Soft Points

SP
SPI
SPK
SRAM

SRBX
SVA
SvD

System
Variables

An uncompiled text file (such as keystrokes for a macro) that a program interprets in
order to perform certain functions. Typically, the end user can easily create or edit
scripts to customize the software.

A type of ROC point with generic parameters that can be configured to hold data as
desired by the user.

Setpoint, or Static Pressure.
Slow Pulse Input.
Speaker.

Static Random Access Memory. Stores data as long as power is applied; typically
backed up by a lithium battery or supercapacitor.

Spontaneous Report-By-Exception. SRBX always refers to Spontaneous RBX in which
the ROC contacts the host to report an alarm condition.

Signal Value Analog. Stored in the Results Register, it is the analog value that is
passed between functions in an FST.

Signal Value Discrete. Stored in the Compare Flag, it is the discrete value that is
passed down the sequence of functions in an FST.

Configured parameters that describe the ROC; set using ROCLINK software.

TIC

TCP/IP

TDI

TDO

Tf

TLP

TX or TXD
Turbine meter

Thermocouple Input.

Transmission Control Protocol/Internet Protocol.

Time Duration Input.

Time Duration Output.

Flowing temperature.

Type (of point), Logical (or point) number, and Parameter number.
Transmitted Data communications signal.

A device used to measure flow rate and other parameters.

Upload Send data, a file, or a program from the ROC to a PC or other host.
uUsB Universal Serial Bus, a serial bus standard used to connect devices.
V-Z
\% Volts.
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Appendix B — Optimizing Wireless Communications

The success of your distributed network of RTUs depends on a number
of factors, none more important than how you manage the ability of the
RTUs to effectively communicate with each other. This appendix
provides general principles on how to optimize wireless
communications.

Note: This information is focused on wireless communications. For
specific information on installing the components of your
Distributed RTU™ Network (DRN), refer to Chapter 2 of this
manual. For information on configuring and commissioning the
DRN components, refer to Chapter 3.

In This Chapter

B.1  WIir€lESS BaASICS...uuuuiiiieiiieiiiiie ettt e e B-1
B.1.1 Line-0Of-Sight....ccoi i B-1
B.1.2 ANENNAS ... B-2
B.1.3 Antenna Installations .............ccuveeiiiiiiiiiiiice e B-4
B.1.4 Frequency HOPPING ....cocoiiiiiiiiiiiiee et B-5

B.1 Wireless Basics

B.1.1

The radio installed in the Network Radio module (NRM) is particularly
suited to the kind of terrain you might encounter when setting up your
network nodes on remotely located wellpads. With a line-of-sight (LOS)
range of 20 km (12.4 miles), a wide range of operating temperatures, a
low power requirement, a high noise immunity, and use of spread
spectrum transmission (rather than narrow band transmission), the GXM
radio operates more consistently and reliably in a unfriendly
environment.

Note: For detailed specifications on the NRM, refer to the product data
sheets FloBoss" 107 Network Radio Module (Form
FB107:NRM) or the ROC800-Series Network Radio Module
(Form ROC800:NRM), both available on the Remote
Automation Solutions website.

Line-of-Sight

Assessing line-of-sight is essential as you place your nodes. Be aware of
objects (mountains, buildings, trees, or infrastructures such as high-
power lines) which could block or otherwise impede a clear signal.
Consider as well the earth’s curvature, which begins to affect line-of-
sight between 5-7 miles.
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Figure B-1. Line of Sight

Figure B-1 shows a line-of sight between a network node (on the right)
and a network access point (on the left). Visually there may be no
blockage to the signal, but anything that obstructs up to 40% of the oval
area (called a “Fresnel zone”) around that line of sight can obstruct the
full radio signal.

Pole-mounted antennas move the Fresnel zone up and out of potential
obstructions and are an effective way to address line-of-sight concerns.

ﬁ\ m
Figure B-2. Resolving LOS Issues with Pole-mounted Antennas

B.1.2 Antennas

Antennas are designed to efficiently radiate and receive radiated
electromagnetic waves. When you select an antenna, consider the
following characteristics:

= Antenna type and radiation patterns
=  Power gain

= Directivity

= Polarization

Radio applications most commonly use omnidirectional and Yagi
antennas. Additionally, since a node may need a directional antenna
mounted to an enclosure, ensure that the directional antenna is pointed
toward the omnidirectional antenna (typically located on the network
access point).

Antenna Radio antennas have two basic categories: omnidirectional or
Types directional. Omnidirectional antennas have a 360 degree horizontal
antenna pattern and a certain amount of vertical pattern. Directional
antennas (primarily based on the designs from its inventors, Drs. Yagi
and Uda) can include parabolic dishes and directed devices.
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Cable
Length

Antenna
Gain

Mounting

Recommended
Antennas

Transmitter
Power Out

Directional antennas tend to have a narrower antenna pattern (beam-
width) and a higher gain or “push” to the signal.

Because the antenna is mounted to the exterior of an enclosure, to
minimize line loss, keep the coaxial cable that connects the module to
the external antenna as short as possible. Guidelines for the kind of
coaxial cable based on distances:

= Up to 15 meters (50 feet): LMR-400

= Up to 30 meters (100 feet): LMR-600
= Up to 45 meters (150 feet): LMR-900
= Up to 76 meters (250 feet): LMR-1200

Most simply, this is the value the signal increases (or “gains™),
expressed as dBi, by the addition of an antenna.

Mount antennas outside of metal enclosures, and ensure that antennas
have at least 3 m (10 ft) of vertical separation from any other antenna.

Remote Automation Solutions recommends the following 2.4Ghz
omnidirectional, directional, and small mobile antennas.

High Performance Omnidirectional Antennas (from PCTEL)
= 4 dBi Gain, Model Number MHO24004NM

= 6 dBi Gain, Model Number MHO24006NM

= 8 dBi Gain, Model Number MHO24008NM
Mast-mount Omnidirectional Antenna (from PCTEL)

= 5.5 dBi Gain, Model Number MM024005PT36RPC
Professional Grade Yagi (from Wavelink)

= 4 dBi Gain, Model Number PRO2400-4

Heavy-duty Flexible Small Whip Mobile Antenna (from PCTEL)
= 5dBi Gain, Model Number PCTP2425

Small Omnidirectional blade-style Antenna (from PCTEL)

= 2.14 dBi Gain, Model Number NPAMB24495804

The Federal Communications Commission (FCC) has established
rules (Section 15.247) for the amount of power a transmitter may
emit. For the frequency bandwidth the radio on the NRM uses (2400-
2483 MHz), the maximum power allowed is +36 dBm (or 4 Watts)
Equivalent Isotropically Radiated Power.

You can calculate EIRP by taking the transmitter power (the FB107
RTU supports a maximum of +27 dBm or 500 mW), subtracting the loss
due to coaxial cable, and then adding that result to the antenna gain. For
example, +27 minus 3db (loss due to 39 ft. of LMR-400 Times wire
coaxial cable) added to 15 dBi gain for a Yagi directional antenna (+24-
3+15) = 39 dBm, which is 3 dBm more than the FCC allowable limit.
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To resolve this, you can either add another 39 ft. of LMR-400 cable or
reduce the transmitter power by 3dB from +27 dBm to +24dBm
(250mW). Either of these solutions lowers the dBm to the maximum
legal EIRP value of 36 dBm or 4 Watts.

B.1.3 Antenna Installations

Depending on your geographical conditions, pole-mounted antennas
may be required. Most antennas are packaged as Kits, containing
weatherproofing materials, mounting brackets and hardware; you must
determine the appropriate pole materials and pole height.

Because of their 360-degree signal transmission and reception patterns,
omnidirectional antennas are most usually connected to the network
access point (NAP) of the Distributed RTU™ Network. For network
nodes, use directional antennas aimed toward the omnidirectional
antenna.

Harsh weather conditions require that you use external-quality antenna
cabling. To reduce signal loss, limit the antenna cable to 9 meters (30
feet). Typically, each end of the external antenna cable has a male Type
N connector.

Enclosures and The network access point and the nodes require protective
Lightning Arrestors  weatherproof enclosures. The external antenna cabling connects into
the housing through a lightning arrestor, which is wired to a
grounding rod.

The internal antenna cable is typically 15-30 cm (6-12 inches) in length
with a male Type N connector at one end and a male Type TNC
connector at the other. It attaches to the lightning arrestor and connects
the external antenna cable to the Network Radio module.

The lightning arrestor typically has two female Type N connectors and a
connector for the grounding wire. A grounding wire connects the
lightning arrestor to the grounding rod. See Figure B-3.
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A Pole-mounted omnidirectional antenna (connected to network access point)

provides 360 degrees of signal transmission and reception

Pole mounting brackets and hardware provided with antenna

Plastic cable ties secure external antenna cable to mast

Mast-mounted directional antenna (connected to network node) provides a

directed pattern of signal transmission and reception. Directional antenna must

be aimed at omnidirectional antenna.

E Protective housing for node or network access point with installed lightning
arrestor connected to grounding rod.

F Grounding rod for lightning arrestor.

O0O®@

Figure B-3. Antenna Installation (Omnidirectional and Directional)

Waterproofing Waterproof all cable connections. Water in a cable can cause high
VSRW/antenna reflection powers.

B.1.4 Frequency Hopping

“Frequency hopping” means that the carrier signal moves quickly from
one frequency to another. The signal can move as many as 170 times
per second, based on the signal’s “packet size” (the size of the
encapsulated information being transmitted) and the “dwell time” (how
long you want the signal to remain on one frequency).

Frequency hopping is particularly useful in situations of high electronic
“noise” that might result from one or more competing local radio
networks or infrastructure challenges (such as high power transmission
lines). You can modify the hopping pattern the module’s radio uses to
avoid noise and produce a clearer signal. Additionally, frequency
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hopping is difficult to jam (either intentionally or accidentally) and
ensures the privacy of the signal.

You can change the hopping pattern by changing the channel that a
network uses (see Section 2.2, Configuring Nodes).

Note: All devices on a specific network must use the same channel.
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Appendix C — Using OE Field Tools to Access the DRN

Remote Automation Solutions” OpenEnterprise” Field Tools product
provides a convenient software container, which houses the
configuration and programming software tools for our products.

This appendix describes how to access the DRN if you are using Field
Tools. In this situation, the PC loaded with Field Tools is connected
directly to the device defined as the Network Access Point.

Note: The steps required to add an RTU to the DRN using Field Tools
are slightly different from the steps required when you are
directly connected to an RTU.

C.1 Adding an RTU to the DRN
1. Open Field Tools, right-click All, select Site, and then Add.

[ Expot connacton data
£ Impoet connection data...

The Add Site dialog displays.

5 I A2 Conmections
( B} FE0 DNk N
e L
I NewFieMDevice!
B NewFiekdDerviced
1§ ROCNear

2. Complete the New Site field to name the site and click OK. Field
Tools adds the site to the directory tree.
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3. Right-click the new DRN site and select Add connection.

B FE 107Dk e
B a0

B PenFiekiDevice|
L T S
B ROCHear

i _;uq}wmm r

A Sae

The New Connection screen displays.

Fiedd Tools - Connect 1.8 Device

New Connection
Salect thay descs typs ored condaqurs iy connaglion ssfings

4. Define the new connection by completing three fields:
= Name the field device to which you want to connect

= Change the Link timeout value to 2000 ms (this allows Field
Tools to connect wirelessly to the selected RTU

= Select the Device address and Device group for the selected

RTU.

= Click Save to save your edits and then click Connect. Field
Tools begins connecting to the device.

Using OE Field Tools to Access the DRN
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Note: Connecting to the device (and any transmitters connected to
the device) may take several minutes.

As it establishes connections, Field Tools adds components to the
directory.

B FB 107Daakhea
B FEI0TNear

T s i Durwicn 1
I boras s ez 03
B ROCHe

L n Actions Help
&3] v
| ET—

i ﬂ'mmm
= Cvenaew L

Frimafy Parpois Vankabisd

6. Once you have established a connection to the Network Access
Point, you can repeat steps 1 through 4 to add devices available
through the NAP. After you complete step 4, Field Tools displays a
verification dialog to indicate that it is building the connection:
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Field Tools - Connect fo a Device'

Connecting to DRNFarAwayFB107

Mo comnaciing bo The devace

Attempting to connect with

on COMB - Local address 7 at 115200 bps...

When the connection completes, Field Tools adds the device to the
directory:

) OpenEnterprive Fiekd T
Fie HART Securly belp
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